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ycnosuda NCNoJib3OBAHUA CUCTEMbI ANIEKTPOHHOIO JOKYMEHTOOBOPOTA

1. O6wme onpepeneHus

Bank — NMNAO POCBAHK.

[JoroBop 0 cucTtemMe 3NEKTPOHHOro OOKyMeHToobopoTta (ganee - [oroBop) — COBOKYMHOCTb
HacTodALMX YCcnoBun n Hagnexawum obpasom ocdopmneHHoe 3assneHne OpraHusaumm ¢ oTMeTKon baHka
0 ero npuHaTuu. Bnepsble npeacrasneHHoe KnueHTtom B baHk 3asBneHve ABNseTcs 3asBrneHneM C Lenbio
3akntodeHusa Jorosopa.

FeHepanbHoOe cornaiwieHue o NpoBeAeHUN AeNO3UTHbIX onepauun - CornalleHne, 3aknyYeHHoe
mexay baHkom 1 KnveHToM, NpeaAMeToM KOTOPOro ABnseTcs onpeneneHne nopagka 3aknovyeHUs caenkn n
NCNONHEHNs OeNO3UTHbIX CAENOK, Nog KOTOPbIMU NOHMMaeTcs npuenevyeHne baHkoM geHexHbIX cpeacTs B
BantoTe Poccunckon ®egepauum n/vnv MHOCTPaAHHOW BantoTe Ha YCroBMAX AoroBopa 6aHKOBCKOro Bknagaa,
corrnacoBaHHbIX CTOPOHaMM B NOATBEPXAEHUN.

OpraHu3sauus — lopyanyeckoe nuuo UM MHOVBMAYanNbHbIN NpeanpuHMMaTens, He umetoulee (-1in)
B BaHke OTKpbITbIX pacyeTHbIX c4eToB, 3akntoumsliee (-un) ¢ NMNAO POCBAHK [orosop o npegocraBneHum
yCrnyr rno nepeBOAy OEHEXHbIX CPeAcTB Ha cyeTa pumamdeckmnx nuy, oTkpbiTble B [TAO POCBAHK w/unu
'eHepanbHOE cornalleHne O NPOBEeAEHMU OEeNO3UTHbLIX onepaumi w/unu 3saknioumsliee(-ui) [dorosop o
cucCTeMe 3NEKTPOHHOIo AOKYMeHToobopoTa.

Cuctema aneKTpoOHHOro fJOKyMeHToo6opoTa (ganee — Cucrema 3A0O) — KOMMnEKC NporpammHo-
TEXHUYECKNX CPEeACTB W OpraHM3auuoHHbIX MEeponpusaTUn AN co3faHus WU nepedadn  dMneKTPOHHbIX
OokymeHToB CTOpoHamMu — yyacTHUKamu [JoroBopa no TENEeKOMMYHMKALMOHHLIM KaHanam, B TOM 4ucCne U
cetn WNHTepHeT. Cnuctema 30 coctonT M3 AByX vacten — nogcuctembl «KnueHT» n nogcmuctemnol «baHky,
YCTaHOBMEHHbIX COOTBETCTBEHHO Y OpraHusauum n baxka. MNMopagok ncnonb3oBaHusa dnekTpoHHon Mognucu
B Cucteme B0 ycraHaBnusaetcsa baHkom kak onepatopom Cuctemsl 30.

ApmuHucTtpatop Cuctemol 30 — cdbuanyeckoe nuuo, ynonHomoveHHoe baHkom nognuceiBaTth OT
umeHn baHka CepTudukatbl krtodenn OpraHusaumm, a Takxe perncTpupoBaTb cooTBeTcTByloLmne Knioun
NPOBEpPKM 3NEeKTPOHHOM noanucu B Cucteme 30.

MpaBuna obmeHa 3NeKTPOHHbIMU AokymeHTamu (lMpaBuna) — npaeuna, pernameHTupyLne
dopmmpoBaHme n oomeH 3, ykazaHHble B [MpunoxeHum Ne 2.

3aaBneHue OpraHusaumm - 3asieneHne B [MAO POCBAHK Ha 3akntoveHue [loroeopa 006
NCNONb30BaHUN CUCTEMbI SNIEKTPOHHOIO AOKYMeHToo6opoTa no chopme MNpunoxeHusa Ne 4,

3asiBneHne 06 usmeHeHun cnucka [Monb3oBatenen - 3asBneHne B MAO POCBAHK Ha
N3MeHEeHWe Nnornb3oBaTenen CMCTEMbI 3NIEKTPOHHOIO AoKyMeHToobopoTa no dopme MpunoxeHus Ne 5.

Knrou npoBepku anekTpoHHou noanucu (OTKPbITLIA KINOY) — CBA3aHHasA ¢ Knoyom aneKkTpoHHON
nognucu ocobbiM  MaTEMaTUYECKUM COOTHOLLUEHMEM YHMKanbHasi MOCNefoBaTENbHOCTL CUMBOIIOB,
nonydeHHas B pesynbrate paboTbl nporpammbl reHepauum Komnnekrta kntoden. Knou  npoBepku
3NEKTPOHHON NoANMCY NpeaHasHaveH Ansi NPoBEepPKU nognimHHocTu Al.

Knrou anekTpoHHoM noanucu (3akpbITbIM KNKOY) — YHUKanNbHas nocneaoBaTenibHOCTb CUMBOSOB,
nonydyeHHas B pesynbTate paboTbl nporpammbl reHepauum Komnnekta knwoven. Knou 3nekTpoHHOMN
nognucu npegHasHadeH ans soipabotkn Cuctemon 300 3l B 3.

KomnnekT kntoyen — koMnnekT u3 Knroda snekTpoHHOM Nognmncu U cooTBeTCTBYOWEero emy Kniova

NpoBEpPKU SJ'IeKTpOHHOI7I noanuncu.
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KomnpomeTtauuss knwvyem — yTparta, XWULLEHWE, HEeCaHKUUOHMPOBAHHOE KOMUPOBAaHME WUNn
nogos3peHne Ha konupoBaHue Knwouda anekTpoHHon nognucu mnu Ceptudumkata knwoya, a Takke apyrue
cuUTyauun, Npu KOTOPbIX OOCTOBEPHO HEWU3BECTHO, YTO Mpom3owwsio ¢ Kniovyom 3nmeKTPOHHOW MOANUCU WU
CepTudpmkatom knrova.

Monb3oBatenb Cuctembl [0 — pusunyeckoe nNmuo, ynonHomoveHHoe OpraHusaumen ¢ NOMOLLbIO
cBoero Knioua anektpoHHonm nognucu nognuceiBatb Al oT umenn OpraHumsauum OTNpaBnseMble B
cooTBeTCTBMM € HacToswwmm [lMopsagkom B Bank 3[, a Takke nonyyaTte M3 baHvka 3[1, npegHasHa4yeHHble
OpraHusaumn. CooTteeTcTBYOWNA Kntovy anekTpoHHon nognucu Kniod npoBepKU 3MEeKTPOHHOW MOANUCH
pernctpupyetca baHkom 3a [Monb3oBatenem Cuctembl 3O Ha ocHoBaHwnm noanucaHua CTopoHamu
CepTudbukaTta Knrova.

CepTudomMkaT Knroya MpPOBepKM INEKTPOHHOW noanucu (gnanee — CepTudmkart knwoua) —
aBTOMaTUYEeCKM co3faBaembli BaHkoMm (kak YOoCTOBEpSIIOWMM LEHTPOM), U BbigaBaembln OpraHusauum
cpeagctBamu Cuctembl npu reHepauumn Kntoya anekTpoHHOM nognucu un Knoya npoBepku 3reKTPOHHON
NoanuUCU [OOKYMEHT Ha OyMakHOM HocuTene ycTaHOBEHHOM opMbl, noanvcbiBaembii CTopoHamu,
YOOCTOBEPSAIOLNA NPUHAANEXHOCTE NPUBEAEHHOro B Hem Krioya npoBEepKUM 3MNEKTPOHHOW MNOAMvMCU U
cooTBeTCcTBYlOWEro emy Knioya anekTpoHHow noanuvcun dwmsndeckomy nuuy — [lonb3oBaTtento Cuctembl
OOO0. TMMoanucaHHbin CtopoHamum CepTudumkaT knwoya noatrBepxaaeT dakT HageneHus LaHHOro
dmamyeckoro nuua npaBamu Ha wcnonb3oBaHve Cuctembl OO0 B cooTBeTCTBUM C AaHHbIM [lopsiakom
NCMOMb30BaHWSA 3NEKTPOHHbLIX OOKYMeHTOB (danee — lMopsigok). CepTudmkaT kroya co3gjaetcss B OBYX
ak3emnnspax, ona Oprannsauum n ona baxka.

YcnoBua - HacTodwme YCnoBus MCMNOMb30BaHUS CUCTEMbI SMEKTPOHHOrO [OKyMEeHToobopoTa,
onybnukoBaHHble Ha cavTe baHka B ceTn NHTepHeT (www.rosbank.ru).

AnekTtpoHHaa [MMoanucb (ganee — M) — peksuaut B[, sawmwarowmn 3 oT noggenku
(onpegenstownin noannHHOCTb O1).

Ol npencraBnsaeT cobor yHUKanNbHY NocrnefoBaTenbHOCTb CUMBOSIOB, NMOMYYEHHYIO B pe3yrbTaTe
KpunTorpadumyeckoro npeobpasoBaHus MHGOpMauuKn, cogepxallenca B 3 ¢ ucnonb3oBaHveM Knioua
3MNEKTPOHHOW NOAMKUCH.

3l cosgaeTca ¢ ucnonb3osaHnem CpeacTB aNEKTPOHHON NOAMNUCH.

Onpegenenne nognuHHocTn 3, nponssogumoe ¢ nomMollbio CepTudukaTa knova, npegnonaraert:

. yCTaHoOBneHMe dpakta OTCYTCTBMSA (Hanmuma) uckaxeHun B 91 ¢ momeHTa nognucanua 3l1;
. noeHTndmkauuio  Bragenbua  COOTBETCTBywLWEero  Knwya  3NEKTPOHHOM  nognucu
(Monb3osaTens Cuctembl 30), kak nuua, nognucasLlero M.

Ucnonbsyemas B Cucteme 30 31 aBnseTca yCUNeHHONW HekBanvuuUMpoBaHHOW 3NEeKTPOHHON

noanucoHo.

ONeKTPOHHbIN AOKYMEHT (fanee — 1) — AOKYMEHT, B KOTOPOM MHGOpMAaL M

. npeacTaBrieHa B SMEKTPOHHO-LMGpoBOM ¢opme (B Buae MNOCnenoBaTerlbHOCTU OBOUYHbBIX
CYMBOIOB);

. XpaHuTcs B 6a3e AaHHbIX Nnbo B daiine;

° 3alyuLLEHa OT UCKaXKEHWUI C MOMOLLIbIO OOHOWM unun 6oree aNeKTPOHHbIX LMEPOBbLIX NOANMUCEN;

. ¢ nomouwpbto cpeactB Cuctembl 1O npeobpasyetcsa B hopmy, NPUrOAHYI0 AN OOHO3HAYHOro

BOCMNPUATUNA HYETTOBEKOM.

2. nOpﬂ,D,OK 3aKnr4veHuns ﬂorOBopa, npeameT n ycnoeus
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2.1. B pamkax [oroBopa bBbaHk npepoctaBnser OpraHusaumy ycryru Mo AUCTaHUUOHHOMY
obcnyxmMBaHMO NyTEM ANEKTPOHHOro AOKyMeHToobopoTa (obmeHa 3[1) ¢ ucnonesosaHmem Cuctemsl 310,
N perynupyeTt OTHOLLEHWs, BO3HMKaKOLWNe B CBSA3M C 3aTuM mexay CTopoHamu. Hayamnom okasaHus ycnyr,
NpegyCMOTPEHHbIX HACTOALMM MYHKTOM, CYMTaeTCs daTta noanucaHua baHkom nepBoro nognvmcaHHoro
Opranusaunen CepTtudmkaTta knoda lNMonbsosartens Cuctemsl 300.

2.2. 3aknoueHne [HoroBopa wmexgy CTopoHamu OCYyLLEeCTBNSeTCs MyTeM MNPUCOEeAMHEHMS
OpraHusaumm K HacTtosiwum YcnoBusM Ha ocHoBaHuu 3assneHus OpraHusauuu, Hagnexawum obpasom
3aMOfHEHHOro, MOAMUCAHHOIO YNONMHOMOYEHHbIMM nuuamum  OpraHmsauumn u  Hagnexawmum obpasom
NpUHATOrO M nognucaHHoro baHkom nocrne ycnewHow npouenypbl uaeHTudgukauun OpraHnsaumm un
NpoBeEpPKM NONHOMOYNIA nuua (nuy), nognucasLlero(-nx) 3assneHne OpraHnsauum.

2.3. JoroBop BCcTynaeT B cuny C gathbl, criegylowen 3a gaton nognucaHus baHkom 3asBneHus
OpraHuzauun.

2.4. Tlybnukauuns YcrnoBui (BKMNoYasi NpUNoXeHNs1) U1 UBMEHEHUA K HAM OCYLLIECTBIISIETCS Ha cainTe
BbaHka B ceTn VIHTepHET no agpecy: www.rosbank.ru.

2.5. baHk BnpaBe B OQHOCTOPOHHEM MOPSAKE BHOCUTb M3MEHEHUS W/uinn JONOMHEHWs B YCMNOBUS
(Bkntoyas npunoxeHnss K HuMm). baHk 06sa3yeTcsa yBegomuTb KnveHTa O Takux wu3MeHeHusx 3a 14
(YeTbipHaguaTb) pabounx gHen Ao gaTbl BCTYNNEHUS B CUNY U3MEHEHUI NyTeM pasMeLleHns nHdopmaumm
00 n3meHeHusix 1 0OHOBMEHHbLIX BEpPCUA OOKYMEHTOB Ha cante baHka no agpecy: www.rosbank.ru. Mpwu
3TOM M3MEHEHWS U [OMNOMHEHWsi, BHECEHHble BaHkoM, cTaHoBATCS oba3atenbHbiMu ans CTopoH B gaTy
BBeJEHNSA U3MEHEHUN U/MnNu OONONHEHUI B AeCcTBUE.

2.6. OpraHusauma obssaHa camocToaTenbHO obpawartbcd Ha canT baHka B cetu WHTepHeT no
agpecy. www.rosbank.ru ¢ Lenbko npoBepku MHpopmauum 06 nameHeHMM YCNoBuM 1 gaTte BCTYNNEHNSA UX B
cuny.

2.7. OpraHusauns umeeT npaBo HanpaenaTb B agpec baHka cosgasaemble Cuctemon 300 3[4,
CNUCOK KOTOpbIX npuBegeH B Tabnuvue 1.2 pasgena Il OnNekTPOHHbIM AOKYMeHTOObopoT 3asABneHus
Opranunzauuun. lMepecobinka ¢arnos HeoroBopeHHoro CTopoHaMmu popmarta, a Takke ¢annos, cogepxaLymx
pasnu4yHble akTMBHblE (MCMOMHSAEMbIE) 3MEMEHTbI, BMPYCbl M T.M., HegonycTuma. OTBETCTBEHHOCTb 3a
NpUYMHEHHbIN yuiepb HeceT CTOpoHa, ABnsKoLWascsa oTnpaButenemM davna.

2.8. CTopoHbl npusHatoT ucnonb3dyemsle B Cucteme 340 npoueaypbl (n.1.2 MNpasun) n cpeacresa
(n.3 lMNpaBun) gocTaTtoyHLIMU ANS 3alWWTbI, NOATBEPXKAEHUA LENOCTHOCTU M NoAnvMHHOCTM Jf, a Takke
naeHtTudmkaumm nuud, nognuceiBaowmx 3, nepegaBaemble N0 TENEKOMMYHUKALMOHHBIM kaHanam obLero
Nonb30BaHuWsl, B TOM Y1Cre U ceTu VIHTepHeT.

2.9. CTopoHbl goroBopunucb npusHaBaTb AenctBne Komnnekta kmoven kaxgon CTOpPOHbI Ha
ocHoBaHuM CepTudukaTa knoda 6e3 obpalleHus 3a ygoctoBepeHneM CepTtudmkaTa Knoda K Kakon-rnmbo
TpeTben cTopoHe. Knioum npoBepkn SnNekTpoHHOW noanucu baHka M KonuM  COOTBETCTBYHOLLUX
CepTudukaTtoB pasmertatotca baHkom Ha cepBepe Cucrembl 340.

2.10. CtopoHbl npusHatoT, 4to Krtow anektpoHHow nognucy [lonb3oBatens Cuctembl 300
co3sgaetcs cpegctBamu Cuctembl OO B eAMHCTBEHHOM 3K3emnnsape, cooTBeTcTByeT Kmody npoBepku
3MNeKTPOHHOW nognucu, npueBegeHHomy B CepTudukate KkAw4Ya, M u3BecTeH Tonbko [lonb3oBartento
Cuctembl 30. CTopoHbl Npu3HatT, 4YTo goctyn (pernctpaums) MNMonb3oBatensa Cuctembl 340 B Cucrtemy
300, a takke coszgaHue koppektHon Al B 31 HEBO3MOXHbLI 63 3HaHMA Knioya anekTpoHHOW noanucu m
kogoBon dhpasbl K HEMY.

2.11. 3, nognucaHHbin 3l MNMonb3oBatena Cuctembl 300, a B cnyvae ykasaHus OpraHusauuen B

Tabnuue 1.2 pasgena |l 3nekTpoHHbIM AokymeHToobopoT 3assneHuss OpraHusauuu, noAnUCaHHbIN
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COOTBETCTBYIOLLMM KonudecTBOM paononHutenbHblx 3l MNonb3osatens/lonb3osatenen Cuctembl 310,

npusHaetca CTOpOHaMM AOKYMEHTOM, MUMENLMM pPaBHYIO OpUMONYECKYD CUNY C Haanexalwium obpasom
0POPMIIEHHBIM [OKYMEHTOM Ha GymMakHOM HocuTerne, MoAnuMcaHHbIM COGCTBEHHOPYYHLIMM MOANUCAMM
YNOMHOMOYEHHbIX fULL U 3aBEPEeHHbIM neyaTtblo OpraHvaauumy (Npy ee Hanmuum).

30, nognucaHHbii Ol BaHka, npuaHaeTcs CToOpoHamMy OOKYMEHTOM, MMELUM pPaBHYO
IOPUAMYECKYIO CUNY C Hagnexawmm o6pasoM OgOpPMIEHHbIM OOKYMEHTOM Ha OymaxHOM HocuTene,

noanncaHHbIM COGCTBeHHOpyLIHbIMVI noanncaAmMmn ynonHOMOYEHHbIX Nl 1 3aBepPEeHHbIM neYvyaTtbio BaHka.

2.12. TlpMMeHeHMe 3MeKTPOHHOro [OoKyMeHToobopoTa B pamkax [loroBopa He uckno4vaeT
npMMeHeHve cyllectBylowero mexgy CTopoHamu [JOKyMeHTOoob6opoTa C  MCMOMb30BaHMEM OyMakHbIX
HocUTenen.

2.13. ®opmatbl 31 onpepensiwTca baHkom u npuBegeHbl B OokyMeHTe - PykoBoacteo
Monb3oBatena Cuctembl 30, pasmeweHHoM Ha Beb-cante https://www.bankline.ru. BaHk nocpeacTteom
Cunctembl 3O obecneumnBaet goctyn OpraHm3aumm Kk onucaHuio opmaToB 1 npasunam 3anonHexHmsa 3.
BbaHk MOXeT B OOHOCTOPOHHEM MOpPSAKE W3MEHsTb dopmaT M npaBuna 3anoSfIHEHUST 3NEKTPOHHbIX
OokyMeHToB. CBeieHMs O TakMx M3MeHeHusx baHk pasmellaeT no ykazaHHOMY B HACTOSILLEM MyHKTE aapecy
Beb-cawTa.

2.14. B cBs131 C NCMONb30BaHMEM 3JIEKTPOHHOIO JOKYMEHTOODO0pOTa B paMKax HacTOALMX YCroBUIA
CTOpOHbI 065a3yH0TCA CTPOro BbINOMHATL TpeboBaHusa [Npasun. CTopoHa, He BbiNonHsAWaa TpeboBaHus
[MpaBun, HeceT NOMHY OTBETCTBEHHOCTb 3@ BO3HMKAKOLME B pe3yrnbTaTe 9TOro nocneacTsus.

2.15. CtopoHbl npu pabote ¢ Cuctemon 3OO npousBOAAT OTCHET BPEMEHM MO MOCKOBCKOMY
BpeMeHn. KOHTpOonbHbIM SBMNSIETCS BPEMSA CUCTEMHBIX YAcOB Ha annapaTHbiXx cpeactBax baHka (cepsepe
Cuctembl 3[0).

2.16. baHk 00s13aH npoBoaunTb maeHTudukauuo Monb3oBaTtenen cuctembl OO0, B nopsigke,
ycTaHoBMNeHHOM [MporpaMmon naeHTUdUKauum KnveHTa, NpeacTaBUTenNs KNMeHTa, BelrogonpuobpetaTens,
OGeHeduumapHoro BriagenbLa, BKAOYEHHOW B cocTaB [lpaBun BHYTPEHHEro KOHTpons B Lensix
npoTMBOAENCTBUS  neranm3aumm  (OTMbIBAHUIO)  OOXOOOB, MOMYYEHHbIX NPECTYNHbIM — NyTeM, W
uHaHCMpoBaHWO Teppopuama (ecnu naeHTndmKaumsa ykasaHHOro nviua He NPpoBOAMIAChL paHee).

2.17. BaHk BnpaBe He NPoOBOAWTL OMepauuu, He UCMOMHATbL obasaTenbcTBa MO MpPUHATBIM 3/
OpraHusauum B nopsgke v B criyvasix, YyCTaHOBIIEHHbIX ENCTBYIOLLMM 3aKkoHO4ATENbCTBOM PO.

2.18. baHk BrpaBe NPMOCTAHOBUTbL UMW NpeKpaTUTb okasaHue ycnyr no [JoroBopy npu HapyLleHuu
Opranusauuvenn lpasun. Mpu 3TOM NPUOCTAHOBIEHWE WU NpeKpalleHne okasaHus BbaHkom ycnyr no
HoroBopy He npekpaliaeT o6s3aTenscts OpraHm3aumm n baHka, BO3HUKLLMX 40 MOMEHTA NMPUOCTaHOBIEHMS

nnn npekpaweHna okaaHua ycnyr no ,D,OFOBOpy.

3. 06s3aHHOCTU CTOpPOH

3.1. OpraHusauus o6s3aHa:

3.1.1. OGecneunTb HanMuMe TEXHUYECKUX W MpOorpaMMHbIX CpeacTB, Heobxoaumblx AOns
akcnnyaTaumm nogcmctemsl «KnneHT», B COOTBETCTBUMN C TPEOOBaAHUSIMU, YKa3aHHbIMWU B NpunoxexHun Ne 1.
OpraHu3oBaTb  MOAKIIOYEHNE  TEXHWYECKMX  CPeAcTB K TEeNeKOMMYHWKAUWMOHHBIM  KaHaram,
obecneunBatoLLnm BbibpaHHbIM OpraHnsaunen cnocob coegnHeHus ¢ cepeepom baHka.

3.1.2. lMNpwn 3akntoveHnn JorosBopa OpraHmsauus obsizaHa HasHauMTb M3 WTaTta CBOMX pPabOTHUKOB
Monb3oBatener Cuctembl, HagenvMB WX  COOTBETCTBYWOLMMWU  MofHOMouynsMu.MHdopmaumio o
Monb3oBaTtensix Cuctembl 1 obbeme ux nonHomoumn (ctatyce Ol) OpraHusdauus obsizaHa BKAYUTL B

3aseneHune OpraHusauun, Npyu 3TOM AOIHKHLIM 06pa3oM 3aBepeHHbIe KOMUM AOKYMEHTOB NoATBEpPXKAatoLLImMX

CcTp. 4 n3 16



g POCBAHK

nonHomoums MNMonb3oBatenen Cuctemel, OpraHusauusa oba3aHa npeaoctasuTb B baHk npu npegocraBneHmu
3assneHusa OpraHusaumun. OpraHusauus obs3yeTcs B TedeHue cpoka aencteus [Jorosopa yBeaomnate baHk
00 nsmeHeHum kpyra lNonb3oBatenen Cucrembl U/vnn nameHeHnn odbbema nx nonHomouunn (ctatyca 3l1) He
nosgHee 1 (ogHoro) paboyero gHs, crieQyoLwWero 3a AaTon Takoro USMeHeHUs, crieayroLmnm obpasom:
e 00 umameHeHun kpyra [lonb3oBaTenenm — nytem npegocTtaBneHus B baHk gokymeHTa Ha
OymaXHOM HocuTene, cocTaBneHHoro no ¢opme 3asiBNeHMA 06 M3MEeHEeHMM chnucka
Monb3oBartenen, NOANUCAHHOIO YNOMHOMOYEHHBIM NnUoM OpraHu3auumn ¢ NpuUoXeHnem
neyatu (NpM HamMyMM TakoBOW) WMAM OTNPaBKOW COOTBETCTBYKOLLErOo CcoobLeHns
nocpeagcteom Cucrtembl B agpec AgmuHuctpatopa Cuctembl. K gaHHOMY [OOKYMEHTY
OOIDKHbI  ObITb  MPUMOXEHblI  AO/MKHbIM  0Opa3oM  3aBepeHHble  KOMUW  OOKYMEHTOB,
noaTBepxaarLwmx nonHoMmouns MNonb3oBaTtenen Cuctemsl;
e 00 u3MeHeHuMn nonHomoumin [lonb3oBaTtens (NPUCBOEHMA [OMOMHUTENBHOrO craTyca
OlM/nsmeHeHunsa ctatyca 3l) — nytem npegoctaBneHns B baHk AOKyMeHTa Ha Gyma)kHOM
HocuTene, cocTaBlneHHoro no opme 3asaBneHus o6 nameHeHuu cnucka MNonb3oBaTtenen
NOAMUCAHHOIO YMOMHOMOYEHHbIM nuuoM OpraHusauum C MNpuroXeHvem nedatn (nNpu
HanM4YumM TakoBOWN), NN OTMPABKOW COOTBETCTBYHOLLEro coobLieHns nocpeactsom Cuctemsl
B agpec AamuHucTtpaTopa Cucrtembl. OpraHmsaums Bnpaese yBeaoMnTb baHk o cokpalleHumn
obbema nonHomouun  [Monb3oBatens  (MPUCBOEHUS  OOMOJIHATENbBHOrMO  cTaTyca
Ol/nsmeHeHuns yoaneHmne ogHoro 3 cratyca Jl1) no tenecdoHy AgmuHuctpaTopa Cuctembl
B CNnydae, ecnM Takoe MW3MeHeHue nonHoMmounn [lonb3oBaTensa He nNpuMBOAUT K
nepepacnpegeneHnio nonHomoumn mexay lMonb3oBatenamm Cuctembl, ¢ 0bsi3aTenbHbIM
nocregyowmm (He nosgHee crneayoLlero paboyero AHs1) NMCbMEHHbIM YBEAOMIEHNEM UM
yBegomneHvem nocpeacteoM Cuctemsl B agpec AamuHuctpatopa Cuctembl. [JOKyMEHTbI,
noATBepXxagawwme M3MeEHEHHbI 0b6beM nonHomoumi [Monb3oBatenst CUcTeMbl, AOMMKHbI
ObITb NpegocTaeneHsl B baHk He no3gHee 1 (ogHoro) paboyero aHA, cnegyowero 3a AaTon
N3MEHEHNSsI MOSTHOMOYNIA.

HacTtoswum OpraHusaums 3aBepseT baHk o ToMm, yto MNonb3oBaTtens Cuctemsl, nognucaswunn 3/,
npeaoctaBnsieMeln baHky, aBnseTca AOMKHBIM 06pa3oM yNoNHOMOYEHHbIM NpeacTtaButenem OpraHusaumm
n obrnagaeT 4EeNCTBUTENBHLIMM MOSTHOMOYMSAMU HA NoanMcaHne cooTBeTcTeytowero 3/, B TOM yMcne, HO He
UCKIIOYUTENBHO, Ha OCHOBaHUW ENCTBYIOLLIEN JOBEPEHHOCTH, KOTOpas He Obinia 0To3BaHa.

OpraHunsaumst npyHMMaeT Ha cebsi BClo OTBETCTBEHHOCTb 3a NonHoMouuns Monb3oeatens CuUctemsl,
CBeeHMs1 O KOTOpOM nony4yeHbl BaHkom B nopsigke, nNpegycMOTPeEHHOM nepBbiM ab3auem HacTosLLero
nyHkTa. OpraHnsaums HacTosLWMM NOATBepXaaeT u 3aBepsieT baHk B ToM, yto 3], NnonyyeHHbIn BaHkom K
copgepxawun 3l ogHoro u3 [Monb3oBatenen Cuctembl OpraHusauuw, AOOMMKEH paccMaTpuBaTbCs B
kadectBe J]], nognucaHHoro aaHHbIM Nonb3oBaTenem Cuctemsl.

3.1.3. B cooTtBeTCcTBMM C nopsgkoMm, npeaycMoTpeHHbiM [lpaBunamu obecneunTb reHepaumio
KomnnekTa kno4yen KaxabiM HasHavyeHHbIM [Nonb3oBaTtenem Cuctembl 30O nuyHo.

3.1.4. ObecneunTb nepepady B baHk ycTtaHoBneHHbIM nopsgkoM (n. 2 Mpasun) Knioven npoBepku
3ANEeKTPOHHOW noAanucu, creHepupoBaHHbIX [lonb3oBaTtenamu Cuctembl 300, U COOTBETCTBYIOLLMX WM
CepTudukaToB kntoden MNMonb3oBartenen, nognucaHHbix OpraHmnsaumen.

3.1.5. He nepenaBaTtb TpeTbuM nuuam nporpammHoe obecneyeHne, Knoum anekTpoHHOM nognucu u
Kritoumn npoBepku anekTpoHHon noanucu, CepTudpmkaThl KIOYEN, a Takke NpoYne CBeAEHUs, OTHOCSLLMECS K

HacToswemy Nopsagky.
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3.1.6. HemeaneHHo n3sectuTtb baHk o nuweHnn Monb3oBatena Cuctemsl 3O npaBa nognucbIBaTb
Ol co3paBaemble ¢ nomolbio Cuctembl 300 3/, ncnonb3ysa Kooyl dpasy, ykasaHHyo B CepTudukarte
Kroya.

3.1.7. HanpaButb yBegomneHne baHky o KomnpomeTtauun kntoden, 06 ncnonb3oBaHum kntoden 3l
6e3 cormacua OpraHmsauum B Mopsigke, npegycMoTpeHHom [lpaBunamu, HesamMeanuTenbHO mnocre
obHapyxeHus pakta KomnpomeTtaumm kntoven Al u (Mnun) nx ncnonb3oBaHus 6e3 cornacus OpraHusaumm,
HO He No3gHee AHSA, cneayLero 3a gHeM nonyveHuns ot baHka yBegomrneHns o CoBepLUEHHON onepaunu.

3.1.8. CBoeBpeMeHHO npocmatpmsaTth (06pabaTtbiBaTh) BCce nonyyaemslie ot baxka 3.

3.1.9. ObecneunTb HanMyue 3aKOHHbIX OCHOBaHWW Ana nepefadn baHky nepcoHanbHbIX AaHHbIX
Monb3oBatenen cuctembl 3OO u (MNKN) WHbIX uanyecknx nuy. o OTHOWEHWUIO K MOMYyYeHHbIM OT
OpraHusaummM nepcoHanbHbIM JaHHbIM BaHk Oyger sBNSATbLCA NMUOM, ocywlecTBnslwum obpaboTky
nepcoHanbHbIX AaHHbIX MO nopy4yeHuto OpraHnsauuu.

3.1.10. o nucbmeHHOMY 3anpocy baHka npegocTtaBuTb MNOATBEPXKAEHUE HaNMYUs 3aKOHHOTO
OCHOBaHus (Hanpumep, MUCbMEHHOE COrfacmMe KOHKPETHOro (M3n4eckoro nvua), nogTBepXaatoLero
cobntogeHne TpebosaHui n.3.1.9.

3.2. baHk obs3aH:

3.2.1. MNpepoctaButb OpraHn3aumm nporpaMMHble CpeacTBa Ans reHepauun Komnnekra krwoyewn .
YKasaHHble B HACTOSLLEM MYHKTE NporpaMMHble CpeacTBa npegocTaBnsoTca baHkom 6e3 oNoNHNTENBLHON
onnarbl.

3.2.2. OkasaTb npegctaBuTento OpraHv3aumm KOHCynbTauuM MO YCTAHOBKE MNPOrpammMHOro
obecneyenna nogcuctembl «KnueHT». KoHcynbTupoBaTe OpraHumsauuio no BOMpocaMm  3JKcniyatauum
Cuctembl 30.

3.2.3. TpoBoanTb onepauuun, MCNOMNHATb MOPYYEHUH, MPUHUMATb WU UCMONHATL 0b6s3aTenbCcTBa,

copepkalimecst B Nony4YeHHbIX OT KnueHTa 3/, B COOTBETCTBUM C [loroBOpOM.
4. OTBeTcTBEHHOCTb CTOPOH

3a HeucnonHeHue UNU HeHaanexatilee MCMNonHeHne obs3aTenbLCTB Mo ,D,OI'OBOpy CTOpOHbI HeCcyT
MMYLWLECTBEHHYKD OTBETCTBEHHOCTb B nMnopsaake, npeayCcCMOTpeHHOM ﬂeVICTBYPOU.LMM 3aKoHOOaTeNIbCTBOM

Poccuinckon ®egepaumn.

B cnyyae ecnu gna paspeweHus cnopa CTtopoH co3gaHa CormacurtenbHasd Komuccusa ans
ycTaHoBneHus nognuHHoctn O (Pasgen 4 MMpaBun) M B pesynbTate ee paboTbl YCTAaHOBMEHO, 4TO
npeTeH3uun, npeabsiBNeHHble ogHo u3 CTOpoH, ObiMM He obocHoBaHbl, AaHHas CTopoHa obs3aHa
BO3MeCTUTb Apyroi CTopoHe no ee TpeboBaHWMIO BCe pacxodbl, CBA3aHHble ¢ paboton CormacutenbHomn
KOMUCCUM U MNOATBEPXKAEHHble COOTBETCTBYIOLUMMM AOKYMEHTaMW, COAepXallyMu CYMMbl MOHECEHHbIX
pacxofoB. BosmelyeHne pacxogoB nponssoantbes B TeveHue 10 (Jecsatn) paboumx gHen, ncHMcnsiemMbix co
OHa nonyyeHnss CTOpPOHOW, NpeabsBMBLUEN HEOOOCHOBAHHbLIE MPETEeH3UW, YyKa3aHHOro TpeboBaHwus,
0hOpPMMAEHHOTO Ha BymMaXXHOM HOcuTenNe, C MPUITOXKEHHBIMW KOMMAMUN PacxodHbIX AOKYMEHTOB. Bo3melueHmne
npousBoauTCst NyteM Ge3HanMyHOro NepeyvvcrieHust OeHEeXHbIX CPeACTB MO peKBM3WTaM, yKa3aHHbIM B

Tpe6OBaHl/II/| O BO3MELLEHNN pacxoaos.

BaHk He HeceT OTBETCTBEHHOCTM 3a yuwepb, BO3HUKILWIA BCMNEACTBME  pasrmalleHus
YNOMHOMOYEHHbIMM Nuuamu OpraHusaumm cobcTBeHHoro kmtova 3l, ero yTpaTbl unv nepejayun, BHe

3aBUCUMOCTU OT NPUYNH, HEYNOJTHOMOYEHHbIM NnuaMm.
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BbaHKk He HeceT OTBETCTBEHHOCTW 3a MOCMNEeACTBUSA WCMONHEHUN ANEKTPOHHOIo nraTexHoro
OOKYyMeHTa, 3alluLeHHOro KOppeKTHOVI arl OpFaHI/I3aL|,I/II/I, B TOM 4ucCre B Cliydae MUcnosb30BaHUA Knoyen

alwn nporpaMmmMmHoO-annapaTtHbIX CpeacTs KnueHTckom YacTtn Cuctemsl HEeYNnOoJIHOMOY€EHHbIM JTULIOM.

BbaHk He HeceT OTBETCTBEHHOCTWM B Clyyae peanu3auuu yrpo3 HeCaHKLMOHMPOBAHHOrO [OocCTyna
HEeyrnonHOMOYEHHbIX Nuy, K Yactu Cuctembl, yctaHoBneHHon y OpraHusaumm, n Knwovam OpraHusauum,

BKIOYas Yrpo3bl CO CTOPOHbI BHYTPEHHNX (NOKarnbHbIX) 1 BHELWHKX (rnobanbHbIX) ceTen CBA3W.

BaHk He HeceT OTBETCTBEHHOCTM 3a HepaboToCcNoCcoOHOCTL 060PYAOBAHMSA M NPOrPAMMHbIX CPEACTB
OpraHusaumm n TpeTbux NuL, NOBREKLW Y 3a cOB0N HEBO3MOXHOCTb AocTyna OpraHudauun Kk 6GaHKOBCKON
yactTu Cuctembl 1 BO3HUKLLME B pe3ynbTaTe 3aepXku B ocyllecTBneHnn nnatexen OpraHvsaumm, a Takke
32 BO3MOXHOE YHUYTOXEHMe (B MOMHOM MMM YacTuyHOM obbeme) mHopMauuu, coaepxallenca Ha
BblUMCIIMTENbHBbIX cpeacTBax OpraHmsauun, MOAKMIOYEHHbIX K ceTu WHTepHeT ana obecneyeHus

NpeaocTaBneHunst yenyr no Hactosiwemy [oroeopy.

5. Cpok aencTteus [loroBopa 1 Nopsifiok ero pacTopXXeHust

5.1. [loroeop BCTynaeT B AEeNCTBUE C AaThbl, Criefyolen 3a gaton nognucaHua bankom 3assneHus

OpraHuzaumu, 1 gencteyeT 6eccpoyHo.

5.2. Jllobas n3 CtopoH Bnpase B OQHOCTOPOHHEM MOPSAKE pacToprHyTb [loroBop 4O UCTEYEHUS ero
cpoka, Hanpasue gpyron CTopoHe NMCbMEHHOe yBeaomrieHne o pactopxeHuun [Jorosopa 3a 30 (TpuauaTtb)
KaneHaapHbIX AHEN 0 npeanonaraemMon AaTel pactopxeHus [lorosopa. B atom cnyyae [oroBop cuutaetcs

PacTOpPrHyTbIM C AaTbl, ykazaHHO CTOPOHON B MMCbMEHHOM YBEAOMIIEHUM.

5.3. B cny4ae oTkpbiTua KnueHTom pacyeTHoro cyeta B baHke, baHk BnpaBe B OQHOCTOPOHHEM
nopsiike pacToOprHyTb HacToswwmi [oroBop nytem HanpaBneHust KnueHTy NUCbMEHHOro yBEOOMIEHUS O
pacTopxeHun [lorosopa 3a 5 (NATb) KaneHA4apHbIX AHEN OO npegnonaraemMon aatel pactopxeHus Jorosopa.
B atom cnyvae [oroBop cuuTaetca pacToprHyTbiM C AaTtbl, ykaszaHHoOn CTOPOHOW B MNUCbMEHHOM

yBe4OMITEHUN.

6. JononHuTesnbHbIE ycnoBus

6.1. baHk BnpaBe B OOHOCTOPOHHEM MoOpsAKe pacToprHyTb [OroBop B Criyyae BbISIBEHUS B
aeatenbHocTn OpraHu3aummM MpU3HaKoB HEOObIYHbIX W/MMM  COMHUTENbHBLIX onepauuMn nubo npwu
npoeegeHun OpraHu3aumern onepauui, CoBeplUaeMbIX B LEnAX neranusaumn (OTMbiBaHUS) OOXOAOB,
Nony4YeHHbIX NPECTYNHbIM NyTEM UMM (PUHAHCMPOBAHWUSI TEPPOPU3Ma, NMCbMEHHO yBegomuB OpraHusaumio
0 pactopxeHum [loroBopa 6e3 cobnogeHns cpoka, ycTaHoOBNEHHOro nyHkTom 5.2. MNMpu atom Jorosop 6yget
CUMTaTbCs PacToOpPrHyTbiM B AaTy, YKa3aHHy B yBeAomneHun baHka, HanpaBfieHHOM B COOTBETCTBUM C

NyHKTOM 6.4.

6.2. baHk BnpaBe nyTem HanpaeneHuss OpraHn3aumm NUCbMEHHOIO YBEAOMIIEHUS! B O4HOCTOPOHHEM
nopsioke MpPUOCTaAHOBUTL Ha HeorpaHuW4YeHHbIi CPOK NpedocTaBrieHne ycnyr no [oroBopy B criyyae
NoOo3pEeHUs UMK BbISIBNEHUS B AeATenbHOCcTM OpraHmsauumy NpusHakoB HEOBbIYHBLIX U/MIN COMHUTENbHbIX
onepauuii nuéo npu nposegeHun OpraHusauveint onepauuii, CoBeplUaeMblX B Lenax neranusauuu
(OTMbIBaHUSI) OOXOAOB, MONYYEHHbIX MPECTYMHbIM MyTeM unu duHaHcUpoBaHua Teppopuama. MNpu 3ToM
AaTol NPUOCTaHOBIIEHMS! YCNyr cuMTaeTcs AaTa, ykasaHHas B NMUCbMEHHOM yBegomreHun badka. C pathbl
npuoctaHoBneHnss ycnyr OpraHusaums BrpaBe OCYLECTBMSATbL  pacriopsikeHne OGaHKOBCKMM CYETOM
NMOCPEACTBOM NPeAoCTaBlEHNsI PACMOPSKEHUIN HA BYMaXHOM HocuTerne, OPOPMITEHHbIX U NPeACTaBNEHHbIX

OpraHuzaumen B baHk B cooTBeTcTBMM C TpeboBaHuAMUM 3akoHogaTenbcTBa Poccuiickon degepaumu,

CTp. 7 13 16



g POCBAHK

HopMmaTMBHbIX akTtoB baHka Poccum wun  pgoroBopom ©GaHKOBCKOrO cveTa Ha pacyeTHO-KaccoBoe

obcnyxumBaHue, 3aknioyeHHbIM Mexay baHkom 1 OpraHusauuen.

6.3. baHk BnpaBe BO306HOBUTHL MpefocTaBreHne ycnyr no [oroBopy B crnyvae npefocTaBneHus
OpraHusaumen 3anpalumBaembiXx LOKYMEHTOB M CBEAEHWMW, MOMHOCTbIO YAOBNETBOPSAOLWNX TpeboBaHUAM
BbaHka no dopme u cyuwectsy. Hactoawmm OpraHnsaums cornawiaeTcsi C TeM, UYTO MPUHATUE peLleHnst O
BO30OHOBNEHNN NpeaocTaBrneHns yCcnyr ABnseTcs npaBoM, a He 0bsiz3aHHOCTbIO baHka, n Takoe pelleHue

NMPUHNMAETCA UCKITIOYNUTETIbHO MO YCMOTPEHUIO baHka.

6.4. CTOpPOHbI MpPU3HAIOT, YTO HaANexalmMm MUCbMEHHbIM yBELOMMEHNEM, OyaeT sBNATbCA hakT

yBegomnerus OpraHusaumen niobbiM 13 cnegyoLmx cnocobos:

* no SJ'IEKTpOHHOVI no4yTte — B TaKOM Cliydae yBegomMmrieHne cHmtaeTca nosiyy4eHHbiMm OpraHmsau.MePl B
narty oTnpaslieHuA yBeOOMIIeHUA, YKa3aHHY0 B J3JIEKTPOHHOM MNpPOTOKONe nepenayvn yBegoOMITEHUA.

YBegoMneHue HanpaBnsaeTcs no ANeKTpoOHHOMY agpecy, ykasdaHHomy OpraHu3aumen.

* 4yepeld oTaeneHunda NoOYTOBOM CBSA3M 3aKasHbIM MUCbMOM C yBeaomMmneHnemMm O BpydYeHun -—
yBeaoMIieHne c4HntaeTcda noJ1iydYeHHbIM OpFaHVI3aLI,VIel7I B AaTy, YKa3aHHYO B yBeAOMIIEHUMN O BpPYYHEHUMN.
YBegomneHus HanpaeBnAawTCA NOo nocnegHemy WU3BECTHOMY BaHKy no4yToBOMY agpecy u CcHMUTalTCA
OOCTaBIEHHbIMU U B TEX ClyvaaXx, Korga no obcToATenscTBaM, 3aBUCALLUM OT OpraHmsaumm, OHU He bbinu
Bpy4Y€Hbl Unn OpFaHI/ISHLLI/IH He O3HakoMumnca ¢ HMMn (B TOM 4Yucne npm nM3amMeHeHun no4vYToBoro agpeca, o

koTopom OpraHusauus He yBegomuna baHk);

* NOCpeACcTBOM nepefayun ysegomneHus paboTtHuky OpraHmsauum npy ero obpalleHny B otaeneHne

BaHka — yBegomMneHve cuntaetcsi nonydeHHbiM OpraHu3auuen B 4aTy BpyYEHUS;

* yepe3 cuctemy «UHTepHeT KnueHT-BaHk» — cumtaeTcsa nonydeHHoiM OpraHusauvein B aaty

oTnpaBneHna yseaoMneHna BaHkowm.

6.5. 3akntovasn [JoroBop Ha ycrnoBusiX, U3IMOXEHHbIX B HACTOSALWEM JOKyMeHTe, CTOpOHbI uCXogdaT U3
COODpaxeHU B3avMOBBIFOOHOrO COTpyAHMYecTBa. 3a okasaHve ycnyr no [loroBopy BO3HarpaxgeHue He
B3MMaeTCsl, €CnM WHOoe He OydeT YCTAHOBMEHO [AOMOMHUTENbHO cornaweHneMm mexay baHkom u
OpraHusaumen.

YcnoBusi, BKYasi Bce npunoxeHuss K Hemy, 3asieneHne OpraHusauuu, a Takke PykoBoacTBO
Monb3oBatenss Cuctembl 30, pasmeweHHoe Ha Beb-cante Cuctembl 30, npencrtasnsawT cobon
ucdepnbiBaowmn obbem MHPOPMALMM U OOKYMEHTauuW, KOTOopble Ha MOMEHT noanucaHusa [orosopa
OOMMKHbI BbITb NpegocTaBneHbl OpraHmMsaunm B cooTBeTcTBUN PedepanbHbiM 3akoHoM oT 27.06.2011 roga
Ne 161-®3 "O HauuoHanbHOW NnaTeXHon cucteme" U HeobxoAuMbl AN ucrnonb3oBaHUs KomnnekToB
kntoden OpraHmsaunn.

Pykosoactso Nonb3oBatens Cuctembl 30, cogepxallee onucaHme Cuctembl 30O u npasuna ee
YHKUMOHNPOBAHUS, N3MeHsieTcsi baHKkoM B OAHOCTOPOHHEM nopsiake v npegoctaensetrca OpraHmsaumm B
cpok He no3gHee 10 (gecaTtn) paboumx AHEN OO AaTbl BHECEHWUS U3MEHEHUI MYTEM pasMelleHus Ha Beb-
cante www.rosbank.ru.

OpraHusaumsa corfnacHa Ha panbHenwyw mogudukaumio baHkom TexHonorun paboTel CucTeMmsl
30 c uenbto ee coBepLIEHCTBOBaHUS.

KoHTakTHble TenedoHbl ANs peweHns OpraHm3aunoHHO-TEXHUYECKMX BOMPOCOB, CBSA3aHHbLIX C
dyHKUunoHnposaHuem Cuctemsl 310:

Ot BaHka _Cnyx6a nogaepxku nonb3oBatenen Cuctemsl 340.

¢ 8.00 go 20.30 no TenedoHam:

ansa Mocksbl:  (495) 725-55-95; (495) 518-99-11
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Aans pernoHos: 8 (800) 700-20-70
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MpunoxeHue Ne 1

K YCnoBusM UCMonb3oBaHUs CUCTEMBI
3MEKTPOHHOro AoKyMeHToobopoTa

CMNCOK

TEXHUYECKUX U NpOorpaMMHbIX CPeacTs,
HeobxoaMMbIX AnsA paboTbl noacuctembl “Knuent”

1. OOWH UM HEeCKONbKO KOMMBbIOTEPOB C OOHOW M3 PEKOMEHOOBAHHbLIX OMNEpPauUOHHbIX CUCTEM:
Windows 7 u Bbiwe. KoMmnbloTepbl A0MKHBI MMETb paboTocnocobHbin USB-nopT n goctyn B ceTb VIHTEpHET.
OcTanbHble HAaCTPOWKM MO YMOSYaHUIO.

2. Mpn Hanu4mMm B opraHM3auumM MEXCeTeBOro dkpaHa [ofkHa bbiTb obecneyeHa BO3MOXHOCTb
yctaHaBnmBaTtb TCP-coeguHeHus yepes nopt 443.

3. Ha komnbioTepe AomkHbl BbiTb YCTaHOBMEHbI:

e obospesaTens Microsoft Internet Explorer sBepcun 9.0 (MuHMManbHas Bepcus) u Boille,
(11.0 - pekomeHOoBaHHas Bepcusi). Pabota ¢ aHanorMyHblMKM NPOrpPaMMHbIMM
npoayktamu apyrux compm (Netscape 1 1.4.) He gonyckaeTtcs. HacTtpoiiku o6o3peBaTens
— no ymon4aHuto. NMpu pabote ¢ WEB-cepsepom Cuctembl 3[0:

o npaBa [lonb3oBatensa Cwuctembl OO0 A0OMKHbI MO3BONATL OOHOBMEHME U
BbIMONIHEHWEe anemMeHToB Active X;

) 6J'IOKI/IpOBaHI/Ie BCMNJIbIBAKOLUMX OKOH AOJMKHO ObITb OTKITHOUEHO.

e CpepactBo Kpuntorpadudeckon 3awmtel Mudopmaumm (CK3W) Kpuntollpo CSP Bepcuu
4.0 n Bblwe (paspabotumk - OO0 "KPUMTO-MNPO"), ¢ y4eTom COBMECTMMOCTU €ro C
onepawlnoHHON cuctemoun, Heobxoammoe Ang 3almTbl COeAnHeHns no npoTokony TLS.
MporpamMmmHoe oGecneveHre n AOKyMeHTaLUsa HaxXoaaTCs B OTKPbITOM AOCTYNe Ha cante
http://www.cryptopro.ru, nocne NnpoxoxaeHns npoueaypbl perucTpaumm.

e CepTudukatbl ynonHomoveHHoro Ygoctosepstowero LeHTpa OO0 "KPUMTO-MNPO" B
KOPHEBOM KOHTeWHepe AoBepeHHbiX cepTudmkatoB. CepTudumkatbl pacnonoxeHbl Ha
canTe YOoCcToBepsitoLEero UeHTpa no ceoinke: http://q.cryptopro.ru/

4. [ononHntensHoe nporpaMmHoe obecneveHue, AOCTynHoe Ans konupoBaHus ¢ WEB-cepsepa
Cuctembl 30:
e nporpamma reHepaunn KOMnnekTos Krno4ven

e nporpamma nposepku Al B 3] Cryptomanager.exe.

5. HocTtyn Ha WEB-cepBep Cuctembl 31O ocyuwiectensietrcsa no agpecy: https://www.bankline.ru.
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MpunoxeHue Ne 2

K YCROBMSIM UCNOSfb30BaHUS CUCTEMBI
ANEKTPOHHOIo ﬂ,OKYMEHTOO60pOTa

NMPABUITA OBMEHA 3JIEKTPOHHbIMU OOKYMEHTAMU

1. O6MeH JneKTPOHHbIMU AOKYMEHTaMun

1.1. [Ona pabotel B Cucreme 300 Tlonb3oBatens Cuctembl 3OO wucnonb3yeT nporpaMmHoO-
TEXHUYECKME CPEACTBA, yAoBneTBopstowme TpeboBaHUsM, npuBeaeHHbIM B MpunoxerHun Ne 1 k Ycnosusim.

1.2. B npouecce pabotbl Monb3oeatens Cuctembl 300 BhinonHseT B Cucteme 300 crnepyowme
nencTeus:

Pernctpauns B Cuctreme 30O — dopmupoBaHue cneumansHoro 3 “permctpaums”, nognucaHHoro 3l
Knventa (ganee — 3JlK). Pabota B Cucteme 30O BO3MOXHa TOnbko nocne ycnewHow npoeepku OlMK
cepsepom Cuctembl 3[0.

Pa6ota ¢ 3/, ucxogawmmm ot OpraHusauuu, npegrnonaraet opMmMpoBaHue HoBbix Ol Ha ocHose 3/,
nmetowmxca B Cucteme 340 n npegycmoTpeHHbix 3asBneHnem Opranusaumn. Ons kaxgoro tuna 3 B
Cucteme 310 nmeeTcs COOTBETCTBYIOLLAA SKpaHHast opma;

MpoctaBnenue ans kaxgoro 3 ogHom mnn Heckonbkux JMK. KonuuectBo ans kaxgoro tuna 3[
onpegeneHo B 3asBneHnem Opranmsaumn. [locne noanucanmss O Bcemyn Heobxogumbimm JMK B
cootBeTCcTBMM C 3asBreHnem OpraHuvsauumn nNpoucxoaut aBToMaTtudeckast nepecbinika O B baHk ans
NCMOMHEHWS;

U nHble gencTteuns, npegycMoTpeHHble dyHKUmMoHanom Cuctembl 30.
1.3. Tlpouepypa obpaboTtkn 31 cepsepom Cuctembl 30O npoucxoant cnegyrowmum obpasom:

Mo okoH4aHum dopmupoBanua 3 MNonb3oaTenu Cuctemsl OO0 npoctasnatT ceomn IlK B konnyecTse,
onpegeneHHom B 3asasnennem OpraHusauun, u otnpasnstoT 3 B baHk.

CepBep baHka nonyyaet 3/ 1 npoBepsieT KOPPEKTHOCTb BCexX umetoLmxca B Hem MK,

OcHoBaHuem ansa npuHatua bankom 3[0, nepegaHHoro OpraHu3aumen no Cucteme 30, sBnsetcs
Hanuuve B KONMWYEeCTBe, YCTaHOBMEHHOM B COOTBETCTBUMM C 3asBrieHunem OpraHusauuun, U KOPPEKTHOCTb
Bcex OJlK pokymeHTta. [pu nonoxuTensHOM pesynbTate MpoBepku cepBep baHka npoctaBngetr B
OOKyMeHTe oTMeTKy 0 BpeMeHu 1 3l baHka (nanee — 3l1B), cBUAETENbLCTBYIOLWYO O MOMYYEHUN JOKYMEHTa
BaHkoM, 1 coxpaHsieT faHHbIn JokymeHT B Cucteme 30. NMpu oTpuuaTtensHom pesynbTaTe npoBepkn IMMK
OMNb B AOokymeHTe He npocTtaensietcd, OpraHmsauusa nonydaeT coobuieHne o6 owunbke cpeacTBamu
Cuctembl 300. Kntoum npoBepkn anekTpoHHon noanucn baHka v konuu cooTtBeTcTBYOWMX CepTudurkatos
pa3MeLlalTca Ha cepBepe cucteMbl https://www.bankline.ru. Ceptudumkat Kntoda npoBepky 3neKTpoOHHON
nognucu baHka noanucbiBaeTcs TOMbKO YMNOMHOMOYEHHbIM npeAcTaButenem baHka. Cpok gencteus
Komnrniekta knoyen baHka cocrtasnseT 5 ner.

1.4. Tpouepypbl, onucaHHble B n.1.3 HacToAwwmx [lpaBun, npeacTaBnsaloT cOOON eauHbI 1
HedenuMbI Ha 4Yactu npouecc nonydeHmss Bankom 3, He Moryt ObiTb BbINOMHEHbI B OpPYrow
nocnegoBaTesibHOCTU U paccMaTpMBaTbCsl HE3aBMCUMO OpPYr OT gpyra.

1.5. [okymeHT cumtaeTca nepegaHHbiM OpraHu3aumen B baHK, ecnu OH coXpaHeH B apxuBse
ncxogswmx aokymeHtoB Opranmsaumm Ha cepBepe baHka. OpraHumsaumss MOXeT COXpaHuTb OO
UCXOASLWMN OOKYMEHT B hain ansa BedeHust coOCcTBeHHoro apxmea. Pann cogepxut OlK, oTmeTky o
BpemMeHn npuema gokymeHTta baHkom u 3lB. ®annbl ¢ cepepa baHka n 13 apxuBa OpraHusauum moryT
3aTeM MCMorb30BaTbCA NpuY Npoueaype paspeLlleHuns pasHornacuin mexgy CtopoHamum.

1.6. TlepepaHHbin OpraHusauunen B baHk JOKYMEHT B Kaxbli MOMEHT BPEMEHU NMEET Ha cepBepe
BaHka onpefeneHHbld CTaTyC C OTMETKOW BpPEMEHM ero nonyveHus. CraTyc OOKYMEHTa MW3MEeHSeTcs
BaHkom. OpraHmsauuss uMeeT BO3MOXHOCTb MOCTOSIHHO MonyyaTtb Ha cepBepe BbaHka uHdopmaumio o6
NU3MeHeHNn cTaTtyca (B TOM 4YuCre O BpEMEHW ero uameHeHusl) nepegaHHoro B baHk gokymeHTta. CepBep
BaHka npucBamBaeT nonyyYeHHbIM oT OpraHu3aunm JOKyMEHTaM crefyloLme ctaTychbl:

“nony4eH 6aHKoM”;
“NOKYMEHT OTMpaBneH Ha UCMOMHEHWE”;
“coobLLeHre oTnpasneHo B hmunuan.

CTOpOHbI Npu3HalT, 4YTO Hagnexawwmm yesegomneHnem baHkom OpraHuzauum O npueme K
ucnonHeHuno 30 OpraHusaunm dyaet aBnATbcs npucsoeHne baHkom 3 OpraHusaumm crtatyca “OOKYMEHT
OTNpaBsfeH Ha UCNONHeHne”.
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BaHk uHdopmmpyet OpraHusauuio 06 mcnonHeHun kaxgoro 3 OpraHusauum nytem HanpasreHus
OpraHusauum cooTBeTCTBYIOLLEro yBeaomneHunsa nocpeactsom Cucrtemosl 300.

1.7. Tpn dopmupoBaHmm 3 ana OpraHusauum baHk npoctaeBnsieT B Hem OJl1b. [JoKymeHT
cuutaetcqa nepefaHHbiM baHkom OpraHmsaumm, ecnyn oH nognucaH OlB u BbINoXeH Ha cepBep baHka, TO
eCTb MMeeTCHa B Cnucke Bxoaswux AokymeHToB OpraHusaumm Ha cepBepe baHka. OpraHusaums mMoxet
COXpaHUTb NoboN BXoAALLMIA JOKYMEHT B harn ona BegeHus cobctBeHHoro apxmea. davinel apxvmea MoryT
3aTeM MCMonb30BaTbCA NPU pa3peLLeHnn pasHornacui.

1.8. BaHK (hrKcMpyeT aneKkTpoHHbIE apXMBbl Nony4eHHbIX oT OpraHusauum 3, cogepxatumx MK n
Olb, n goctaeneHHbix OpraHmnsaunn 3, cogepxawmx IlNb, cnocobom, obecneunsatowmm OpraHnsaumm
OOCTYN K AaHHBIM JOKYMeHTam Ha cepBepe baHka.

1.9. OpraHusauus ¢ nomoLsto nporpammbl nposepkn 3l CryptoManager.exe umeeT BO3MOXHOCTb
B Nnto6or MomMeHT BpeMeHu npoeeputb AMNB 1 JIK noboro darna apxuea. BblweykasaHHasi nporpamma
npoBepkn Al no3sonseT BbINONHATL NpoBepKy Tunos 31 (. 3.1 HacToswwmx MNpaBun), paspeLlleHHbIX 4ns
ncrnonb3oBaHus B Cucteme 30.

1.10. MNporpammy npoBepkn 3I1 CryptoManager.exe MOXHO nony4Yntb y upMbl-pa3paboTyunka
Cunctembl 300 — 3A0 “UHUCT” (Jlnuensns ®CB Poccun Ne 12818H ot 16.04.2013), 3apernctpupoBaHHON
no agpecy 115035, r. Mocksa, KocmogamunaHckas Hab., .40-42, ctp.3.

2. TlMopsaaok nony4yeHus, 3aMeHbl U XPaHEHUS KIoYen

2.1. OpraHu3auna MoxeT reHepupoBaTtb KomnnekTbl kntoyer ceoux MNonb3oBatenein Cuctemol 300
cornacHo 3asieneHunto OpraHusauuy ¢ NMoMOLLb0 NPOrpamMMHbIX CPEACTB, NpeaocTaBneHHbIX BaHkom, Ha
CBOWX TEXHUYECKMX CPeaCTBax.

2.2. Knoy npoBepku aneKTpoHHoW noanucu  kaxpgoro [MonbsoBatensa Cuctembl 300
peructpupyetcs BaHkoM Ha ocHoBaHuM nognucaHHoro CTopoHaMu CepTudukaTta knoya.

2.3. Cpok pgewnictBus Komnnekra kntoyen ykasbiBaeTcd B CepTtudpmkarte knioda. PekomeHayembli
BaHkom cpok penctBua Komnnekta KhawYerd He MOXET MpeBbllaTb CPOK AEWCTBUS  MOSTHOMOYUNA
Monb3oBaTtenst CUCTEMbI B COOTBETCTBUM C JOKYMEHTaMU, NOATBEPXKAAOLLMMN ero nonHomoums. B criyyae,
ecnn ucxoas 13 npeacraesneHHbix OpraHvsaumen AOKYMEHTOB He NpeacTaBnseTcs BO3MOXHbIM YCTaHOBUTb
CPOK AenctBus nonHomoumn [llonb3oBaTtens Cuctembl, cpok AencTtBust Komnnekra KroyYen He MOXeT
npeBbllwaTb Tpex neT. [o wucTteyeHus ycTaHoBMeHHoro cpoka OpraHusauums ob6si3aHa MHULMMPOBATb
npouenypy cMeHbl Komnnekros knoyen. Mo 3aasneHunto OpraHusalmum, HanpasneHHoMy B baHk cpeactBamu
Cuctembl 30 00 oKOHYaAHUA cpoka AencTBus KoMnnekTa krno4ven, ero genctene MoxeT ObiTb NpoaneHo Ha
cpok He bonee 3 mecsues. o nHnumnatTuee OpraHusauum KomnnekT Knoyven MOXeT OblTb 3aMeHEH B Ntobo
MOMEHT ero gencteus. Kaxabii HOBbIM CepTudmkaTt kroya, nognucaHHbin CTopoHamu, aBTOMaTUYECKM
oTmeHsieT gevnicteue Ceptudmkarta knova gaHHoro MNone3osaTtens Cuctembl 30, BbINyLIEHHOTO paHee.

2.4. OdopmneHHble co cTopoHbl baHka CepTudukatbl knoyven OpraHusaumu Bpy4varoTcs NUYHO
npeactasutento OpraHu3auun, kypbepy OpraHusaumu, nubo HanpaenstoTcs OpraHusaumu NocpeacTBoM
noutoBou cBa3n. CeptudmkaTbl KNOYen AOMKHbI XPaHUTLCS Y Kaxkaon U3 CTOPOH He MeHee NATK neT nocre
OKOHYaHUS X Cpoka OAeNCTBUS.

2.5. ObgasaTenbHas 3ameHa KomnnekTa Kro4en NpoBOAMTCSA B CEAYOLUX Criyyasix:
UCTEK CPOK Aencteusa Komnnekra knioyen;
npousoLwuna KomnpomeTtauns Knoden.

2.6. B cnyyae nuwenuns Opranusaumen MNMonb3oBatens Cuctembl 30 npasa noanuckiBate I 3
cooTBeTCTBYOLWME KOMNNEKTbl Knoyelr BbIBOAATCA M3 OENCTBMS Ha OCHOBaHWM NMUCbMEHHOIO 3asiBNeHust
Opranuzaumm nnun 3L, ceobogHoro dhopmara, otnpasneHHoro cpeacreamm Cuctemsl 900.

3. O6ecneyeHne 6Ge3onacHOCTU NpoLeaypbl oOMeHa
AOKYMeHTaMu

3.1. besonacHocTb 0OMeHa O[] gocTuraeTcs 3a cHET NPUMEHEHUS CreayLmnX CPeacTB:
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Cpenctso kpuntorpadudeckon 3awmuTsl nHpopmaumm (CK3W) Ha 6ase MNporpammHoro komnnekca «bukpunt
5.0.», paspabotaHHoro OO0 dupma «UNHboKpunt» (ceptudumkaTt cootsetcteusa ®Cb PO Cd/114-3021 ot
30 pekabps 2016 roga);

LUndpoBaHnss AaHHbIX B TENEKOMMYHMKALMOHHBLIX KaHanax ¢ ucnonb3oBaHuem CK3W Kpuntollpo CSP
Bepcun 4.0 u Bblwe; [na 3awmTbl AaHHbIX OT HECAHKLMOHMPOBAHHOIO AOCTYNa B TENEKOMMYHUKALMOHHbIX
KaHanax wucnonb3yetca npotokon TLS (Transport Layer Security), npumeHaoTca Kpuntorpadudeckmne
anropuTMbl WGPOBAHMSA U XELLMPOBaHUS;

YpooctoBepeHnss npuHagnexHoctu cepsepa Cuctembl MAO POCBAHK ¢ nomowbio cepTudmkarta,
BblgaHHoro NMAO POCBAHK akkpeautoBaHHbIM YaocTtoBepsitowmm ueHtpom OO0 "KPUMTO-MPO".

3.2. Ha ocHoBaHMM JONOMHWUTENbHbLIX cornaweHuin Mexay CTopoHamMyu BO3MOXHO NPUMEHEHUe
OPYrMX TEXHUYECKUX CPEACTB 3almnThl MHOPpMaLUK.

3.3. Opl’aHVISaU,I/IVI pekoMmeHayeTcd obecneunTb KOMMMEKC OpraHn3aunoHHO-TEXHUYECKUX Mep,
HanpasJ1€EHHbIX Ha BbINOJIHEHNE CleayroLWwnx TpeGOBaHMVI ©e3onacHocTu:

OpraHu3oBaTtb BblENEHHbIV KOMMbIOTEP noAcucTeMbl «KnMeHT», npeaHasHa4YeHHbIA UCKMIOYUTENbHO s
paboTbl ¢ BaHkowm;

BBectn orpaHudeHue ceTeBOro B3aUMOAEWCTBMSA KOMMbiOTEpa MNoACUCTEMbl  «KrMEHT» TOMbKO C
HeobxoAMMbIM JOBEPEHHbIM NepeyHem |P-agpecos;

MpoBepATb, 4YTO YCTAHOBMEHO 3alMuieHHoe SSL-coeguHeHne c odumuManbHbIM pPecypcomM cepBuca
https://www.bankline.ru/;

O6ecneunTb Ha BbIAENEHHOM KOMMbIOTEPE HanWyMe CPeacTB 3alluuTbl OT BPEAOHOCHOrO MPOrpamMmMHOro
obecneyeHunst, Mx paboTocnocoOHOCTL N perynspHoe 0OHOBNEHNE;

VckntounTb Ha BblAeNeHHOM KOMMboTEPE OTKPbITUE MUCEM C BIIOXEHUSIMU, NONYYEHHBIMU OT HEU3BECTHbIX
UNN HeJOBEPEHHbIX NCTOYHUKOB;

Cpencteamu noacuctembl «KnueHT» 3akpenuTb 3a MNonb3oBaTenamu Cuctembl 30 IP-agpec/cnucok IP-
aOpecoB KOMMbIOTEPOB noacucTeMbl «KnMeHT» B Liensax obecnevyeHnss KOHTPONS Ha CTopoHe BbaHka;

ObGecneunte  MCMONb30BAHME  MCKIIOYMTENBHO  NIMUEH3MOHHOro  nporpaMmmMHoro  obecnedeHuss U
onepaLyMoHHON CUCTEMBI;

OpraHusoBaTb perynsipHylo YCTaHOBKY OOHOBMEeHM ©e30nacHOCTU MporpaMMHoOro obecneyeHus u
ornepaumoHHON CUCTEMBI,

McknoumTb MCNOMb30oBaHME CPEACTB yAaneHHoro agMMHUCTPUPOBAHNS;

ObGecneunte NPUMEHEHWE  JIULEH3UOHHOTO MEXCETEBOro 3KpaHa (JonyckaeTcd  UCMNonb30oBaHWe
nepcoHanbHOr0 MEXCETEBOIO 3KPaHa;

BbINONHWUTL KOMMMEKC OpraHN3auuoHHbIX MEpPONpUATUA No obecneyeHnto nHPopmaunoHHONW Ge3onacHoCTH
(HacTporika 6e30MacHOCTM OnepauMoHHON CUCTEMbl, OrpaHuyeHve npaB A[ocTyna WHgopMaunoHHON
CMCTEMbI, OpraHM3aums NaposibHOM 3auThbl, MOAroTOBKa NpoUeayp pearMpoBaHns Ha UHUUOEHTLI U T.M.);

KoHTponupoBaTb cobniogeHne TpedoBaHnin 6€30nacHoOCTL.
3.4. OpraHusauusa obssaHa:

VcknounTb nNosiBneHne B KomnbioTepe nogcuctembl “KnmeHT” BUpYCOB U ApYrMX NporpaMmM OECTPYKTUBHOMO
OEeNCTBUS, KOTOpble MOTYT paspyLinTb MU MoaMduumMpoBaTtb NporpammHoe obecrneyeHne noacucTeMsl,
ckoMmnpomeTupoBaTb Knoun [Monb3oBatens Cuctembl 300. [OAns 4Yero ob6si3aTeNnbHO NpPUMEHeEHME
TNNLEH3MOHHbBIX CPEACTB 3alUThl OT BPEAOHOCHOIO Koda U PErynsipHoro ux o6HOBMNeHUs;

MCKNiounTb BO3MOXHOCTb HECaHKLMOHUPOBaHHbLIX BaHKOM W3MEHEHWA B TEeXHUYECKMX W NporpamMMHbIX
cpeacteax OpraHusauuu, onpeaeneHHbix B MpunoxeHun 1;

Wcknountb BO3MOXHOCTb KoMnpomeTtauuu kntoyer B npouecce MX TPaHCMOPTMPOBKM, SKChnyatauum u
XpaHeHus1.

3.5. CTOpOHbI 0653aHbI:

obecneunBaTtb KOHMAEHUMANbHOCTL Krilouenm SMneKTPOHHbIX MOAMMCEN, B YaCTHOCTUM He AonyckaTb
NCNoNb30BaHNE NpuHagnexawmux um Knwovern sanekTpoHHbIX noanucern 6e3 nx cornacus;

yBegoMnATb Apyrytlo CTOpoOHY O HapylleHun KoHduaeHumanbHocTU Knoya SnekTpoHHOM noanvcu
(KomnpomeTaumu knioya) B TedeHne He 6onee YeM ogHOro paboyero AHs Co AHA NOSy4eHUs MHopMaummn o
TaKoM HapyLleHWUu;

He ncnonb3oBaTb Kro4 SJ'IeKTpOHHOVI noanmcu npu HanMyuM  OCHOBaHMWK nonaraTtb, 4yTO
KOHd)MLI,eHLI,I/IaJ'IbHOCTb OaHHOIo Kro4a HapylleHa.

3.6. baHk BnpaBe B OAHOCTOPOHHEM MoOpsake 3abnokupoBaTb kntod [lonb3oBaTensa B cnydae
nosiBNeHns o6O0CHOBaHHbIX NMOAO3PEHWUA B HanmMuMM Ha KomnbtoTepe [lonb3oBaTenst BUPYCOB UNU ApYrux
nporpaMm OecTpyKTUBHOro Aencteus. briokmpoBka kntoda [lonb3oBaTens cHumaeTcs baHkoMm no doakTy
nonyyeHus ot OpraHmsauun noarBepxgeHus ob yganeHun ¢ komnbioTepa [lonb3oBaTtens BUPYCOB UNu
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opyrux nporpamMm eCTpPyKTUBHOIO OEenCTBuS.

3.7. B cnydae BO3HMKHOBEHUS yrpo3bl KomnpomeTaumm Kroyen perraMmeHTupyeTcs criegyrollas
nocnenoBaTenbHOCTb AencTBui CTOPOH.

Ecnu npousowna KomnpomeTtauus Kntoyen noboro MNonb3oBatens OpraHuzauum,
nocnegHsasa o6AsaHa:

B cnyyae poctynHoctm Komnnekta knioyen (NOQO3peHME Ha HECaHKUMOHWPOBAHHOE KOMUPOBAaHWE)
HemepnsieHHo nocnatb B baHk 31 “brioknpoBka knto4va”. MNpu atom Cuctema aBToOMaTU4eCKM 3abnokmpyeT
BO3MOXHOCTb MCMONb30BaHMs gaHHoro KomnnekTta kntoyen MNone3osaTtens Cucremsl 340;

B cnyvae HepoctynHocTu (yTpaTa, xuweHue u T.n.) Komnnekra knwoyven coobwmtb AgmuHUCTpaTopy
Cuctembl 900 no TenedoHy (TenedoH 1 anekTpoHHbIN agpec AaMmuHuctpartopa Cuctembl OO ykasaHbl B
pekBuautTax baHka 3asBneHuns OpraHusaumm), NCNonb3yst ANs aBTopM3aunm KogoByo dpasy, NPMBEAEHHYIO
B CepTudumkaTte knoya, o pakte KomnpomeTtauum Kroden.

B cnyyae ytpatbl [Nonb3oBatenem Cuctembl 300 koposon dpasbl AgMUHUCTpPaTOpP
Cuctembl 3O BnpaBe npousBecTM [OOMNOSMHUTENbHbIE OEWCTBMS MO  aBTopu3aumm
Monb3oBatensa Cuctembl 30O (oOpaTHbIN 3BOHOK MO yka3aHHOMY B 3asiBrneHun OpraHusauuu
TenedoHy, 3anpoc Ha NpefoCcTaBneHne OOMNOMHUTENBHOM MHGOPMaUmMmK: 0 haMunmmn Kypatopa
OpraHusaumm B baHke/ynonHomouyeHHOro cotpygHuka baHka, Homepe [oroBopa, KonmyecTse
nonb3oBaTenen u T.n.);

B cpok He Bonee 3 (Tpex) paboymx gHen nocne cooblieHns no TenedoHy o pakte KomnpomeTauumm knoyen
HanpaBuTb B baHk Ha 6naHke OpraHmsauum MMCbMEHHOE OOBACHEHWE CRNy4YMBLUETOCH, 3aBEepPeHHoe
Hagnexawym obpa3oM NoANMCSAMMU YNONHOMOYEHHbIX N1, 1 neyatbio OpraHusaumu.

B nuceme pomkHO copepkatbCcA  pacnopsbkeHne baHky O npuocTaHOBREHWM
AanbHeviwen obpaboTtkm B[] A0 yCTpaHeHWs NPUYMH CryYnBLIErocs n (Mnn) 3aMmeHbl KIoven;

B cnyyae npuHATUA pelueHnst 0 3ameHe Komnnekra Kntoven creHepupoBaTb HOBbIM KOMNMEKT Knoden
CaMOCTOSITENbHO U HanpaBUTbL CBOErO NpeacTaBuTens B baHk Ans ero permcrpauumu.

3.8. Tllpn nonyyeHun aBTOPU3OBAHHOTO MO KOAOBOW pa3e TenedoHHOro coobueHns o
BO3HWKHOBEHMM yrpo3bl KomnpomeTauun knioyen baHk HemeaneHHO nNpuocTaHaBfMBAaET MCMONb30BaHUe
Cuctembl 90 paHHon OpraHusaumen. C 3TOro MOMEHTa onepauun NpPoBOAATCHA TOMbKO Ha OCHOBaHWUK
OOKYMEHTOB, 0(POPMIIEHHbIX B OyMaXHOM BUAE.

- OanbHenwee ucnonb3oBaHne Cuctembl 30O OpraHusauuein BO3MOXHO TOMNbKO Mocne ycTpaHeHUs
yrpo3bl KomnpomeTauun knoven OpraHnsaumu.

Ecnu npounsowna KomnpomeTtauusa knoven baHka, nocnegHun o6s3aH:

M3BecTuTb OpraHusaumio (o] dhakTte KomnpomMeTtauuu Komnnekta Knoven BaHka,
npogoskeHum\npruocTaHosneHnm pabotel Cuctemsl 30 1 cmeHe KomnnekTa knioven baHka nocpegctsom
Cunctembl 30 ¢ ykazaHmem gaTtbl 1 TOYHOIO BPEMEHM CMEHbI Bbilleyka3aHHOro Komnnekra knioven;

MpoussecTn BHennaHoByt cMeHy Komnnekta kntoyen baHka, onybnukoBaTb HOBbIM Koy npoBepku
3MEeKTpPOHHOM nognucm u konmo CepTudmkata knwoda badka, cogepkawero HoBbli Kntod npoBepku
anekTpoHHow nognucu baHka, Ha cepeepe Cuctemsl 0.

4. Mopspaok nposepku 3 n 3l npu pasHornacusx

4.1. [nsa paspelueHnsi CnopoB OTHOCUTENbHO MOANMHHOCTU 3L No 3asiBfIeHUI0 3aMHTEpPeCcoBaHHOM
CTOpoHbI, nonaratoLlen, YTo ee npaBa HapylweHbl, CTopoHaMmun B OBYXHEOENbHbI CPOK C AaTbl nogauyu
3asBneHnst cosgaeTtcs CornacuTtenbHas KOMUCCUS, B NPUCYTCTBUKN KOTOPOK NPOVU3BOASITCA BCE onepaummn no
MOAroTOBKE W NpOBEAEHWU0 npoueaypbl paspelweHus cnopa. B coctae CornacutenbHon Komuccum
BKMO4YaKTCA npeacraButenn baHka B konuyecTtse OBYyX 4enoBeK W npeacraButenu OpraHmsau,mm B
KOnn4yecTBe [BYX YenoBek, a B crnydyae HeobxogmmocTtu (no cornaweHnto CTOpPOH) — He3aBUCUMbIe
akcnepTbl. MpeacrtaButensmu bavka n OpraHusaumMnm MoryT OblTb HasHa4yeHbl Kak COTPYAHWKM STUX
opraHuMsauuMi, TaKk W  WHble KOMMETEHTHble Nuua, MNONIHOMOYMS  KOTOpbIX  MoATBEPXAAtTCS
COOTBETCTBYHOLLMMU JOBEPEHHOCTAMMU.

4.2. CnopHbim 31 asnsietca 3[], B oTHOWeHUN KoTtoporo ogHa CTopoHa npeabsABnseT npeTeH3un
no ero nognuHHocTu gpyron CTopoHe.

4.3. Tlpoueaypa NpoBepkM NoANMHHOCTU B[] NpoBoAMTCA Ha 06opyAoBaHMM 1 B nomeLleHnn Baxka.

4.4. B npucytctBun uneHos CornacuTensHon komuccun bBank o6a3aH Ha cBobogHOM  OT
nporpaMmHoro obecnevyeHuss KoOMMbloTeEPE YCTAHOBWUTL onepaunoHHyto cuctemy Windows7 u Bbliwe wu
npepoctaBsneHHyo dupmon-paspadorunkom 3A0 “UHUNCT” nporpammy nposepku 3l, ykasaHHyto B n.1.10
HacToswmx Mpasun.
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4.4.1. CTopoHa, oTcTamBalwwas noganmHHocTb CnopHoro 31, o6s3aHa npegoctaBuTb CrniopHbin [,
JencTteoBaBlIMEe B MOMeEHT cosganua CnopHoro 3 Ceptudmkartbl kntoden CTOpPOHbI, nognucasLuen
crnopHbii 3, a Takke camu Knioum NpoBepKM 3MEeKTPOHHOW NOANUCK, 3anucaHHble HA CbEMHOM HOCUTENE B
Buae cannos B opmaTte, npumeHsemom Cuctemon 30 (B cnydae ecnu OpraHusauums He npegoctaBnseT
CnopHbin 3, oH npepocTaBnsietca baHkom).

4.4.2. CTopoHbl 06a3aHbl NPegoCTaBUTb BCe UMELOLLMECS B X pacnopsbkeHun CeptudmkaTthl KIoYen,
WHpopMaUnM0 O NPOBEAEHHbIX MMAHOBbLIX W BHennaHoBbiX cMmeHax Komnnekta knioverr CTOPOH U
OOKYMeHThI, yaocTtoBepstoLlime akTbl cMeHbl KomnnekTa kntoyen. CTOpoHbl Takke 0b6sa3aHbl NpefocTaBuTb
cnyxebHble 31 Cuctembl 3O, B KOTOPbIX Yka3daHbl hakTel nonyvyeHns 31 u3 kaHanoB CBA3U U pe3ynbTaTbl
nx obpaboTkM (NpoBepKN).

4.5, UneHbl CornacutensHONn KOMUCCUM OOMKHbI BbINONHUTL Cneayowmne 4encTBus:

4.5.1. NMpousBecTn ¢ NOMOLLbI0 NporpaMmmbl npoeepkn A1, ykaszaHHon B n.1.10 HacToAwmx Mpasun, n
kaxgoro Krioum npoBepKkn 9SnNeKTPOHHOW MOAMMCU, WCNONb30BAHHOrO MNpu noanucaHum cnopHoro 3[,
onepauunto nposepkn 3,

4.5.2. Co3patb [MpoToKOn ycCTaHOBMEHWS NoAnuMHHOCTU Ol — OOKYMEHT Ha BymaxHoM HocuTene,
co3paBaembli Cuctemon OO B kadecTBe pesynbrata nposepku 3l CrnopHoro 3 (ganee - MNpoTtokon).
MpoTokon AOSMKeH copepxaTb pacnevaTaHHble Ha BymakHoM HocuTene Knioum npoBepKU 3reKTPOHHOM
noanucK, UCNonb3oBaHHbIE AN YCTaHOBMEHMS noannHHocTh 3, n 3aknodeHne o6 utorax nposepku 3l
CnopHoro 3[. MNpoTokon ycTaHOBNEHUS MOAMMHHOCTU AOSKEH OblTb noanucaH COGCTBEHHOPYYHO BCEMMU
yneHamu CornacuTernbHON Komuceuy;

4.5.3. CpaBHuTb Kntoum npoBepkun 3nNeKkTpOHHOW nognucu, cogepxawmecs B Ceptudpmkarax knoyen,
c cooTBeTCcTBYOW MMM KrloMamym nNpoBepKM 3NEKTPOHHOW MOANMCH, 3aduKCcMpoBaHHbIMM B [MpoTokone
ycTaHoBneHus nognmHHoctn 3l CnopHoro 3/, u yCTaHOBUTb, TOXAECTBEHHbI NI OHW, BHECTU 06 3TOM
3anuck B [1poTokon (4aHHas 3anuck 3aBepsieTca nognucsaMmu YneHos CornacuTensHON KOMUCCUKY);

4.5.4. YCTaHoBUTb, ABASANMCL N Kntovm npoBepKM 3NeKTPOHHOW NOANNCH AEUCTBYIOLMMY HA MOMEHT
BbolpaboTkn 3l CnopHoro 3[, u BHecTn 3anucb 06 atom B [MpoTokon (maHHas 3anucb 3aBepsieTcs
nognucamm uneHos CornacutensHonm komuccun). Krod npoBepkuM SMeKTPOHHOW MOANWCKM NpU3HaeTcs
AEeNCTBYIOWMM Ha MomeHT co3dgaHusa 3l CnopHoro 30 B cnyyae, ecnu gaTta co3gaHus CnopHoro 3[
npuxoamTca Ha nepwop Aevcteus Knioya npoBepku amnekTpoHHOW noanucu. B npoTtmBHOoM cnyydae Kniou
MPOBEPKN IMIEKTPOHHOW NOANNCK NPU3HAETCS HEAEeNCTBYIOLMM Ha MOMEHT cosaaHus 3.

4.6. CornacutenbHas Komucensa npu3HaeT SﬂeKTpOHHbIV’I OOKYMEHT  NOAJTMHHBbIM, ecnm
OHOBPEMEHHO BbINOJIHEHbI YCIOBUA:

Knioun npoBepkn anekTpoHHon nognucu B CepTndmkaTtax knoyen n B [poTokone cosnagator,
Bce pesynbTaTthl npoBepku 3l B [NpoToKkone NoNoXUTENbHbI,

Komuceuss npusHana Bce Knwoum npoBepkn SneKTPoOHHOW noAanucu, copepxawmnecs B [lpoTokone,
OEeNCTBYIOLLMMM Ha MOMEHT BbipaboTku 3r1.

- B npotusHom cniyyae CornacuteneHas Komuceus npusHaet 3] HeQeNCTBUTENbHbIM.
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MpunoxeHue Ne 3

K YCROBMSIM UCNOSfb30BaHUS CUCTEMBI
ANEKTPOHHOIo ﬂ,OKYMEHTOO60pOTa

CeepeHust, Heobxoagumble ans naeHtTndukaummn, B otHoweHun MNMonb3oBatenen Cuctemsl 340,

damunus, nms, oT4eCTBO;
[aTta n mecTo poxaeHus;
[paxxgaHCTBO;

PekBnanTbl AOOKyMeHTa, yaocTtoBep4dowero JIM4HOCTb (CepVIFI, HOMeED, AaTta Bblaayn, HauMeHoBaHue

BblOABLUEro opraHa, ko nogpasfaeneHus (ecnu nmeetcs);
Afpec mecTa XuTenbcTBa (pernctpauumn) unu agpec gakTn4eckoro I'IpO)KI/IBaHVIﬂl;
WHH (ecnu nmeetcs);
Homepa koHTaKTHbIX TenedoHOB;
(BONONHUTENBHO ANS MHOCTPAHHbLIX FpaxkaaH v nuy, 6e3 rpakgaHcTea):

[aHHble MMFpaLlMOHHOVI KapTbl (Homep KapTbl, AaTa Ha4yara CpokKa I'Ipe6bIBaHI/IFI 1 gata OKOHYaHuA

cpoka npebbiBaHus);

[aHHble JOKyMeHTa, moaTBepXXaatoLLero npaBo MHOCTPAHHOIO rpaxaaHunHa nnu nuua 6es
rpaxkgaHcTBa Ha npebbiBaHme (NpoxumBaHue) B PO (cepusa (ecnv umeeTcst)  HOMep OOKYMEHTa,
AaTa Havyana cpoka AencTBus npasa npebbiBaHWs (NMPOXMBAHUA) U AaTa OKOHYaHUSi Cpoka AeNCTBUS

npaa npebbiBaHUs (MPOXUBAHNS)

" Mindbopmalina 06 agpece MecTa XuTenbCTea (perncTpaumm) ycTaHasnmueaeTcs Ha OCHOBaHUM NPeabABMEHHOMO

Monbzosatenem cuctemsl SO AOKyMeHTa, YAOCTOBEPSAIOLLEro IMYHOCTL. [pn OTCYTCTBUM B [OKYMEHTE,
YAOCTOBEPAOLLEM NINYHOCTL, MHpopMaLMmn 06 agpece MecTa XuTenbcTea (pernctpaumn), ceegeHns ob agpece
npebbiBaHNs (aKTUYECKOro NPoXMBaHKA) yCTaHaBNMBAKOTCA HA OCHOBaHWUM CBUAETENbCTBa O perncTpaummn no agpecy
npebbiBaHus, nucbma oT OpraHu3auum, COCTaBNEHHOIO B MPOM3BOMbHOM hopMe, UM MHOFO JAOKYMEHTa, 3aBepeHHOro
NoAnucblo U neyatbto (Npu Hanuuum) OpraHusauumn. [JonyckaeTcs nonyyeHne ceeaeHwn o6 agpece npebbiBaHUs
(dbakTnyeckoro npoxunsarus) MNMonssosatena 30 ot OpraHusauun no cucteme 300
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