MpunoxeHne N2 4
K O6LLMM YCTIOBUSIM UCMONb30BaAHNS
3NEeKTPOHHbIX JOKYMEHTOB

MHCTPYKLUA

O NOPAAKE B3AUMOAENCTBUSA CTOPOH MO OCYLLECTB/IEHUIO OBMEHA
ANEKTPOHHbIMU AOKYMEHTAMU

1. O6MeH dneKTPOHHbIMU JOKYMEHTaMMU

1.1. [Ana pa6boTbl B Cucteme [lonb3oBatesib CUCTEMbl WCMOMb3YeT MPOrpaMMHO-TEXHUYECKMNE
CpeAcTBa, yaoBneTBopstolme TpeboBaHUsAM, NpuBeaeHHbIM B CNMCKE TEXHUYECKUX Y NMPOrpPaMMHbIX CPeACTB,
HeobXxoanMbIX 415 paboTbl nogcucTemMbl “KnmneHT” (aanee - CNncok).

1.2. B npouecce paboTbl [Nosib3oBaTenb CucTeMbI BbINOHSIET B CUCTEME ClieayoLne AencTems:

e Peructpauus B Cucteme - hopmmnpoBaHme cneymanbHoro 3 “peructpaumsa”, nognucaHHoro 30 KnneHTa
(nanee - 3MK). PaboTa B CcTeMe BO3MOXHa TOJIbKO Moc/le ycnelwHon npoeepku 3MK cepepom CucTeMbI.

e Pabota ¢ 3[, ucxogawmmu oT KnueHTa, npegnonaraeT dhopMmupoBaHue HOBbIX 3/ Ha ocHoBe 3/,
umetowmxcs B Cnucrteme M NpeaycMoTpeHHbIX B 3asaBneHun. Ana kaxgoro tvna 3[4 B Cucteme nmeetcs
COOTBeTCTBYlOWas 3KpaHHas dopma. [ns QoKyMeHTOB “lnaTeXxHoe mopyyvyeHne” BO3MOXEH UMMOPT B
Cuctemy ¢aiinoB onpegeneHHoro baHkom cdopmata. OnucaHue cTpykTypbl daina MMNopTa UMeeTcs Ha
cepBepe baHka.

e [lpocTaBneHune gns kaxporo 3[ ogHol unm Heckonbkux IMK. Konnyectso 3MK gns kaxgoro tvna 3/
onpegeneHo B 3asaBneHun. Mocne nognucaHus 3 BceMu HeobxopgumbiMm 3MK B COOTBETCTBUM C
3asiBneHneM NponCxoamT aBToMaTMyecKas nepecbinika 3/, B baHk gnsa ncnonHeHus.

e [lpocMOTp, NevaTb, COXpaHeHue B caiin nocTynusLmx u3 baHka 3.
e  Bbixog n3 Cnuctemsl.
1.3. MMpoueaypa 06paboTku 3/ cepepom CUCTEMbI MPOUCXOAUT Cliedyowmnm obpasom:

e [lo oKoH4YaHuu opmupoBaHus 3 MMonb3oBaTtenn Cuctembl npoctaBastoT MK B KonnyecTse,
onpegeneHHoM B 3asBneHun n otnpasnatoT I/ B baHK.

e CepBep baHka nonyyaet 3/ n NnpoBepsieT KOPPEKTHOCTL BCeX nmerowmxcsa B Hem 3K,

e OcHoBaHMeMm ans npuHatmsa baHkom 3[, nepepaHHoro KnuneHTtom no Cucteme, SiBASETCA Hanuyuve B
KONM4yecTBe, YCTAHOBNEHHOM B COOTBETCTBMW C 3asBfeHMeM, U KOoppeKTHocTb Bcex JMK B 3. Mpu
NOMOXNTENbHOM pe3ysbTaTe NpPoOBepKM cepBep baHka npocTaBnsieT B fOKYMEHTE OTMETKY O BPEMEHMU
npuvema 3 un 30N baHka (panee - 3MB), cBMAETENLCTBYOLWYO O NoaydYyeHUn BaHkom I3[, n coxpaHseT
paHHbln 31 B Cucteme. Mpu oTpuuatensHoMm pesynbTaTe npoepku MK 3Mb B 3/ He npocTaBnseTcs,
KnuneHT nonyyaeT coobuyeHme o6 owmnbke cpegcTBaMm Cuctembl. KNoum NpoBepKMU 31EKTPOHHOW Nognucu
BaHka K Konuu cooTBeTCTBYOWMX CepTUPUKATOB KIOUehd pa3MelaTcs Ha CepBepe CUCTEMbI
https://www.bankline.ru. CeptudmkaTt Kntoya npoBepku 371eKTPOHHONM noanuck baHka nognucbiBaeTcs
TONbKO YNOJIHOMOYEHHbIM NpeacTaBuTenem baHka. Cpok gelicTBua KomnaekTa kntovel baHka coctaBnsiet
5 ner.

1.4. Tpouenypbl, onvcaHHble B N.1.3 HacTosiweh WHCTpyKUMM, NMPeacTaBAstoT cObON eauHbIn U
HefeNMMblA Ha YacTuM npouecc nonyyeHuss bBaHkom 3[, He MoOryT 6biTb BbIMOMHEHbI B ApYroMn
nocnefoBaTeIbHOCTU U pacCMaTPUBATLCS HE3aBMCUMO ApYr OT gpyra.

1.5. [lokyMeHT cumTaeTcsa nepepaHHbiM KnneHToM B BaHK, ecin OH COXpaHeH B apXuBe MCXOASALUX
pokymeHToB KnneHTa Ha cepBepe BaHka. KnneHT MOXeT COXpaHuTb Nto6oM CXOAAWNA fOKYMeHT B chann ans
BeAeHus cobCcTBeHHOro apxusa. ®anin gomkeH copepxatb JMK, OTMETKY O BpeMeHU npuema JOKyMeHTa
BaHkoMm 1 3MB. dainbl ¢ cepBepa baHka n 13 apxmuBa KnveHTa MOryT 3aTeM MCMO/b30BaTbCSA NPU NpoLeaype
pa3pelleHus pasHoraacuin mexgy CtopoHamu.

1.6. TMepepaHHbii KnneHToM B BaHk 3/ B Kaxpgbli MOMEHT BpPEMEHM MMeeT Ha cepBepe baHka
onpegeneHHbl CTaTyC C OTMETKOM BpeMeHu ero nonyyeHus. Ctatyc 3/ usmeHsetcs baHkoM. KnueHT umeet
BO3MOXHOCTb NOCTOSIHHO MoJsly4aTb Ha cepBepe baHka nHgopmaLuio 06 n3MeHeHUK cTaTyca (B TOM Yncie o
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BPEMEHM ero nameHeHus) nepegaHHoro B baHk 3/. CepBep baHKka npucBanBaeT NoayvyeHHbIM OT KnneHTa 3/
cnepytouime CTaTychl:
e Pyb6neBble NaTeXHble MOPYYEHUS:
o “nonydyeH baHkom”;
o  “AOKYMEHT OTnpaBfieH Ha UCNOoNHeHne”;
o “BouvepeguyonepaumMoHucTa”/ “obpaboTKa ycnelwHo 3aBepLieHa ...
o “obpaboTaHo 6e3 owmnbOK” unn “obpaboTaHo C OWMBKON” C yKa3zaHWEM MPUYKHbI, MO KOTOPOM
LOKYMEHT OTBEPTHYT;
o  “BKIOYeEH B pelic ans PKL”;
e OcTanbHble TUMbl AOKYMEHTOB:
o “nonydyeH 6aHKoM”;
o “BOKYMEHT OTMpaBieH Ha UCNONHeHne”;
o “BouepeamyonepaumoHucTa”/ “obpaboTka ycnelwHo 3aBepLieHa ...
o “obpaboTaHo 6e3 ownbOK” unn “0bpaboTaHO C OWMOKON” C yKa3zaHWEM MPUUUHBI, MO KOTOPOM
OOKYMEHT OTBEPTrHYT.

CTOpOHbI NMPU3HaOT, YTO Hagaexalmm ysegomneHrem baHkom KnneHta o npueme K ucnonHeHuo 3/
KnveHTa bypeT sBnATbLCS npucBoeHne baHkom 3/ KnveHTa cTaTyca “goOKyMEHT OTMpaB/eH Ha UCNoJIHeHne”, a
npu pabote B [leno3ntapHoM mMogyne Cuctemsbl - nonyyeHne KnneHToM gokymeHTa Tuna «CtaTyc obpaboTkm
pacrnopshkeHusi/3anpoca», B KOTOPOM YKa3aHO, 4To cTaTyc obpaboTkm cooTBeTcTBytoWwero 3 KnuneHTta
«[TPUHATO K UCMONMHEHNIO.

BaHk MHdbopMupyeT KnueHTa 06 ucnonHeHun kaxporo 3[ KnueHTa nytem HanpasBneHus KnneHTty
COOTBETCTBYHLLErO YBEAOMIEHMS NOCPeACTBOM CUCTEMBI.

MpumeyaHue: MNepeyeHb 1 onvcaHne cTaTycoB 3/, NpUCBanMBaeMbIx cepBepoM baHka B [leno3nTapHoM
mogyne CucTeMbl, NprBeaEHbI B PYKOBOACTBE Nosib3oBaTens [enosutapHoro Mogynst Cuctembi.

1.7. Mpwu dopmupoBaHum 3/ ana KnneHTta baHk npocTtasnsieT B HeM 3Mb. /1 cuntaeTcs nepegaHHbIM
BaHkoM KnueHTy, ecnu oH nognucan 3MB v BblnoXeH Ha cepBep baHKa, TO eCTb UMEETCH B CMUCKE BXOASALWMX
3[ KnueHTa Ha cepBepe baHKa. KnveHT MOXeT CoXpaHuUTb 10601 BXOASLWNIN [OKYMEHT B (aiin gns BefeHus
cob6CcTBEHHOrO apxmBa. ®aisibl apXxnBa MOTYT 3aTeM NCMO/b30BaTbCS NPU Pa3peLLeHnr pa3HOrIacui.

1.8. BaHK dumKCMpyeT 3N1eKTPOHHbIE apXMBbI NMOJyYeHHbIX OT KnueHTa 3/, cogepxawmx MK 1 3MNB, 1
pocTaBneHHbIX KnueHTy 3/, copepxalymx 3MB, U XpaHUT Ux cnocobom, obecneunBatowmm KnmeHTy goctyn K
JaHHbIM O[] Ha cepBepe baHkKa.

1.9. KnueHT c nomouwbi nporpammbl npoBepku 3 CryptoManager.exe, yCTaHOB/IEHHON Ha
MepcoHanbHOM KOMMbIOTEPE, UMEET BO3MOXHOCTb B /060 MOMEHT BpeMeHn npoeputb 3MNB 1 3K nwboro
alina apxmBa. Bbiweyka3aHHas nporpamMma npoeepku 31 No3BoSET BbINOAHATL NpoBepKy TUnoB 3 (pa3gen
3 HacTosweln VHCTpyKL 1K), pa3peLleHHbIX 45 UCNonb3oBaHus B Cucteme.

1.10. Mporpammy nposepkn 3 CryptoManager.exe MOXHO MOAy4UTb Yy QUPMbI-pa3paboTymka
Cuctembl - 3A0 “UHUCT” (NTnueH3uns GCB Poccum Ne 12818H ot 16.04.2013), 3aperncTpMpoBaHHON No agpecy
115035, r. MockBa, KocMofiammnaHckas Hab., 4.40-42, cTp.3.

2. Mopagok nosy4yeHUs, 3aMeHbl U XPaHEHUS KJTIOYEN

2.1 [Ons KoMNieKToB KitoYei, creHepupoBaHHbIX A5 paboTbl Ha NlepcoHanbHOM KOMNblOTEpe
KnneHTammn, OTHOCALMMUNCSA K KOPNOPATUBHOMY CErMEHTY:
2.1.1. KnueHT MOXeT reHepupoBaTb KomnieKTbl knto4ven cBonx MonbsoBateneit CUCTEMbI COr1aCcHO
3as8BAEHUIO C MOMOLLbIO NPOrPaMMHbIX CPeACTB, NpeaoCcTaBneHHbIX baHkom, Ha USB-TokeHax ¢
NCNONb30BaHMEM CBOUX TEXHUYECKUX CPEACTB.

2.1.2. Knto4y npoBepKwM 3/1eKTPOHHOM noanucu kaxgoro MNonb3oBaTtens CUCTEMbI perucTpupyeTcs
baHKOM Ha ocHoBaHuUM nognucaHHoro CtopoHamu CepTudmkaTa KkoYa.

2.1.3. Cpok fgeictBusa KomnnekTa Kntoyeit ykasbiBaeTcs B CepTudukaTe kntoya. Cpok gencraus
KomnniekTa K/touei He MOXET NpeBblLlaTh CPOK AENCTBUS NOTHOMOYMI Monb3oBaTens CUCTeMbI B
COOTBETCTBUU C IOKYMEHTaMu, NOATBEPXKAAOLWMMHN ero nosiHoMo4us. B cnyyae ecin ncxogs us

CtpaHuua 2 n3 9



npeacTaBneHHbIX KNMeHTOM OKYMEHTOB He NpefcTaBisaeTcss BO3MOXHbIM YCTaHOBUTb CPOK AeACTBUS
nonHomounii Monb3oBaTtenis CUCTEMBbI, CPOK fecTBUS KOMMEeKTa K/oUYeNn He MOXET NPeBbIaTh Tpex JieT. 1o
NCTEeYEHUS YCTaHOBNEHHOMO CpoKa KnmeHT 06513aH MHUMLMUPOBaTh Npoueaypy cMeHbl KoMmniekToB Kitoyeid. Mo
3aaBneHunto KnneHTa, HanpaBiaeHHoMy B BaHK B Npon3Bo/bHOMN hopMe cpefcTBaMyn CUCTEMbI 10 OKOHYaHUS
CpoKa geiicTens KoMmnsekTa KoYei, ero aencTeme MoXeT 6biTb NPoAJ/eHo Ha CpokK He 6onee 3 MecaueB. Mo
NMHUUMaTuBe KnmeHTa KOMMNEKT KtoYel MOXET 6bITb 3aMeHeH B 1t0601 MOMEHT ero gencTeus. Kaxabii
HOBbI CepTudumKaT KMtoYa, NoANMUCaHHbIN CTOPOHaMU, aBTOMAaTUYECKN OTMeHSET AencTare CepTudukaTa
KntoYa gaHHoro Monb3oBaTtens CUCTEMbI, BbINYLEHHOTO paHee.

2.1.4. OdopmneHHbie co cTopoHbl BaHka CepTudurkaTsl Kntouen KnveHTa BpyyatoTcs
YyNOJSIHOMOYEHHOMY NpeAcTaBUTento KnueHTta nmbo HanpaensoTcs KnneHTy nocpeacTBOM NOYTOBOM CBA3M MO
appecy KnueHTa, ykasaHHoMy B [loroBope. . CepTuduKaTbl KNHoYen SOMKHbI XPaHUTbCS Y Kaxaon n3 CTopoH
He MeHee NATU JIeT NOC/1e OKOHYaHMWs UX CPOKa AeNncTBus.

2.1.5. Bcnyyae nHdopmmupoBaHus baHkom KnmeHTa B Ccteme 0 HeO6XOANMMOCTHM OCYLLECTBUTD
3ameHy USB-TokeHa cooTBeTCTBYyOLWEro Tnna, KnueHT o6s13aH ocylectenTb 3amMmeHy USB-TokeHa. C MOMeHTa
nHpopmmpoBaHus baHkom KnvueHTa B CucTeMe 0 HEOBXOAUMOCTHM OCYLLEeCTBUTL 3aMeHy USB-TokeHa,
reHepauus KoMnnekToB ktoyei ¢ nomoLbio USB-TOKeHa, NOA/iexallero 3aMmeHe, He OCyLLeCTBSETCS.

2.2.  [Ons KoMmMniekToB K/KOYen, CreHepMpoBaHHbIX st paboTbl Ha MepcoHanbHOM KOMMbOTEpe
KnneHTamn, OTHOCALLMMUCS K CErMEHTY NpeanpuHnUMaTenei:

2.2.1. KnueHT MOXeT reHepupoBaTb KoMnneKkTbl kntoyen ceonx Monb3oBaTeneit CUCTEMbl COrnacHo
3asBMEHUI0 C MOMOLLbIO MPOrpPaMMHbIX CPeACTB, NpPeaocTaBieHHbiX baHkoMm, Ha USB-TOkeHax WMAM WMHBbIX
HocuTensiXx MHopMaLMK (XKECTKUA BUCK, CbeMHble HocuTenu (dhew-namsaTb, BHEWHUA BUHYECTEP) U T.N.) C
NCMNOMb30BaHMEM CBOUX TEXHUYECKMX CPeACTB.

2.2.3. MepBbll KN4 NpoOBepKM 3MEKTPOHHOM MNoanucn Kaxporo [Monb3osaTens CucTeMbl
perncTpupyeTtcs BaHkoM Ha ocHoBaHMM nognucaHHoro CtopoHamu CepTudukaTa Kova, 0OPOPMAEHHOrO Ha
H6yMaXKHOM HocuTene.

2.2.4. BTopoi v nocnegytowmii Knoum npoBepKu 3N1€KTPOHHON MOANWUCU perncTpupyeTtcs baHkom
Ha oCHOBaHuM noanucaHHoro CtopoHamu CepTudmkaTta kntoya, ohopMAEHHOro Ha ByMaXHOM HocuTene, Uu
Ha OCHOBAHMM 3/MEKTPOHHOrO 3anpoca Ha Bbigadvy CepTuduKaTa KnwYa, MOAMNMCAHHOMO AENCTBYOWEN Ha
MOMEHT MOAMUCAHUSI 3JIEKTPOHHOIM nognucbto Monb3oBatenss CucTeMbl, M HanpaBfieHHoro B BaHK ¢
ncnonb3oBaHneM CUCTEMbl. YKa3aHHbIN 3amnpoc Takke MoOXeT OblTb MoAMMCcaH MPOCTON 3N1EeKTPOHHOM
nognuceto Monb3osaTtens Cuctembl, chopMUPOBaAHHOW Ha OCHOBaHUU NpeAbsSBAEHHOro KAneHToM SMS-koaa,
paHee HanpaBfeHHOro BbaHKOM Ha Homep TenedoHa faHHoro [lonb3oBaTenss CUCTEMbl, YKa3aHHbIN B
3asiBNeHnn n/unu npepocTasneHHbli BaHky Monb3oBaTenem CucteMbl B npouecce obcnyxmBaHus B Cucteme.
Monb3oBatenb CucTeMbl fomkeH 061agaTh MOMHOMOYMAMK Ha HanpaBfeHWe B BaHK COOTBETCTBYHOLLEro
3/1eKTPOHHOrO 3anpoca M NoAnuch Takoro Mosib3oBaTens Jo/MKHA 6bITb BK/IOYEHA B KAPTOUKY C 0bpasuamm
nognucen n oTTUCKa MnedvaTen, percTByolWehn K cyeTy KnmeHTa, obcnyxmBaemoMy B paMkax [oroeopa, B
cnyyae ee odopmneHus. Mpu 3ToM, baHK BnpaBe 3anpawuvBaTb, a KnueHT 06s3aH no 3anpocy baHka
npefocTaBnaTh B baHK JOKYMeHThl (B BMAE NOANMHHUKOB UAN Hag/exalmM ob6pa3oM 3aBEpPEHHbIX KOMuit),
nogTBepXxgatouwme noaHoMmouums Monb3oBaTens No HanpaeBneHUo B BaHK 3/1eKTPOHHOrO 3anpoca Ha Bblgayvy
CepTudmkaTta Knwva.

2.2.5. Cpok peincteus KomnsekTa Kitoden onpegensietcs baHkoMm v ykasbiBaeTcs B CepTudmkaTe
Kntoya. Cpok aenicTBmsa KOMMIeKTa KtoYel He MOXET NpeBbllaTh CPOK AeNCTBMSA NoHOMOoYMI Monb3oBaTens
CucTembl B COOTBETCTBUM C JOKYMEHTAMU, MOATBEPXKAAOLMMMU ero nojsHoMouus. B ciayyae, ecnm mcxogsa m3
NpeacTaBneHHbiX KAMeHTOM [OKYMEHTOB He MNpefCTaBNseTCs BO3MOXHbIM YCTAaHOBUTbL CPOK AENCTBUS
nonHomounit NMonb3oBaTtens CUCTEMbI, CPOK AeicTBUA KOMMNEKTa KNtoYeln He MOXET NpeBbllaTth Tpex net. [lo
NCTeYeHUs YCTaHOBNEHHOTO CpoKa fAencTBus KomnaekTta knwodel KnneHT ob6g3aH MHMLMMPOBATb Npoueaypy
CMeHbl KoMnneKToB Kawo4en. Mpu 3ToM, O OKOHYAHUSI CpOoKa AencTBus KoMmnnekTa Kawden KnneHT moxeT
NpoANnTb ero AencTBMe Ha CpoK He bonee 3 (Tpex) MecsaueB, HanpaBuB B baHK 3asBieHMe nocpeacTBOMuU
Cuctemsl. Mo nHMumaTBe KnneHTa KoMNAeKT KoYen MOXeT 6biTb 3aMeHeH B 110601/ MOMEHT ero AencTBus.
Kaxgbii  HoBbIi CepTUdUKAT KAOYa, MOAMUCAHHbIA BaHKOM, aBTOMATMYeCKM OTMEHsIeT [eNcTBue
CepTtudukaTa kntoya gaHHoro Monb3oaTtens CUCTEMbI, BbINYLEHHOTO paHee.

2.2.6. OdopmneHHble co cTopoHbl baHka CepTuduKaThl KtoYeln KnmeHTa Ha 6yMaXKHbIX HOCUTENSX
BpyYaloTCcs YMOSHOMOYEHHOMY npeacTaBuTento KnveHTa nmMbo HanpaensTcs KaneHTy NocpeacTBoM
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MOYTOBON CBA3M NO agpecy KnveHTa, ykazaHHoMy B [loroBope. CepTUdUKaTbl K/HOYEN [OMKHBI XPaHUTLCS Y
Kax ol n3 CTOPOH He MeHee MSATU JIET NOC/ie OKOHYAHUS UX CPOKa JeNCTBUS.

2.2.7. Mpwn NOCTYNNEHUMN 3MEKTPOHHOMO 3anpoca Ha Bbigavy CepTudmkaTta Katoya, NOLAMCAHHOIO
[ENCTBYIOLLEN HAa MOMEHT MOANNCaHUs 3MeKTPOHHONM nognuckto Monb3oBatens Cuctembl, baHk HanpasnseT
KnveHTy ¢ wucnosib3oBaHueM Cuctembl CepTuduKaT KIOYa, MOAMNMCAHHBIA 3IEKTPOHHOM MNOAMMUCHIO
YMO/HOMOYEHHOro npeacTaBuTens baxka. Mpu 3Tom KnveHT BnpaBe 06patnThcs B BaHK C Lefibio NoayyYeHus
konuun CepTudmrkaTta KntoYa Ha byMaKHOM HocuTese, 3aBepeHHO BaHKOM Kak yA0CTOBEPSIOLWMM LEHTPOM.

2.2.8. B cnyvae uHdbopmupoBaHus bBaHkoM KnueHTa B CucTemMe O MpeKkpalleHWn [AencTBus
nmetowerocst y KnueHta USB-ToKeHa cooTBeTcTByloWero TvMna, KAneHT gomkeH ocyllecTBUTb npoueaypy
cMeHbl KomnnekToB kntoyelt ceounx Monb3oBatenein CUCTeMbl:

- NyTeM reHeprpoBaHusi KoMnnekToB Katoyel cBoux Monb3oBaTteneit CUCTEMbl HA MHbBIX HOCUTENSAX
MHbOpPMALMM  (KECTKMA [UCK, CbeMHble HocuTenu (dbnew-namsTb, BHEWHWUW BUHYECTep) M T.M.) C
MCMOb30BAaHNEM CBOMX TEXHUYECKMX CPEACTB, NnMbo

- nyTeMm ocyulecTBneHns 3ameHbl USB-TokeHa, nocpeacTBoM obpalleHums B nogpasgeneHue baHka.

2.3. Ans KomnnekTa Kntoyel, creHepnpoBaHHOMo NocpeacTBoM MoBMAbLHOMO NPUIOXKEHNS:

2.3.1. MNonb3oBaTesnb BrpaBe reHepupoBaTb KoMMnekT knwo4vein ans MobunbHOro npuoXeHus c
MOMOLLbI MPOrPaMMHbIX CPeACTB, MPEefoCTaBieHHbIX BaHKoM, Mpu Hanvuumn pencreytowiero KommsekTa
K/toYel, CreHepupoBaHHOro AJ/1st paboTbl Ha MepcoHaNbHOM KOMMbIOTEpE.

2.3.2. Cpok penctBust KomnnekTta kawo4en ykasbiBaetcs B CepTudmkaTe kntoya. Cpok gencrsus
KomnnekTa Knto4en, creHepupoBaHHOro nocpeacTtBoM MobuIbHOMO NPUNOXKEHUS, HE MOXET NPEBbILLATh CPOK
pgenicteus  Komnnekta knatodein [onb3oBaTensi, CreHepUMpoBaHHOro pAfis paboTbl Ha [lepcoHanbHOM
KoMnbtoTepe. [0 WUCTEYEHUs YCTAHOB/IEHHOrO Cpoka KaueHT 0653aH MHULMWPOBaTb MpOLEeAypy CMEeHbI
KomnnekToB kwo4ven. Kaxabin HoBbli CepTuduKaT Kaya, noanmucaHHbin CTOpOHAMK, aBTOMATUYECKU
oTMeHseT gencteme CepTudunkaTa KnroYa gaHHoro MNonbsoBatenss CUCTEMbI, BbINYLLEHHOIO paHee.

2.3.3. Ctatyc 3 Nonb3oBaTens CUCTeMbl, CreHepupoBaHHON NocpeAcTBOM KoMniekTa Kntoyen gas
MobunbHOro npunoxexHus, cooteetcTByeT Ctatycy 3N Monb3oBaTens CucTembl, yKazaHHOMY B 3asiBieHUM,
npu reHepauun Komnnaekta knwoder Ha USB-TOKeHax WAM WHbIX HOCUMTENSX UHdopMaumMmU (KeCTKUI AUCK,
CbeMHble HocuTenu (dhew-namsiTe, BHEWHNI BUHYECTEP) U T.N.) .

2.4. O6s3aTenbHas 3aMeHa KoMnsieKkTa Knoyen NpoBoAMTCS B CedyoLWmMX CAyYasx:
® LCTEK CPOK AelCTBUS KoMMNeKTa KtoYen;

e npousowna KomnpomeTaums Kioyen.

2.5. B cnyyae nuweHunsa Knnentom MNonb3osatens Cuctembl npasa nognuceisate 3l 3/
cooTBeTCTBYOWME KOMNNEKTbI KtOYel BbIBOAATCS N3 AeNCTBUS Ha OCHOBAHMM NMUCbMEHHOTO 3asiBNEHUS
KnueHnTa unu 3/ ceobogHoro opmata, HanpasneHHoro B baHk nocpeacTBoM CUCTEMbI M NOANUCAHHOTO
YNOSIHOMOYEHHbIM NLIOM KnneHTa.

2.6. BaHk BnpaBe aHHYnupoBaTb CepTUdMKaT KtOYa B CNEAYOWUX CyYasiX:

e He MOATBEPXAeHO, YTo Bnageney CepTudmnKaTa KtoYa BnageeT K1o4YOM 3NEKTPOHHOM Noanuncy,
COOTBETCTBYHOLLMM KUY MPOBEPKM 3/1eKTPOHHOW MNOAMNMCU, YKa3aHHOMY B TaKOM cepTudmKaTe;

® YCTAHOBJIEHO, YTO cofiepxalmiics B CepTudrkaTe Koy npoBepku I y)xe COAEPXKUTCSA B MUHOM paHee
co3paHHoM CepTudmkaTe KoYa;

® BCTYMWUO B CUNTY PELLIEHME Cyla, KOTOPbIM, B YaCTHOCTU, YCTAHOB/EHO, YTo CepTUdUKAT KkoYa
COAEPXMT HeJOCTOBEPHYI MHDOPMaLUIO.

MHdopmaums o npekpalleHumn geicTeus CepTudmkaTa Kntoya BHOCUTCS BaHKOM B COOTBETCTBYIOLLMIA
peecTp cepTUdUKATOB B CPOK, YCTAHOBNEHHbIV AeACTBYIOLMM 3aKOHOAATENbCTBOM Poccuiickoi defepauum.
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3. Ob6ecneyeHune 6e3onacHOCTU Npoueaypbl 06MeHa JOKYMEeHTaMU
3.1. Be3onacHOCTb 06MeHa 3/} 4OCTUraeTCs 3a CYET MPUMEHEHUS CNeAYIOWNX CPeacTB:
3.1.1. na lMepcoHanbHOro KoMrbloTepa:

e CpepactBo Kpuntorpaduyeckol 3awmtbl MHdopmaumm (CK3M) Ha 6a3e lMporpaMMHOro Kommsekca
«BukpunT 5.0.» (BapuaHT ucnonHeHus 2), paspaboTtaHHoro 000 dupma «UHboKpunt» (cepTudukat
cootBeTcTBMA ®CB PP Cd/114-3021 ot 30 gekabps 2016 roga). KAMeHT, OTHOCAWMNCA K CErMeHTy
npegnpvHumaTenel, uMMmeeT npaBo BMecTo USB-TOKEHOB WCMOMb30BaTh fns XpaHeHus Kntoua
3/1IEKTPOHHOW MOAMWCU UHblE HOCUTENN MHDOPMaLUKM (XKECTKUIA ANCK, CbEMHbIE HOCUTENN (ONTUYECKUEe
BUCKN, dnew-namaTb, BHELWHUA BUHYeCTep) M T.n.). KnueHT yBeaomneH baHKkoM O TOM, 4TO
ncrnosnb3oBaHne BMecTO USB-TOKEHOB MHbIX HOCUTenel MHbopMaLumn CyLeCcTBEHHO CHUXAeT YyPOBEHb
6e3onacHocTM npu obmeHe 3/ M NOMHOCTbK) OCO3HAET BO3HUKAKLME MPU 3TOM PUCKU. BaHK He
peKoMeHAyeT Ucnonb3oBaHue Ntobbix HocuTenen nHdopmauun 3a uckntoyeHmem USB-TOKeHOB.

e lcnonb3oBaHnem CK3U «KpuntoTokeH 3 2» B coctaBe USB-TokeHoB JaCarta NOCT/JaCarta-2 IOCT,
pa3paboTaHHbix 3A0 «AnnaguH P.O.» (cepTudukaTt cootBeTcTBus ®CE Poccum N2 Cd/124-3473 ot
10.08.2018 r 1 Ne Cd/124 - 3502 oT 11.09.2018 r.). Kntoy 31€KTPOHHON MOAMUCK HUKOTFgA He MOKMAAeT
BHYTPEHHeN 3awnLeHHon namsatn USB-TokeHa. eHepaumsa 1 xpaHeHue Kntoya aNeKTPoHHOW noanucu, a
TaKkKe MoAnuMcaHWe [OKYMEHTOB MPOM3BOAUTCS BO BHYTPEHHeN 3awuiieHHor namaTtn USB-TokeHa.
JocTtyn kK Kntouy 3/eKTPOHHOM MOAMUCK OCYLLECTBASETCS C WUCMNOfb30BaHWeM napons. KaueHT,
OTHOCSILMICSA K CErMeHTy npeanpuHUMaTenein, nmeeT npaBo BMecTo USB-TOKEHOB Mcnonb3oBaTb Ans
XpaHeHus Kntoya 31eKTPOHHON MOAMWUCK WHble HOCUTENM WHbOopMauMn (KECTKUI [UCK, CbEMHble
HocuTenu (dnew-namMaTb, BHELWHWI BUHYeCTep) M T.n.). KnnMeHT yBegoMmieH BaHKOM o TOM, 4TO
ncnonb3oBaHne BMecto USB-TOKEHOB MHbIX HOCUTENen MHMOPMaLUN CYLLEeCTBEHHO CHIKAET YPOBEHb
6e3onacHocTM npu obmeHe 3[, M MOMHOCTbKD OCO3HAET BO3HUKANOLWME MPU 3TOM PUCKU. BaHK He
peKoMeHayeT NCMonb30oBaHMe N6bIX HocuTenen nHgopmaunn 3a ncknroveHneMm USB-TOKEHOB.

e LlundpoBaHua gaHHbIX B TENEKOMMYHMKALMOHHBIX KaHanax ¢ ucrnonab3oBaHuem CK3M Kpuntollpo CSP
Bepcnun 4.0 1 Bbiwe. [119 3aWMTbl JAaHHbIX OT HECAHKLMOHNPOBAHHOIO JOCTYNa B TENEKOMMYHUKALNOHHbIX
KaHafax ncrnonb3yeTcs npoTokon Transport Layer Security (TLS v. 1.2, RFC 2246 1 Bbiwel).

e YOoCTOBepeHUs npuHagnexHoctu cepBepa Cuctembl MAO POCBAHK ¢ nomolbio cepTuduKaTa,
BbigaHHoro NAO POCBAHK akkpegnToBaHHbIM YgocToBepswowmm LeHTpom 000 "KPUMTO-MPO".

3.1.2. ns MOBUABHOIO NPUNOXKEHUS:

e CpepgcTBa KpunTorpacdumyeckoi 3awmuTbl MHPOPMALMM C UCMO/Ib30BAHMEM anropuTMa RSA gns 3awmThbl
JaHHbIX OT HEeCaHKLUMOHMPOBAHHOIO [AOCTYNa B TeNEKOMMYHUKALMOHHbBIX KaHanax WCnofb3yeTcs
npotokon Transport Layer Security (TLS v.1.2, RFC 2246), npuMmeHswTCs Kpuntorpaduyeckue
MeXgyHapogHble anropuTtmbl WwndpoBaHus RSA (3072 bit), obmeHa kntoyen no anroputmy Auddu-
XennmaHa, xawmpoBaHus B cooTBeTcTBumM ¢ SHA 512,

e CummeTpuyHoe wndpoBaHme AES ¢ anvHon kntoya 256 bit., reHepauus n xpaHeHue Kntoya 31eKTPOHHOM
nognucK, a Takxke nognucaHue 3/ NpousBOAUTCS BO BHYTPEHHEW 3alivlieHHOW namsaTtu MobunbHoro
ycTpoincTBa. KnueHT yBegomneH BaHKOM O TOM, YTO MCMofb30BaHMe BMecTo USB-TOKEHOB WHbIX
HocuTenen MHdopMaunn CyLecTBEHHO CHKAET YpoBeHb 6e30macHOCTM Npu obmeHe 3/} M NOMHOCTbIO
OCO3HaeT BO3HMWKatoLWMe MpU 3TOM PUCKU. BbaHK He peKoMeHAyeT MCMoJib30BaHWe Ntobbix HOCUTENEN
MHdopMaLmmn, NpeaHa3HaAYeHHbIX A5 FeHepaumn n xpaHeHus katoya 3, 3a ncknroveHneMm USB-TOKEHOB.

3.2. KnueHTy pekoMmeHfyeTcss 0becrneuynMTb KOMIMJIEKC OPraHM3auMOHHO-TEXHUYECKMX  Mep,

HanpaB/ieHHbIX Ha BbIMO/IHEHWE cleaylowmx TpeboBaHUn 6e30nacHOCTu:

3.2.1. Ans paboTbl Ha [epcoHanbHOM KOMMbOTEpE:

e OpraHu3oBaTb Bblfe/IeHHbIN KOMMbOTEP NoAcUCTEMbI «KANeHT», NpeaHa3HaYeHHbIN UCKNOYNTENBHO A8
paboTbl ¢ BaHKoOM;

e [eHepauuio U XpaHeHWe KN4YeBON WHMOpMaLMK, a TaKKe NofnucaHWe [OKYMEHTOB MPOM3BOAUTL C
ncnonb3oBaHnem USB-TokeHoB JaCarta FOCT/JaCarta -2 FOCT;

' PekoMeHayeTcs MCnosb3oBath Bepcuio TLS v.1.2.
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e B cnyyae reHepaumm KnveHTOM, OTHOCSALMMCSA K CErMeHTy npeanpuHumateneit, Kndein 31eKTpoHHOM
nognucu ceoux MNonb3oBaTesnieil Ha HOCUTENM, OT/IMYHbIE OT USB-TOKEHOB, OCYLLEeCTBASATL SKCMIyaTaLuio
paboyero mMecta M obecrneyeHne ero 6e30MacHOCTU OPraHM3aUMOHHbLIMU U TEXHUYECKMMU MepaMu B
COOTBETCTBMM C TPeOOBaHUSIMM IKCMNTyaTaUMOHHON AoKkyMeHTaumen ana CK3U «bukpunT 5.0» gnsa knacca
KC1: «CpepactBo KpunTorpaduyeckon 3awmutbl MHdbopmaumm «bukpunt 5.0». MpaBuaa Nofib30BaHUS»
(MH®K.11485466.4012.027.31). [aHHbIi AOKYMEHT pa3MelleH Ha oduumanbHoMm cainTe baHka B ceTu
WHTepHeT no agpecy http://www.rosbank.ru.

e BBecTM orpaHuyeHue ceTeBOro B3aUMOAENCTBMS KOMMbloTEpA MoAcuUcTeMbl «KnMeHT» TOMbko €
HeobXOANMbIM JOBEPEHHbIM NepeyHeM IP-agpecos;

e [lpoBepsiTb, YTO YCTAHOBNEHO 3aluuieHHoe TLS-coeanHeHue c oduUManbHbIM PecypcoM cepBuca
https://www.bankline.ru

e CpepcTtBamu nogcuctembl «KnmeHT» 3akpenuTb 3a Monb3oBaTensamun Cuctemsl IP-agpec/cnucok IP-agpecos
KOMMbOTEPOB NoacucTeMbl «KNMeHT» B Liefsix 06ecrnevyeHunst KOHTPOs Ha CTOpoHe baHka;

e 06ecneunTb Ha BblgeNEHHOM KOMMbIOTEPE Hasn4yme CPefcTB 3aluThl OT BPeLOHOCHOIO NMPOrpaMMHOro
obecneyeHus, nx paboTocnocobHOCTb U perynsipHoe 06HOBNEHNE;

. NCKNounTb Ha BblIgENEHHOM KOMMNbOTEPE OTKPbITUE NNCEM C BJIOXXEHUAMWN, MNONAYYEHHbIMMN OT
HEeNU3BECTHbIX N1 HelOBEPEHHbIX NCTOYHUKOB;

. 0b6ecneynTb WCMNONb30BaHME WCKAOYUTENbHO NNMUEH3NOHHOIro nporpaMMHoOro obecneyeHnss u
OﬂepaLLMOHHOVI CUCTEMDI;

e OpraHu3oBaTb pPeryasipHyl0 yCTaHOBKY O6GHOBNEHW 6e30MacHOCTM MpOorpaMMHOro obecrneyveHus u
onepaLyoHHON CUCTEMBI;

. NCKNoYnTb ncnonb3oBaHue cpencTB yganeHHoro agMMHUCTpUpoOBaHuA;

. Ob6ecneynTb npnMeHeHne JNUUEH3NOHHOIO MeXCeTeBOro 3KpaHa (,CI,OI'IyCKaeTCﬂ ncnonb3oBaHne
NnepCcoHalbHOro MeXXCceTeBOro 3KpaHa;,

e BbIMOAHMTL KOMMNAEKC OPraHW3aLMOHHbIX MeponpuaTUin no obecrnevyeHUtd MHMOPMALMOHHOM
6e30MacHOCTM (HacTpoilka 6e30MacHOCTU OMepauMoHHOM CUCTEeMbl, OrpaHWyeHVe MpaB p[ocTyna
NH(POPMALMOHHON CUCTEMbI, OPFraHN3aLMs NAPOSIbHON 3aLiMTbl, NOAIOTOBKa NpoLeayp pearMpoBaHus Ha
WHUMAEHTBI U T.M.);

e KoHTponnpoBaTh cobntogeHne TpeboBaHNn 6e30MacHOCTH.

3.2.2. ins paboTbl ¢ MOBUABHBIM YCTPONCTBOM:

e (Ob6ecneynTb WCMONb30BaHWE WCKIKOYUTENBHO JIMLEH3UOHHOINO MNporpamMmHoro obecneyeHus u

onepauoHHOM CUCTEMBI;

e OpraHu3oBaTb PErynsipHyl0 YCTAHOBKY OOHOBMEHW 6e30MacHOCTM MNpOrpaMMHOrO obecrneyeHus u
onepauoHHOM CUCTEMBI;

o MCKNYnMTb NCNOMb30BaHNE cpeacTs yganeHHoOro agMMHUCTPUpPOBaHUA;

e BbIMOAHUTL KOMMJEKC OpraHU3auMoHHbIX MeponpuaTuiA Mo obecrnevyeHnto  UHMOPMALMOHHOWM
6e30MacHOCTM (HacTpoika 6e30MacHOCTU OMepauMoOHHON CUCTEMbl, OrpaHWYeHMe MpaB [ocTyna
MHMOPMALMOHHOW CUCTEMbI, OpraHn3aLMns MapoIbHON 3alMThbl);

e KoHTponnpoBaTh cobntogeHne TpeboBaHNn 6e30MacHoOCTY;
e 0Ob6ecneynTb HaNM4YMe aHTUBUPYCHOTO NPOrPaMMHOro obecneyeHus.

3.3.  Monb3osBatenu CUCTeMbIl, YNONHOMOYEHHbIE NCMOJb30BaTb CnucTemMy KnneHTaMm, OTHOCALLMMUCS
K CerMeHTy npeanpuHuMaTesiei, 4omxkHbl B CucTeMe BBECTM HOMep TefiechoHa COTOBOW CBSI3M [/ MOYyYEeHUS
Ha yKa3aHHbli HOMep MH(OPMALMOHHbIX COOBLLEHN B COOTBETCTBMM C [JOrOBOPOM.

3.4. KnueHT 0643aH:

e UckNounTb nosiBneHWe Ha [epcoHanibHOM KoMMbioTepe uan Mo6WUAbHOM YCTPOWMCTBE MOACUCTEMbI
“KnneHT” BUPYCOB U [APYrvMx MNporpamMMm AeCTPYKTMBHOIO AEUCTBUSA, KOTOpble MOTYT pPaspywuTb WAu
MoaMdULMPOBaTb NporpaMMHoe obecneyeHre NOACUCTEMbI, CKOMMPOMETMPOBATL K/toum Mosib3oBaTens
CucTeMbl MOCPEACTBOM TMPUMEHEHUSI NIULEH3UOHHLIX CPEACTB 3alyMTbl OT BPEJOHOCHOrO Kofa W
perynsipHoro Mx o6HoOBAEHUS;

L NCKNo4NTb BO3MOXHOCTb HECaHKUMOHUPOBAHHbIX BaHKOM M3MEHEHUI B TEXHUYECKUX U nporpamMMHbIX
cpeactBax KnneHTa, onpefeneHHbIX B Cnucke;

CtpaHuua 6 n3 9


http://www.rosbank.ru/
https://www.bankline.ru/

e UcKNo4NTb BO3MOXHOCTb KoMMpoMeTaummn Kntoyein B npouecce nx TPaHCMOPTUPOBKM, IKCMAyaTaLmmn 1
XpaHeHus.

3.5.  CTopoHbI 06513aHbl:

e obecneumBaTb KOHMMAEHLMANBHOCTL Kntoyel 31EKTPOHHbIX MOAMWCEN, B 4AcTHOCTU He [OMyCKaTb
MCrnonb30BaHMe NpUHaanexalmx um Knroyel 3neKTpoHHbIX nognuceli 6es nx cornacus;

e yBegoMAaTb Apyryto CTOPOHY O HapylweHun KoHduaeHumanbHOCTM Knkoya 3MeKTPOHHOW nognucu
(KomnpomeTaumu K/to4a) B Te4eHUe He bosiee YeM OAHOrO paboyero gHsi Co AHS NoayveHus nHdopmauum
0 TaKOM HapyLweHuu;

o He wucnonb3oBaTb Koy 3ﬂ6KTp0HHOVI nognuncn  nNpn  Hanun4dnmun OCHOBaHMUI nonaratb, 4TO
KOHdJM,D,eHLI,MafIbHOCTb OAaHHOIO K/ito4a HapyuwleHa.

3.6. bBaHK BnpaBe B OQHOCTOPOHHEM MOpsigKe 3abnokMpoBaTb KoY 3MEKTPOHHOW MNOAMMUCH
Monb3oBaTenss CUCTEMbl B C/ly4ae NOSIBAEHUS O6OCHOBaHHLIX MOAO3PEHUI B Ha/lM4MKU Ha [epcoHanbHOM
KoMmnbloTepe u/vnn MobunbHOM ycTpoiicTBe [Monb3oBaTens CuCTeMbl BUMPYCOB WAW APYrUX MNporpamm
[BECTPYKTUBHOIO fieiicTBusA. BnoknpoBka Kntoya anekTpoHHol nognucu. Monb3osaTens CUCTeMbl CHUMaETCS
BaHkoM Mo dakTy nosyyeHus ot KnueHTta nogreepxaeHus o6 yaaneHun c NMepcoHanbHOro KoMMboTepa u/uam
Mo6unbHoro yctpoiicTtea Monb3oBaTtens CUCTEMbl BUPYCOB UM APpYTrUX NPOrpamMM AeCTPYKTUBHOIO AeACTBUS.

3.7. B cnyyYae BO3HWKHOBEHWS Yrpo3bl KOMMpoMeTauuMu KAoYel pernamMeHTUpyeTcs ciegytolas
nocnefoBaTeNlbHOCTb AecTBMIA CTOPOH.

Echm npousowna KomnpomeTauuss kiawuyein nwboro TMonb3oBatens KnueHTa,
nocnepHuin 06sa3aH:

e B cnyyae poctynHocTu KomnnekTa Khw4yen (Nofo3peHWe Ha HeCaHKLMOHWMPOBAHHOE KOMWpOBaHWe)
HeMegneHHo nocnatb B baHk 3/ “BnoknpoBka Kntova”. Mpu 3ToM CUcTeMa aBTOMATUYECKM 3ab6/10KMpyeT
BO3MOXHOCTb MCMOJIb30BaHUs faHHoro KomnnekTa kntoyeli Monb3oBaTtens CUcTembl;

e B c/iyyae HepocTynHocTu (yTpaTa, xuueHue v T.n.) KomniekTa Kiwyerd cooblmuTb AgMUHUCTPATOPY
Cuctembl no TenedoHy (TenedoH M 3NEKTPOHHbLIN agpec AGMUHUCTPATOPA CUCTEMbI YKa3aHbl Ha caiTe
www.bankline.ru, a Takxe B 3asBneHUKn, UCNONb3ys AN aBTOPU3aLUKN KOAOoBYLO (hpasy, NPUBELEHHYIO B
CepTtudukare knwYa, o hakte KomnpomeTaumm Kitoyen;

e B cnyyae yTpatbl lMonb3oBaTtenem Cuctembl KogoBol dpasbl AgMuHucTpaTop CucTembl Brpase
MPOU3BECTM AONONHUTENbHbIE AENCTBUS MO aBTopM3aumnn Monb3oBatens CUcTeMbl (06paTHbIN 3BOHOK MO
yKasaHHOMYy B 3asiBfieHUM TenedoHy, 3anpoc Ha NpeaocTaBfieHWe [OMOMHUTENBHON MHGOPMaUun: o
amunun kypatopa KnneHTta B baHke/ynosHOMoO4YeHHOro cOTpyAHMKa BaHka, konmyecTBe nonb3oBaTenei
n 1.n.). B cnyvae npepocTaBneHns HEOH6bEKTUBHOMW MHOPMaLUN AGMUHUCTPATOP CTaBUT B U3BECTHOCTb
KypaTopa KnueHTa B BaHKe/ynonHOMOYEHHOro COTpyaHUKa baHka M MO cOrnacoBaHUIO C HUM pellaeT
BOMPOC O NPOJo/IKeHMM/6noknuposaHum pabotel KnueHTa B Cucteme;

e B cnyyae komnpomeTtauuu (yTpaTbl, pasrnaweHus) SMS-koga HesaMepauTenbHO NpPouHMOpMUPOBaTh
BaHk no ntobomy KkaHany cBsi3u;

e B cpok He bonee Tpex paboumnx AHen nocne coobuieHust no TesnedoHy o hakTe Komnpometauun Knroven
HanpaBuTb B BaHk Ha 6naHke KnveHTa nucbMeHHoe O6bsCHeHWe CyYMBLIErocs, 3aBepeHHoe
Hafnexalmm obpa3omM NognmucaMu yrnoaHOMOYEHHBIX UL, U NevaTbio KnueHTa (npu Hanvymm). B nucbme
JO/MKHO CofepXaTbCs pacnopshkeHne BaHKy O MpPMOCTaHOBAEHWWM AanbHenwen obpaboTkm 3 go
YCTpPaHeHMs MPUYMH CNyYmBLUErocs v (unm) 3ameHbl KoMnnekTa kioyen;

e B cnyyae npuHATUS pelleHus o 3aMeHe KoMmnnekTa KkoYen, creHepupoBaHHOro fns MepcoHanbHOro
KOMMNblOTepa, CreHepupoBaTb HOBbIM KOMNAeKT K/4yelr CaMOCTOATeNIbHO W HanpaBWTb CBOEro
npepcTaBuTens B baHk ans ero peructpaunn. B cnyvae npuHATUSA pelleHns o 3aMmeHe KomniekTa Kntoven,
CreHepuUpoBaHHOro NoCcpeacTBOM MoBUALHOFO MPUNTOXEHUS, CTEHEPUPOBATb HOBbIM KOMNAEKT Kitouel
CaMOCTOATeNIbHO B COOTBETCTBUU C IHCTpYKLMeN.

Ecnu npousowna KomnpomeTtauus karuen baHka, nocnegHuin 06sa3aH:

e [3BecTuThb KnueHTa o} dakTe KoMMnpomeTaumnu KomnnekTa KnoYen BaHka,
NPoAo/HKEHNN\NPUOCTaHOBNEHMUM paboTbl CucTemMbl U cMeHe KoMmniekTa Katdeilt baHka nocpeacTBom
CuCTeMbI C yKa3aHUEM faTbl M TOYHOTO BPEMEHU CMEHbI BbllLeyKa3aHHOro KomniekTa Kitoyei;
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e [lpousBecTu BHenmnaHoByl cMeHy KomnnekTa kntoyeir BaHka, onybnukoBaTb HOBbIA Koy npoBepKu
3NeKTPOHHOM nognucu n konuto CepTudmkata knwva baHka, cogepxaliero HOBbIM Koy npoBepku
3NeKTPOHHON noanucy baHka, Ha cepepe CUCTEMBI.

3.8. lpu nonyvyeHmu no TenedoHy coobLieHMs O BOSHUKHOBEHUN yrpo3bl KoMnpomeTaumm Kntoyen oT
aBTOPWM30BAHHOIO MO KopoBoW (pase KnueHTa BaHK Hemep/seHHO NpUOCTaHaBAMBaEeT WCMOb30BaHUe
Cuctembl faHHbIM KnveHToM. C 3TOro MOMeHTa onepaLuu NpoBOAATCS TO/IbKO Ha OCHOBAHUW [JOKYMEHTOB,
o opMEeHHbIX B 6ByMa)KHOM BUe.

e [lanbHelwee ucnonb3oBaHne Cuctembl KIMEHTOM BO3MOXHO TO/bKO MOCAEe YCTPaHeHWs yrpos3bl
KoMnpomeTauum kntoyen KnnenTa.

4. NMopsapok npoBepku 3 n 3NN npu pasHornacuax

4.1. [ns paspelweHus CNOpPOB OTHOCUTENbHO MOAMMHHOCTU 3/ Mo 3asiBAEHWI0 3aMHTepPeCcoBaHHOM
CTOpOHbI, Mosiaratolleil, YTo ee MpaBa HapyuweHbl, CTOpoHaMu B [ABYXHefdefbHbI CPOK C AaTbl NMopjayu
3asBneHus cosgaetcs CornacutenbHasi KOMUCCUS, B MPUCYTCTBMM KOTOPOM NPOM3BOAATCS BCE onepauun no
MOAroTOBKE U MNPOBEAEHUIO MpoLeaypbl pa3pelleHns cnopa. B coctaB CornacuMTenbHOM KOMUCCUM
BKJHOYAIOTCA NpefacTaBuTenun baHka B KOIMYeCTBe ABYX YENOBEK U NpeAcTaBuTenn KnmeHTa B KOMYECTBE ABYX
YyenoBek, a B C/lydae HeobxoaMmocTu (no cornaweHuto CTOpoH) — He3aBUCKUMbIe 3KCNepThl. [peacTaBuTenaMu
BaHka 1 KnneHTa MOryT 6bITb Ha3HaYeHbl KakK COTPYAHUKN 3TUX OpraHu3aumui, Tak U MHble KOMMETEHTHble
M@, NOTHOMOYMSI KOTOPBIX MOATBEPXKAATCS COOTBETCTBYIOLMMMN OBEPEHHOCTSIMMU,

4.2. CnopHbiM 3] aABnsietcs 3/, B OTHOWEHUN KOTOporo ogHa CTopoHa npegbsaBasieT NpeTeH3un no
€ro noa/nHHoCTK apyron CTopoHe.

4.3. Mpouenypa NpoBepKu NOAAMHHOCTM 3/ NPOBOANUTCA Ha 060pyAOBaHUN 1 B MOMeLLeHUM BaHkKa.

44, B npucytctBuM uyneHoB CorflacuteNibHOM Kommuccum bBaHk 06s3aH Ha cBobogHOM OT
nporpaMMHoro obecneyeHuss KOMMbIOTEpPe YCTaHOBUTb onepaumoHHyt cuctemy Windows7 u Bblwe K
npefocTaB/ieHHyto upmoli-paspabotunkom 3A0 “UHUCT” nporpammy npoBepku I, ykasaHHyto B n.1.10
HacToswen NHCTpyKummn

4.4.1. CTopoHa, oTCTauBawLWasl NOAIMHHOCTb cnopHoro 3/, obs3aHa npefoCcTaBUTb CMOPHbIN [,
[LencTBOBaBLUIME B MOMEHT co3faHusa cnopHoro 3/ CepTudukaTbl Katoyein CTOPOHbI, NognucaBLlei CNOPHbIN
3, BaHk 06s513aH NpefocTaBUTL camu Knoum NMpoBepKM 3NEKTPOHHON MOAMWCK, 3aMMCaHHble HA CbEMHOM
HocuTene B Buge darnoB B popmate, npuMeHsieMoMm Cuctemol (B cnyvyae ecnu KnneHT He npepocTaBnsieT
crnopHbI 3/, oH NnpegocTaBnsieTcs baHkom).

4.4.2. CTOpOHbI 06513aHbl NPEAOCTaBUTL BCE MMeEtOLWMecs B UX pacnopshkeHnn CepTudunKkaTbl Kaoyen,
MHhOpPMaLMIO O NPOBEAEHHbIX MIAHOBbLIX U BHEMMaHOBbIX cMeHax KomniekTa kitoveli CTOPOH M [OKYMEHTI,
yaocToBepsitowne pakTbl cMeHbl KoMnnekTa kntoyeir. CTOpoHbI Takxe 0683aHbl MPefoCcTaBUTb CyXebHble 3/
CucTeMbl, B KOTOPbIX YKasaHbl aKTbl nonayvyeHus 3 U3 KaHanoB CBA3M W pe3ynbTaTbl UX 06paboTKu
(npoBepkuy).

4.5. YneHbl CorfiacuTeNibHOM KOMUCCUM AO/MKHBI BbINOJIHATD C/IeaytoLmne aencTBus:

4.,5.1. Mpoun3BecTy C NOMOLLbIO MPOrpaMMbl NpoBepku M, ykasaHHoOM B N.1.10 HacTosAweln VHCTpyKumy,
N Kaxpaoro Kntoya nMpoBepKM 3/1IeKTPOHHOM MOAMUCKU, UCMONb30BAHHOIO MpW NognucaHuy cnopHoro [,
onepauuto nposepku 3MT;

4.5.2. Co3paTtb pOTOKON YCTAHOBAEHUS MOAJMHHOCTU 3] - AOKYMEHT Ha OyMakHOM HocuTene,
co3faBaembli CMCTeMON B KavyecTBe pesynbTaTa npoBepku 3l cnopHoro 3[ (manee - MpoTtokon). MpoTokon
JOMKEH cofepXaTb pacrnevyaTaHHble Ha B6yMaKHOM HocuTesne Knwuum NpPoBEpKM 3/IEKTPOHHOM MNOAMMUCH,
MCMOo/b30BaHHbIE 451 YCTaHOBNEHMUS NOAAMHHOCTY 3N, 1 3akntodeHne o6 utorax nposepku M cnopHoro 3.
MpoTokon fo/mKeH 6biTb MOANMUCAH CO6CTBEHHOPYYHO BCeMM YeHamu CorlacuTeNibHOM KOMUCCUY;

4.,5.3. CpaBHUTb Kntoum NpoBepKM 3/1IEKTPOHHOMN nognucu, copepxaumecs B CepTudmrkaTax KnoYen, ¢
COOTBETCTBYIOLWMMN Knto4aMu MNpOBEPKM 3MEKTPOHHOW noanucu, 3adukcupoBaHHbiMM B [poToKone
YCTAHOBJIEHUS NOANMHHOCTY 3T cnopHoro 3/, U yCTaHOBUTb, TOXAECTBEHHbI /I OHWU, BHECTU 06 3TOM 3anuch B
MpoToKon (faHHas 3anncb 3aBepseTcs NognucamMu YineHoB CornacuTenbHoM KOMUCCUK);

4.5.4. YCTaHOBWUTb, ABASANCH N1 KNOYM NPoOBEPKN 3/IEKTPOHHOM MOANUCK AEACTBYIOWMMM Ha MOMEHT
BbipaboTku 3N cnopHoro 3/, 1 BHeCTU 3anucb 06 3ToM B MPOTOKON (AaHHas 3annch 3aBepsieTcs NOANUCIMU
yneHoB CornacuTencHoW komMmuccun). Knoy npoBepKy 3NEKTPOHHON NOANUCHU NPU3HAETCH AENCTBYIOWMM Ha
MOMeHT co3faHua 3l cnopHoro 3[ B cny4vae, ecnu gata co3fgaHus crnopHoro 3 npuxoguTcs Ha Nepuog,
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pencTeus Knwya NpoBepKu 3MEKTPOHHOW mofgnucu. B npoTuMBHOM ciydae Koy NpoBEpKU 31eKTPOHHOW
MoLNUCY NPU3HAETCS HEAENCTBYIOWMM Ha MOMEHT co3gaHus 3.

4.6. CornacutenbHasi Komuccus npusHaeT 3/ MNOAJMHHBIM, €ClM OLHOBPEMEHHO BbIMOIHEHDI
yCnoBus:

e  Kntoum npoBepku aneKkTpoHHoM nognucu B CeptudukaTtax Knoyen u B [poTokone coBnagatoT,
e Bce pesynbtatbl npoBepku 3M1 B [IpOTOKONE NONOXKUTENBHbI,

e CornacuTtenbHas KOMUCCUSI NMpu3Hana Bce Knwoynm npoBepKM 31EKTPOHHON MOAMNUCH, COAepXaliuecs B
MpoTokose, 4eCTBYOWMMM HAa MOMEHT BbipaboTku 3.

e BnpoTtuBHoM cnyyae CornacutenbHas KOMUccUs Npu3sHaeT 3/ HeflehCTBUTENbHbIM.
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