MpunoxeHne N2 4
K O6LLMM YyCNIOBUAM UCNONb30BaHNS
3NEeKTPOHHbIX JOKYMEHTOB

NMHCTPYKLNA
O NOPAAKE B3AUMOAENCTBUS CTOPOH MO OCYLWECTB/IEHUIO OBMEHA 3/IEKTPOHHbIMU JOKYMEHTAMU

1. O6MeH 3NeKTPOHHbLIMU JOKYMEHTaMM

1.1.  [nsa pa6oTsbl B Cucteme Monb3oBaTtenb CUCTEMbI UCMO/b3YET MPOrpaMMHO-TEXHMYECKME CPeACTBa, YaoBNeTBOpsoWMe TpeboBaHuaM, NpMBeaeHHbIM B Cnincke
TEXHWUYECKMX M NPOrpaMMHbIX CPEeACTB, HeobXoaMMbIX ANs paboTsl nogcncTemsl “KnueHt” (ganee - CNncok).

1.2. B npouecce paboTbl Monb3oBaTens CucTeMbl BbiNonHaeT B CUCTeMe cieaytoline AencTens:

e Peructpaums B Cucteme - popmmpoBaHue cneumanbHoro 3 “pernctpaums”, nognmucaHHoro 3l KnueHTta (ganee - 3MK). PaboTa B CUCTEME BO3MOXHA TO/bKO
nocne ycnewHow nposepku 3K cepeepoM CUCTEMBI.

e Pabota c 3], ncxopgawmmm ot KnveHTa, npeanosaraet ¢dopmMmmpoBaHme HOBbIX 3/ Ha ocHoBe 3/, nmetolwmxcs B CucteMe 1 NpeaycMOTPEHHbIX B 3asBieHuun. Ans
Kaxgoro Tvna 3 B CucteMe MMeeTCs COOTBETCTBYIOLLAsl 3KpaHHas dopma. [ AoKyMeHTOB “llnaTeXHoe nopyyeHue” BO3MOXeH MMMopT B Cuctemy cainsios
onpepgeneHHoro baHkom popmaTta. OnuncaHue CTpyKTypbl Paina MMNopTa MMeeTcs Ha cepBepe baHka.

e [lpocTaBneHue ansa kaxaporo 3/ ogHoi unn Heckonbkux MK, Konnuectso MK gns kaxgoro tvna 3/ onpegeneHo B 3asBneHun. Mocne nognvcanus 3/, Bcemu
HeobxoanmbiMu ITMK B COOTBETCTBUM C 3asiBIeHWEM NPOUCXOAUT aBTOMaTUYecKas nepecbiika 3/ B baHk ans ucnonHeHus.

e [lpocMOTp, NeyvaTb, COXpaHeHue B hann nocTynueLnxX U3 baHka 3.
e  Bbixopg n3 Cucremsl.
1.3. Tpouegypa obpaboTku 3] cepBepom CUCTEMbI MPOUCXOAUT CefyLMM 06pa3oM:
e [lo okOHYaHuK dhopmMupoBaHus M Monb3soatenn Cuctemsl NpocTaBnsatoT MK B KONMYECTBE, ONpeaeneHHOM B 3asiB/IeHUN 1 OTNpaBnsioT 3/ B baHk.
e Cepsep baHka nonyyaet 3/ n npoBepseT KOPPEKTHOCTb BCeX nMetoLwmxca B Hem MK,

e OcHoBaHueM ans npuHATUSA baHkom 3/[1, nepepgaHHoro KnneHtom no Cucteme, ABASETCSA HaNM4YME B KOIMYECTBE, YCTaHOB/IEHHOM B COOTBETCTBUMN C 3asBNEHUEM, U
KoppeKTHOCTb Bcex 3K B 3. MNpu nonoxutensHOM pesynbTaTe NpoBepku cepeep baHKa npocTaBnsieT B JOKYyMeHTe OTMETKY O BpeMeHu npuema 3/ n M baHka
(nanee - 3MNB), cBMAETENLCTBYIOLWYO 0 NoayvyeHun baHkom [, 1 coxpaHsieT AaHHbIv 3/ B Cucteme. Mpu oTpuLaTenbsHOM pesynbTaTe npoBepku MK 3MNB6 B [ He
npoctasnsetcs, KnueHT nonyyaet cooblieHne 06 owmnbke cpeactsamm CucteMbl. Knoum NpoBEpKM 31EKTPOHHON moanucu BaHKa v Konuu COOTBETCTBYHOLIMX
CepTudmrKaToB KNOYel pa3MeLlaTcs Ha cepBepe cuctembl https://www.bankline.ru. CepTudmnkat Kntoua npoBepku anekTpoHHON nognucy baHka nognucsiBaeTcs
TOJIbKO YNO/THOMOYEHHbIM NpeacTaBuTeneM baHka. Cpok gencTens KomnnaekTa kntoyein baHka coctaBnseT 5 net.

1.4. Tpouegypbl, onucaHHbie B N.1.3 HacToswWwen MHCTpYKUUN, NpeacTaBnstoT cobol equHbIN 1 HegeNMbliA Ha YacTu npouecc nonyyeHus bankom 3/, He MoryT
6bITb BbIMOMHEHbI B p,pyroi/'l nocnenoBaTeibHOCTM U paCCMaTpUBaTbCA HE3AaBUCUMO APYTr OT gpyra.
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1.5. [JOKyMEHT cuMTaeTcs nepegaHHbiM KnveHTOM B BaHK, €C/i OH COXpaHeH B apXuBe UCXOAALMX AOKYMeHTOB KnveHTa Ha cepBepe baHka. KnneHT moxeT
COXPaHMUTb N060IN UCXOAALLNIA BOKYMEHT B (halin ans BefeHus cCO6CTBeHHOro apxmnBa. daiin gomkeH cogepxatb 3K, oTMETKyY 0 BpeMeHu npueMa gokymeHTa baHkom v 3Mb.
®daiinbl ¢ cepBepa baHka 1 U3 apxvBa KnmeHTa MOryT 3aTeM UCMOJb30BaTbCs NPY NpoLueaype paspelleHns pasHornacuii Mexgy CtopoHamu.

1.6. MNepepaHHbIi KnneHToMm B BaHk 3/ B KaXX bl MOMEHT BPeMeHU UMeeT Ha cepBepe baHka onpegeneHHbI CTaTyC C OTMETKOM BPpeEMeHU ero noayyeHuns. Ctatyc
3] un3meHsieTcst BaHKOM. KNMEHT uMeeT BO3MOXHOCTb MOCTOSIHHO MOJy4aTb Ha cepBepe BaHka MHdopmaunio 06 M3MeHeHUM cTaTyca (B TOM YUC/Ie O BPEMEHMU €ro
N3MeHeHus) nepepaHHoro B baHk 3[. CepBep baHka npucBanBaeT NosyyYeHHbIM oT KnneHTa 3/ cnegytowime cTaTychl:

e  PybneBble NnaTeXHble NOPYYeHUs:
o “nony4yeH baHkom”;
o  “AOKYMEHT OTMpaBneH Ha UCMONHeHne”;
o “Bovepeamy onepaumoHucTa”’/ “obpaboTka ycnewHo 3aBepLieHa ... ;
o “obpaboTaHo 6e3 oWMBOK” nK “06paboTaHO C OLMBKOI” C yKa3aHMEM NPUYMHBI, MO KOTOPOI JOKYMEHT OTBEPrHYT;
o “BK/oYeH B peic ans PKL”;
e OcTanbHble TUMbI JOKYMEHTOB:
o “nonyyeH baHkom”;
o  “MOKYMEHT OTMpaBneH Ha UCMONHeHne”;
o “BouepepuyonepaumoHucTa”/ “obpaboTka ycnewHo 3asepLieHa ...

o “obpaboTaHo 6e3 ownboK” unun “0bpaboTaHO € OLIMOKON” C yKa3aHUEM NPUYMHBI, O KOTOPOW JOKYMEHT OTBEPIHYT.

CTOpOHbI NPU3HALOT, YTO HaANeXawum yBegomaeHnem baHkom KnueHTa o npueme K ucnonHeHuwo 3/ KnveHTta bypeT ABASTbCA npucBoeHne baHkom 3/ KnveHTa
CcTaTyca “QOKYMEHT OTnpaBfieH Ha MCnofiHeHue”, a npu pabote B [enosutapHoMm mopyne CucTeMbl - nonyyeHne KaneHToM AoKymeHTa Tuna «CTaTyc obpaboTku
pacnopshxeHusi/3anpoca», B KOTOPOM yKa3aHo, YTo cTaTyc 06paboTku cooTBeTCTBYOWero 3 KnneHTa «[IPUHSATO K UCMOTHEHNIO.

BaHk nHbopMupyeT KnneHTa 06 ncnonHeHun kaxgoro 3 KnveHTa nytem HanpasneHus KMeHTy COOTBETCTBYHOLET0O YBeAOMIEHUsI MocpeacTBoM CUCTEMBI.

MpumeyvaHume: MNepeyeHb 1 onNucaHne ctatycos 3/, npucBanBaembix cepeepomM baHka B [lenosntapHom Mopyne CucTeMbl, MpUBEAEHbI B PYKOBOACTBE NO/b30BaTens
[Jeno3utapHoro mogyns Cuctemol.

1.7. Npwu popmupoBaHun 3, ans KnneHta baHk npoctasnset B Hem 3Mb. 3] cunTaetcs nepegaHHbiM baHkom KnueHTy, ecnn oH nognucaH 3B 1 BbIIOXEH Ha
cepBep baHka, TO ecTb UMeeTcs B cnucke Bxogawmx 3[ KnueHTa Ha cepBepe BaHKka. KAMeHT MOXeT coxpaHuTb no6oiN Bxogswmii AOKYMEHT B daiin gns BeaeHus
cobCcTBEHHOrO apxmBa. Painbl apxmMBa MOryT 3aTeM MCMNOb30BATLCS NPU Pa3peLleHn pa3Horiacui.

1.8. BaHK dUKCUpPYeT 3NEKTPOHHbIE apXMBbl NOMyYeHHbIX OT KnueHTta 3/, cogepxalymx MK n 3B, n goctaBneHHbix KnneHTy 3/, cogepxalymx 3MB, 1 xpaHUT nx
cnocobom, obecneunBatownm KnnmeHTy goctyn K gaHHbIM 3/ Ha cepBepe BaHka.

1.9. KnueHT c nomowbto nporpammbl nposepku 3 CryptoManager.exe, yCTaHOBNEHHON Ha lMepcoHanbHOM KOMMbIOTEPE, UMEET BO3MOXHOCTb B /060 MOMEHT
BpeMeHu nposepuTb IMB n MK noboro daina apxmea. BeiweykasaHHas nporpamMMa npoBepku 3 No3BoNsSEeT BbINOHATL NPoBepKy TunoB 3l (pasgen 3 HacTosLien
WMHCTpyKLMK), pa3peLleHHbIX A8 UCNonb30BaHMs B Cucteme.

1.10. Mporpammy npoepku 3 CryptoManager.exe MOXHO nonyunTb y dupMbl-paspaboTumka Cuctemsl - 3A0 “UHUCT” (SluyeHsma ®CB Poccun N2 12818H ot

16.04.2013), 3aperucTpupoBaHHON No agpecy 115035, r. MockBa, KocmopgamuaHckas Hab., 0.40-42, cTp.3.
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2. Mopagok nosyyeHUsl, 3aMeHbl U XpaHEHUS K/TIOYEN

2.1. [Ans KomnnekTos KJ'I}O‘-Iel\/'I, creHepupoBaHHbIX Ans pa6OTbI Ha nepCOHaﬂbHOM KOMMNblOTEPE KnneHTamu, OTHOCAWMMNCS K KOpPNOopaTUBHOMY CErMeHTY:
2.1.1. KnueHT MOXxeT reHepupoBaTtb KomnnekTbl kKntoyei ceoux MNonbsoBateneit CUCTEMbI COFIacHO 3asiBAEHMIO C NOMOLbIO NPOrpaMMHbIX CPEeAcCTB,
npeaoCTaB/IEHHbIX BaHkoM, Ha USB-TOKeHax C MICNOMb30BaHMEM CBOUX TEXHUYECKUX CpeAacTs.

2.1.2. Knto4 NpoBepKU 3/1eKTPOHHOM noanucu kaxgoro MNonb3osaTtens CucteMbl peructpupyeTtcs BaHkoM Ha OCHOBaHMM nognucaHHoro CTopoHamu
CepTudukaTta Knwova.

2.1.3. Cpok gelicTBua KomnnekTa kntoyeit ykasbiBaeTcs B CepTudurkaTte kntova. Cpok geiicTens KoMniekTa Kioyen He MOXeT MPeBblLLaTb CPOK AeACTBUS
nosHomMouni Monb3oBatenss CUCTEMbI B COOTBETCTBUM C JOKYMEHTaMu, MOATBEPXKAAOLLMMM €r0 MOJHOMOYMS. B ciiyvae eciv ncxoas U3 npeactaBieHHbIX KnneHToMm
LOKYMEHTOB He MPefCcTaB/IeTCsi BOSMOXHbIM YCTaHOBUTb CPOK AeCTBUS MOIHOMOYMI Monb3oBaTenst CucTteMbl, CPOK AencTBMS KOMMNIEKTa KNtoYeln He MOXET NPEeBbILLATh
Tpex fieT. [lo UcTevyeHusl yCTaHOBEHHOIo cpoka KnneHT 0643aH MHULMUMPOBATh npoLeaypy cMeHbl KoMNneKToB Kitoueid. Mo 3asBneHnto KnneHTa, HanpaeneHHoMy B baHk B
npounssBonbHoM hopme cpeacTBamm CUCTEMbI 0 OKOHYAHUS CPOKa AencTBMs KoMnnekTa KntoYen, ero gencreme MoxeT 6biTb MPOAIEHO Ha CPOK He bonee 3 mecsiLes. Mo
NMHuumaTuBe KnmeHta KOMMNEKT KoYel MOXET 6bITb 3aMeHeH B /10601 MOMEHT ero gencreums. Kaxapbii HoBbi CepTudurKaT KAkYa, nognmcaHHbii CTopoHamu,
aBTOMATUYECKM OTMeHsIeT feincTBue CepTudmrkaTa Katova gaHHoro Mosib3oBaTenst CUCTEMbI, BbIMYLLEHHOMO paHee.

2.1.4. OcdopmneHHble co cTOpoHbl BaHka CepTudurKaTbl Kntouen KnneHTa BpyyYaoTCs yNonaHOMOYeHHOMY npefctaButento KnueHta nnbo Hanpasnsitotcs KnneHTty
nocpeacTBOM MOYTOBOW CBA3M MO agpecy KnueHTa, ykazaHHoMy B [loroBope. . CepTudurKaTbl KNHOYEN SOMKHBI XPaHUTLCS Y Kaxaoin n3 CTOPOH He MeHee NATY NeT nocse
OKOHYaHUs UX CPOKa JENCTBUS.

2.1.5. Bcnyyae nHdopmmposaHus baHkom KnveHTta B CucteMe 0 HEOBXOAUMOCTH OCYLLEeCTBUTb 3aMeHy USB-ToKeHa COOTBETCTBYOLEro TUNa, KnueHT 06s3aH
ocywecTBUTb 3aMeHy USB-TokeHa. C MoMeHTa MHdopMrpoBaHus BaHkom KnveHTa B CuctemMe o0 HEO6X0AMMOCTU OCyLecTBMTbL 3aMeHy USB-TokeHa, reHepauns KomniekTos
KtoYel ¢ nomoLbio USB-ToKeHa, MoA/iexallero 3aMeHe, He OCyLLEeCTBSETCS.

2.2. ﬂ,}'l‘;l KomnnekTtos KJ'HO‘-IeI7I, creHepupoBaHHbIX Ans pa6OTbI Ha nepCOHaﬂbHOM KOMMNbHOTEPE KnneHTamun, OTHOCALWMNMUCA K CETMEHTY npep,anHMMaTenel}i:

2.2.1. KnMeHT MOXeT reHepupoBaTb KomnnekTbl Ktouel cBoux Monb3oBaTeneir CUCTEMbl COTMMAacHO 3asiBIEHMIO C MOMOLLbIO MPOTrPaMMHbIX CPefcTB,
npepocTaBfeHHbIX BaHkoM, Ha USB-TOKeHax WAM MHbIX HOCUTENsX MHMOopMauum (KECTKMN OUCK, CbeMHble HoCcUTenu (dnew-naMaTb, BHEWHWUIA BUHYECTEp) U T.M.) C
MCMONb30BaHNEM CBOUX TEXHUYECKUX CPEACTB.

2.2.2. MMepBblii Kntoy NpoBepKy 3M1eKTPOHHOW nognucu kaxgoro Monb3oBaTens CucteMsl perncTpupyeTcs baHkoM Ha OCHOBaHWM nofgnucaHHoro CTOpoHaMm
CepTudukaTa kntoya, opopmMaeHHOro Ha 6yMaKHOM HocuTene.

2.2.3. Bropoi 1 nocnegyrowmnin Knoym npoBepKu 3/1eKTPOHHOW NOANNCK perucTpupyeTcs baHKoMm Ha OCHoBaHMM noanucaHHoro CtopoHamu CepTudukaTta Kitova,
0hOpMIEHHOT0 Ha ByMaXXHOM HOCUTESNE, UM HAa OCHOBaHMWM 3/1IEKTPOHHOO 3anpoca Ha Bbigavy CepTudmkaTa Kitoda, NoanmMcaHHOro AeNCTBYHOLWEN HA MOMEHT NOAMMCAHNS
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3N1eKTPOHHON nognuckto Monb3oBaTtens CucTeMbl, M HanpaBaeHHoro B BaHk ¢ ucnonb3oBaHveM CucTembl. Monb3oBatent CucTeMbl fomKeH 061a4aTh NOJHOMOYMAMU Ha
HanpasneHue B BaHK COOTBETCTBYIOLLErO 3/1eKTPOHHOMO 3anpoca 1 NoAnuch Takoro Monb3oBaTens fo/KHA 6bITb BK/IOYEHA B KAPTOUYKY C 06pasuaMu nognuncein 1 oTTucka
nevyaTen, felcTBytowWen k cyeTy KnveHTa, obcnyxnsaemomy B pamkax [lorosopa, B cnyvae ee oopmneHus. Mpu 3Tom, BaHk Bnpase 3anpalwmnBaTth, a KnveHT 0653aH no
3anpocy baHka npegocTaenaTh B baHK fOKyMeHTbI (B BUAE NOAAMHHUKOB UM Hag/lexalinM o6pa3oM 3aBepeHHbIX KONWiA), NoaTBEPXKAaoWmMe nofHoMoumns Monb3oeaTens
Mo HanpaBneHWUo B baHK 31eKTPOHHOrO 3anpoca Ha Bbigady CepTudukaTa Kntova.

2.2.4. Cpok peicteBus KomnnekTa kntoueln onpepensietcs baHkoMm v ykasbiBaeTcs B CepTudmkate kntoya. Cpok feicTBus KomnnekTa K/toYen He MoxeT
npeBblWaTb CPOK AeCTBUS NOAHOMOYMI Monb3oBaTens CUCTEMbl B COOTBETCTBUM C [LOKYMEHTaMM, NOATBEPXAAOWMMM ero nojsHoMouus. B cnyyae, ecnm ncxogsa us
npeacTaBieHHbIX KNMEeHTOM [OKYMEHTOB He NMPeAcTaBsieTcsl BO3SMOXHbIM YCTAaHOBUTbL CPOK AeNCTBUSI MosiHOMouYuin Monb3oBaTtens CucTeMsl, CPOK gercTBrs KomniekTa
KMtoYye He MOXeT npeBbllaTh Tpex neT. [lo UCTeYeHUs YCTaHOBMIEHHOro Cpoka feicTBusi KomnnekTa kntouvel KnveHT 0653aH MHUMLMKMPOBATL Mpouesypy CMeHbI
KomnnekToB ktouent. Mpu 3ToM, 0 OKOHYaHMS cpoka fencTBusi KomnaekTta kntovel KnneHT MOXeT NpoainTb ero feicTBMeE Ha CPOK He 6osiee 3 (Tpex) MecsiLeB, HaNnpaBuB B
BaHk 3asBneHne nocpeactBoMu Cuctembl. o nHuumaTmee KnveHTa KOMNIEKT KItoYel MOXET OblTb 3aMeHeH B /1060 MOMEHT ero aencTeus. Kaxgbiii HoBbii CepTudukat
K/toYa, MofANMcaHHbI BaHKOM, aBTOMaTUYeCKN OTMeHseT aeicTere CepTudukaTa Kntova gaHHoro Monb3oBaTtenst CUCTEMbI, BbIMYLEHHOMO paHee.

2.2.5. OcbopMieHHble CO CTOPOHbI BaHka CepTuduKaThl Kntodein KnmeHTa Ha 6yMaXKHbIX HOCUTENAX BPYYaKTCS YNOIHOMOYEHHOMY NpeacTaBuTeNto KnmeHTa nimbo
HanpaenawTcs KnMeHTy nocpeacTBOM NOYTOBOM CBA3M Mo aapecy KnuneHTa, ykazaHHoMy B [loroBope. CepTuduKaTbl KNoYeln fOMKHbI XpaHUTbCA Y Kaxgon n3 CTOPOH He
MeHee NATU NIeT NoC/e OKOHYaHUS UX CPOKa AeNCTBUS.

2.2.6. Mpwv NOCTYNNEHUN 31EKTPOHHOIO 3arnpoca Ha Bbigayy CepTudurkaTta Kntoya, NognMCcaHHOro AeCTBYIOWEN Ha MOMEHT NMOANUCAHUS NEKTPOHHON MOAMNUCHIO
Monb3oBatensi Cuctemsbl, BaHK HanpaBnseT KnueHTy c wcnonb3oBaHuem Cuctembl CepTuduKkaT KkoYa, NOANMCAHHBIA 3NEKTPOHHON MOAMUCHI0 YNOSHOMOYEHHOO
npegctasuTens baHka. Mpu atom KnneHT BnpaBe 06paTnThcs B baHk ¢ Lenbto nonyyeHus konum CeptudurkaTa Koya Ha ByMaHOM HocuTene, 3aBepeHHoN BaHKoM Kak
YAOCTOBEPSIOWMM LLEHTPOM.

2.2.7. B cnyyae nHdopmupoBaHusa baHkom KnveHTa B CucTeMe o NpeKpalleHmm gencteust nMetowterocs y KnveHta USB-ToKkeHa COOTBETCTBYOLWEro Tuna, KnmeHT
[,0/KEH OCYLLeCcTBUTb NpoLeaypy CMeHbl KOoMNNeKkToB kntovei cBoux Monb3oBaTteneit CUCTEMBI:

- NyTeM reHepupoBaHMs KoMnnekToB Kitoyelr cBoux Monb3oBateneit CUCTEMbl Ha UHbIX HOCUMTENAX MHopMaLMM (KeCTKUIN AUCK, CbeMHble HocuTenn (dnew-
naMsTb, BHELWHWIA BUHYECTEP) U T.M.) C UCMOJIb3OBAHNEM CBOUX TEXHUYECKUX CPEeACTB, Mbo

- NyTeMm ocyllecTBneHUs 3aMmeHbl USB-TOKeHa, nocpecTBOM obpalleHus B noapasgesneHune baHka.

2.3. Ans KoMnnekTa KYen, CreHeprMpoBaHHOIo NocpeacTBoM MobuALHOIro NPUNOXeHUs:

2.3.1. MNonb3oBaTenb BrnpaBe reHepnpoBaTb KoMnnekT Knoyen gns MobUIbHOrO NPUIOXKEHMS C MOMOLLbI NMPOrpaMMHbIX CPeaCcTB, NPeAoCcTaBAEHHbIX BaHKoM,
npv Hannuum gencTeytolero KoMmnaekTa KYel, CreHepupoBaHHOro A5 paboTsl Ha MepcoHabHOM KOMMbIOTEPE.

2.3.2. Cpok pgeiictBus KomniekTa Kwouel ykasbiBaeTcss B CepTudmkate knwoda. Cpok fencteus Komnnekta Kioueil, CreHepuMpoBaHHOMO MOCPefCTBOM
Mo6MABbHOFO NPUNOXKEHUS, HE MOXET MPEBbIWATL CPOK AelCTBUS KomniekTa katoyen Monb3oBaTens, creHepnpoBaHHOMo s paboTbl Ha MepcoHanbHOM KoMMbloTepe. [o
MCTEYEHNs YCTAaHOBNEHHOTrO cpoka KnneHT 0643aH MHMLMMPOBaTb NpoLeaypy cMeHbl KomMnaekToB Ktoyen. Kaxablii HoBbIV CepTudumKaT Ktoya, nofnucaHHbii CTopoHamuy,
aBTOMaTUYeCKM OTMeHsIeT gencTBue CepTudukata katova gaHHoro Monb3oBatens CucTeMsbl, BbINYLLEHHOMO paHee.
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2.3.3. Cratyc 3N Monb3oBatens CucTeMbl, CreHEPUPOBAHHOW MoCpeacTBOM KomnnekTa kitoyeln ans MobusibHOro npunoxeHusi, cootsetcteyeT CraTycy 30
Monb3oBaTtens CucTeMbl, yKa3aHHOMY B 3asiBNeHUW, Npu reHepauny KomnaekTta kawdein Ha USB-TOKEHAxX MM UHBIX HOCUTENsX UHdopMaLmum (KeCTKUI ANCK, CbeMHbIe
HocuTenu (new-namMaTb, BHEWHUA BUHYECTEP) U T.M.) .

2.4, 0Ob6s3aTenbHas 3aMeHa KoMnekTa Kntoyein NpoBoANTCS B CEAYIOLMX CyYasX:
® ICTEK CPOK fercTBMA KoMNneKTa Kiyel;

e fipousouwna KOMI'IpOMeTaLlMFI KntoYen.

2.5. B cnyvae nuwenus KnueHntom Monb3oBaTtens Cuctemsl npaBa nognucbiBaTe 3M 3/ cooTBeTCTBYOWME KOMNAEKTBI K/HOYEN BbIBOAATCS U3 AENCTBUS Ha
OCHOBaHMM NMCbMEHHOr O 3asBneHns KnueHTa unm 3 ceobogHoro dopmaTa, HanpaBneHHoro B baHk nocpeactBoM CUCTEMbI U NOANUCAHHOMO YNOAHOMOYEHHbIM INLOM
KnueHTa.

2.6. BaHk BnpaBe aHHynupoBaTb CepTudurKaT KNtoYa B CleAyroLWwmnx cnyyasx:

® He NoATBEPXKAEHO, YTO Bnageney CepTudukata KtoYa BNafeeT K4OM 31eKTPOHHOM NOAMNUCH, COOTBETCTBYHOLLMM KIHOUY NPOBEPKU 3NEKTPOHHO W Nognucuy,

yKa3aHHOMY B TaKOM cepTudmKare;
® YCTAHOB/IEHO, YTO coflepXaluiics B CepTudukaTe Koy npoBepkn 3T yxe COAEpKUTCS B UHOM paHee co3gaHHoM CepTudukare Kioya;
® BCTYMUJIO B CUNY PeLIEHUNE CYAa, KOTOPbIM, B YaCTHOCTM, YyCTaHOB/IEHO, YTO CepTUdUMKAT K/toUa COLEPHKUT HEAOCTOBEPHYIO MH(OPMaLIMIO.

WMHdopmauus o npekpaweHun gericteus CeptudurkaTa Kitoda BHOCUTCS BaHKOM B COOTBETCTBYOLWMIA peecTp CEPTUPUKATOB B CPOK, YCTAHOBMEHHbIV AENCTBYOLMUM

3aKOHOJaTenbCcTBOM Poccuitickon degepaunn.

3. Ob6ecneyeHue 6e3onacHoOCTU npoueaypbl obmeHa AOKYME@HTaMu
3.1. be3onacHoCcTb 06MeHa 3/} focTUraeTcs 3a CYET NPUMEHEHUS CNEAYIOLLNX CPeaCTB:
3.1.1. Aina NepcoHanbHOro KOMMbTEPA:

e CpepacTBO KpunTorpaduryeckon 3awmtbl MHGopmauun (CK3M) Ha 6a3e MporpaMMHOro Komnnekca «bukpunT 5.0.» (BapuaHT ucnonHexus 2), paspabotaHHoro 000
dupma «MHpoKpunT» (cepTudumkaT cootBeTcTBUS PCH PO CdH/114-3021 0T 30 flekabps 2016 rofa). KNMeHT, OTHOCALWMIACS K CErMeHTY NpefnpuHUMaTenei, uMeeT npaBo
BMecTo USB-TOKEHOB MCMONb30BaTh A5 XpaHeHust Kntoya 3/1eKTPOHHOW MOAMUCU UHble HOCUTeNW MHbopMaunm (KECTKUIA BUCK, CbeMHble HOCUTENWN (OMTUYeCKMne
OMCKK, drew-namMaTb, BHEWHUIA BUHYeCTep) U T.n.). KnueHT yBegomneH bBaHKOM O TOM, Y4TO mMcnofib3oBaHne BMecTo USB-TOKEHOB MHbIX HOCUTenen mMHdopmaumum
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CYLLeCTBEHHO CHMXaeT ypoBeHb 6e30MacHOCTH Npu obMeHe 3/ 1 NONHOCTLIO OCO3HAET BO3HUKalOLWMe NPU 3TOM PUCKU. BaHK He peKOMeHAYEeT NCMNOb30BaHMe N6bIX
HocuTenel nHdopMaLmm 3a UckdeHnem USB-TokeHoB.

Wcnonb3soBaHmem CK3U «KpuntoTokeH 3M 2» B cocTaBe USB-TokeHoB JaCarta FOCT/JaCarta-2 FOCT, pa3paboTtaHHbix 3A0 «AnnaguH P.[.» (cepTudrkaT COOTBETCTBUS
®CB Poccum N2 Cd/124-3473 ot 10.08.2018 1 1 N2 CP/124 - 3502 oT 11.09.2018 r.). Kntoy 3/1€KTPOHHOM MOANUCU HUKOTAA HE NOKMAAET BHYTPEHHEN 3alMLLEHHON NaMATH
USB-TokeHa. MeHepaumsa 1 xpaHeHue Kntoya 31eKTPOHHOM MOAMNUCKU, a Takke NognucaHme AOKYMEHTOB NMPOU3BOAMTCS BO BHYTPEHHeN 3almuieHHon namatu USB-
ToKeHa. flocTyn K Kftouy 31eKTPOHHOW NOAMMCU OCYLLECTBISETCS C UCMOb30BaHUEM Maposis. KIneHT, OTHOCAWMINCS K CEerMeHTy npegnpuHumaTenein, nMeeT npaBo
BMecTo USB-TOKEHOB MCNONb30BaTh A5 XpaHeHUs Knro4va 3n1eKTPOHHON MOANUCK UHble HOCUTENN MHGOopMaUMn (XKeCTKMI ANCK, CbeMHble HocuTenu (dbnew-namMaThb,
BHELWHWIA BUHYeCTep) U T.M.). KnueHT yBegomiieH baHKOM 0 TOM, YTO MCMoJsib30BaHMe BMecTo USB-TOKEHOB MHbIX HOCUTENen MHDOPMaLnM CYLLeCTBEHHO CHWKAeT
ypOBeHb 6He30MacHOCTY Npy o6MeHe I/ 1 NOHOCTbI0 OCO3HAET BO3HMKAILWME NMPY 3TOM PUCKU. BaHK He peKoMeHZyeT NCMo/ib30BaHMe JIlbbiX HocuTene nHdopmaLmm
3a nckn4vyeHnem USB-TokeHOB.

WndpoBaHMa AaHHbIX B TENEKOMMYHWKAUMOHHbIX KaHanax ¢ ucnonb3oBaHuem CK3W Kpuntollpo CSP Bepcun 4.0 u Bblwe. [N 3awuTbl AaHHbIX OT
HEeCaHKLUMOHMPOBAHHOIO JOCTYNa B TeIEKOMMYHMKaLMOHHbIX KaHanax ucnonb3yetca npotokon Transport Layer Security (TLS v. 1.2, RFC 2246 1 Bbiwe?).

e YpocToBepeHus npuHagiexHoctn cepepa Cuctembl MAO POCBEAHK ¢ nomolybto cepTudmkaTa, BoigaHHoro NAO POCBAHK akkpegMToBaHHbIM Y10CTOBEPSHOWMUM
ueHTpom 000 "KPUMTO-MPO".

3.1.2. Ans Mo6bunbHOro NpUNoXeHNS:

e CpefctBa Kpuntorpaduyeckon 3awmuTbl MHMOPMaLUM C UCMNONMb30OBaHMEM anroputma RSA ans 3awmThl AaHHbIX OT HECAHKLMOHMPOBAHHOroO foctyna B
TENEeKOMMYHMKaLMOHHbIX KaHafax ncnonab3yeTtcs npotokon Transport Layer Security (TLS v.1.2, RFC 2246), NnpuMeHst0TCA KpunTorpaduyeckme MexagyHapogHble
anropuTMbl WncdposaHus RSA (3072 bit), obmeHa kntouelt no anroputmy Auddu-XennmaHa, xalMpoBaHUs B COOTBeTCTBMM ¢ SHA 512.

e CummeTpuyHoe wudpoBaHue AES c gavHol knwoya 256 bit., reHepaums v xpaHeHue Kntoua 31eKTPOHHOW NOANMCH, @ Takxe nognucaHve d[] Npou3BOAUTCS BO
BHYTPEHHEN 3aluLeHHON naMaTu MobunbHoro yctponctea. KnneHT yBegomneH BaHKkoMm o ToM, 4TO mcnonb3oBaHue BMecTo USB-TOKEHOB MHbIX HOCUTEnen
MHbOPMaLMMN CYyLLeCTBEHHO CHMXAET ypoBeHb 6e3onacHOCTM npu obmeHe 3[] U NONHOCTbIO OCO3HAET BO3HMKaloLWMe Npu 3TOM pUCKU. BaHK He pekomeHpayeT
MCMOMb30BaHME NOBbIX HOCUTENeN MHPOPMaLMK, NpegHa3HavYeHHbIX AN FeHepaLuuy 1 xpaHeHus kntoya 3, 3a ucknverHrem USB-TOKeHOB.

3.2.  KnueHTy pekomeHgyeTcs obecneynTb KOMMAEKC OPraHU3aLMOHHO-TEXHUYECKUX Mep, HanpaB/iEHHbIX Ha BbINOTHEHME CefyroWwmxX TpeboBaHmii 6e3onacHoCTy:

3.2.1. Ans paboTbl Ha MNepcoHanbHOM KOMMbOTEpPE:
e  OpraHW30BaTb BblfeNEHHbI KOMMNbIOTEP NOACUCTEMbI «KNNEHT», TPpeaHa3HAaYeHHbIV UCKTYNUTENIbHO Ans paboTbl ¢ BaHKoM;
e [eHepauMio M XpaHeHue KNto4eBon MHopMaLMK, a TaKKe NognucaHme JOKYMEHTOB MPOU3BOANTb C cnonb3oBaHnem USB-TokeHoB JaCarta FOCT/JaCarta -2 FOCT;

e B cnyyae reHepauuu KnneHTOM, OTHOCSLLMMCS K CETMEHTY npefnpuHuMaTeneid, Knoyei 31eKTPOHHON Nognucu cBoux Monb3oBaTenei Ha HOCUTENN, OT/IUYHbIE OT
USB-TOKEHOB, OCYLLEeCTBAATb 3KCN/yaTauuo paboyero mecta n obecneyeHune ero 6€30MacHOCTM OPraHM3aLUOHHbIMU U TEXHUYECKUMU MEpaMu B COOTBETCTBUM C
TpeboBaHUAMM SKCNyaTaunoHHOW gokymeHTaumel gns CK3W «bukpunt 5.0» ansa knacca KC1: «CpeactBo kpunTorpaduyeckon 3awmTbl nHgopmauun «brukpmnTt

' PekomMeHayeTca Mcnonb3osarth Bepcuio TLS v.1.2.
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5.0». MpaBuna nonb3oBaHusi» (MH®K.11485466.4012.027.31). [aHHbIi [OKYMEHT pa3MelleH Ha oduumanbHoMm caiiTe baHka B ceTu MHTepHeT no appecy
http://www.rosbank.ru.

e BBeCTU OrpaHMyeHne CETEBOI0 B3aUMOAENCTBUS KOMMbIOTEPA NOACUCTEMbI «KIMEHT» TONBKO C HEO6XOAMMbIM LOBEPEHHBIM NepeyHeM IP-agpecos;

o [lpoBepsATb, YTO YCTAHOB/IEHO 3alumiLeHHOe TLS-coeguHeHne ¢ odurLmanbHbIM pecypcom cepBuca https://www.bankline.ru

e CpepctBammn noacucteMbl «KnmeHT» 3akpenuTb 3a [Monb3oBaTensamu Cuctemsl IP-agpec/cnvcok IP-agpecoB KOMMblOTEPOB noacucTemMbl «KaMeHT» B Lensx
obecrneyeHnst KOHTPOJIS HAa CTOpPOHe BaHkKa;

e (0b6ecneunTb Ha BbIAEIEHHOM KOMMblOTEPE HanM4yMe CPefAcTB 3alyMTbl OT BPEAOHOCHOrO MPOrpaMMHOro obecneyeHusi, X paboToCNOCOBHOCTL U
perynsipHoe 06HOBNEHME;

e UCKNOYUTL Ha BblAE/IEHHOM KOMNbOTEpPeEe OTKPbITUE MNCEM C BNOXEHNAMU, MNONTYHYEHHBIMU OT HEN3BECTHbIX NTN HEJOBEPEHHbIX NCTOYHUKOB;

e ObecneynTb UCNONb30BaHUE UCKTOYNUTENBHO NTNLEH3MOHHOIO MPOrPaMMHOro obecrneyeHuns 1 onepaumoHHON CUCTEMBI;

e  OpraHu30BaTb PeryisipHyto yCTaHOBKY O6GHOBEHMI 6€30MacHOCTY MPOrpaMMHOro obecrneyeHns 1 onepauuoHHON CUCTEMDI;

e  /CKNOYMTb UCMOMb30BaHME CPEACTB YAaNeHHOT0 aiMMHUCTPUPOBaHMS;

e 0ObecneynTb MPpUMEHEHME NTNLEH3NOHHOIO MEXCETEBOIO 3KPaHa (4ONyCKaeTCs NCNOoNb30BaHNE NEPCOHANbHOMO MEXCETEBOIO 3KPaHa;

e  BbIMOAHMTL KOMMNAEKC OPraHN3aUMOHHbIX MEPONpPUATUI MO obecneyeHnto MHOpPMaLMOHHOW 6e30NacHOCTM (HacTpolika 6e30MacHOCTM onepaLMOHHOM CUCTEMDI,
orpaHuyeHune NpaB AoCTyNna MHGOPMALMOHHOW CUCTEMbI, OPraHn3aLMs MAPOIbHON 3alMTbl, MOAIOTOBKA NpoLeayp pearnpoBaHusi Ha MHLUUAEHTHI U T.1.);

e KoHTponunpoBaTh cobntogeHmne TpeboBaHni 6e30MacHOCTMU.
3.2.2. Ans paboTbl ¢ MOGUABHBIM YCTPONCTBOM:
e ObecneynTb UCNONb30BaHUE UCKTOYNUTENBHO IMLLEH3MOHHOIO MPOrPaMMHOro obecrneyeHuns 1 onepaumoHHON CUCTEMBI;
e  OpraHuW30BaTb peryfsipHyto yCTaHOBKY O6HOBEHWI 6€30MacHOCTY MPOrpaMMHOro obecneyeHns 1 onepaumoHHOM CUCTEMDI;
e MCKNOYMTb NCMOMb30BaHMeE CPeACTB YaaNeHHOro aiMMHUCTPUPOBaHMS;

e  BbIMOAHMTL KOMMAEKC OPraHN3aLUMOHHbIX MEPONpUATUIA Mo obecnevyeHUto MHDOPMaLMOHHOM 6e30nacHOCTU (HaCcTpoiika 6€30MacHOCTN ONEPaLMOHHON CUCTEMBI,
orpaHuyeHune nNpaB AoCcTyna MHGHOPMALMOHHOW CUCTEMbI, OpraH13aL sl MaposibHOMN 3aLUThI);

e KoHTponunpoBaTh cobntogeHne TpeboBaHuii 6e3onacHoOCTY;
e 0ObecneynTb HaNM4Me aHTUBUPYCHOIO NPOrPaMMHOro obecneyeHus.

3.3. Tonb3oBatenn CUCTEMbI, yNTONHOMOYEHHbIE UCMONb30BaTh CucTeMy KiMeHTaMu, OTHOCSALMMUCS K CErMEHTY npegnpuHumaTenei, 4omxHbl B CucTemMe BBECTU
HoMep TesiechoHa COTOBOM CBA3U AJ1 MOYyYEeHNs Ha YKa3aHHbIN HoMep MHMOPMALMOHHbIX COOBLLEHWI B COOTBETCTBUM C [JlOrOBOPOM.

3.4. KnueHT oba3aH:

e VcknounTb nosiBfeHve Ha lepcoHanbHOM KoMmmbloTepe Manm MobunbHOM YCTpOMCTBE NogcucTemMbl “KnneHT” BUPYCOB M ApYyrux NporpamMm [ecTpyKTUBHOMO
[ENCTBUSA, KOTOPblE MOTYT PaspywuTb UauM MoauduUUMpoBaTb NporpaMMHoe obecrieyeHne MOACUCTEMbI, CKOMNPOMETUPOBaTb Katyu Monb3oBaTens Cuctemsl
MoCPeACcTBOM NPUMEHEHMNS NMNLIEH3NOHHBIX CPEACTB 3alMTbl OT BPEAOHOCHOIO KOAA U PEryNsipHOro X 06HOBNEHNS;
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e  /CKNHOYMTb BO3SMOXHOCTb HECAHKLMOHMPOBAHHbIX BAHKOM M3MEHEHW B TEXHUYECKUX U NMPOrpaMMHbIX cpefcTBax KnveHTa, onpegeneHHbix B CUCKe;
e VICKNOYUTb BO3MOXHOCTb KOMMpoMeTaLmm KkoYei B NpoLecce X TPAHCNOPTUMPOBKK, IKCNyaTaLuMm U XpaHeH s,
3.5. CTopoHbl 0653aHbI:

L4 obecneymBaTb KOHCI)VI,D,eHLI,VIa}'IbHOCTb Kntovel SNTEKTPOHHbIX I'IO,EI,FIVICGVI, B YaCTHOCTWU He A0NYyCKaTb NUCMNO/Nb30BaHMe NpuUHagnexawmnx nm Knioyveit SNEeKTPOHHbIX
I'IO[J,FIMCEI\/II 6e3 nx cornacus;

e yBegoMNATb Apyryto CTOPOHY O HapyleHun KoHduaeHumanbHocTn Kntoda 3neKTpoHHOM nognucy (KoMnpomeTaumu Kikda) B TeyeHue He 6ofiee 4eM Of4HOro
paboyero gHA CO AHSA NONYYEHMUS MHGOPMALMM O TAKOM HapyLIeHUK;

L He ncnonb3oBaTb Kntoy 3ﬂeKTpOHHOI\/’I noanucuM Npu Hann4nn OCHOBaHMUI nonaratb, 4TO KOH(bM,D,EHLI,VIa}'IbHOCTb OAaHHOIO K/lto4a HapyuleHa.

3.6. bBaHK BrpaBe B OQHOCTOPOHHEM rMopsake 3ab/okMpoBaTb Kntou 3eKTpoHHOM nognuck Monb3osaTtens CUcTeMbl B Ciyyae MosiBAEHWS O060CHOBaHHbIX
NOJO3PEHNI B HAIMYMM Ha [TepcoHanbHOM KoMMbloTepe 1/uam MobunbHoM ycTpoicTee Monb3osatens CUCTEMbl BUPYCOB AW APYTMX NPOrpaMM GeCTPYKTUBHOIO AeiCTBUS.
BnokupoBka Kntoya anekTpoHHol nognucu. MonbsoBatens CucteMbl cCHUMaeTcs BaHkoM Mo ¢akTy nonyyeHus oT KnmeHTa nogTeepxaeHus o6 yaaneHnu ¢ NMepcoHanbHoro
KoMMbloTepa u/unm MobunbHoro yctpoictsa NMonb3osatens CUCTEMbl BUPYCOB UM APYTUX NPOrpaMM AeCTPYKTUBHOMO AeNCTBUS.

3.7. B cniyyae BO3HWKHOBEHMS Yrpo3bl KoMNpoMeTaumm KitoYen pernaMeHTMpyeTcs ceaytowas nociegoBaTebHOCTb 4encTBMit CTOPOH.

Ecnm npousowna KomnpomeTtauus Kkaodeit no6oro MNonb3oeaTtens KnueHTa, nocnepgHuii 06s3aHn:

e B cnyyae goctynHocTn KomnnekTa Kiatoyel (Mogo3peHne Ha HeCaHKLMOHMPOBaHHOE KOMMPOBAHME) HeMea/leHHO nocnath B baHk 3/ “BnokupoBka Kntova”. Mpu
3ToM CucTeMa aBTOMATUYECKM 3a6N10KMPYET BO3MOXHOCTb UCMONb30BaHMS AaHHOro KomnnekTa kntoven MNMonb3oBatens CucTemsl;

e B cnyyae HepocTynHocTu (yTpaTa, xuleHue 1 T.n.) KomnnekTa kntoyen coobwnts AgMuHucTpatopy Cuctembl no TtenedoHy (TenedoH U 31eKTPOHHbIA agpec
AJMUHUCTPATOpPaA CUCTEMbI YKa3aHbl Ha canTe www.bankline.ru, a Takke B 3asgBneHum, MCNob3ys A9 aBTOpM3aLmu KogoByto dpasy, npuBegeHHyto B CepTudukate
K/to4a, o hakTe KomnpomeTaumm Kitoyen;

e B cnyyae ytpaTtbl Monb3oBatenemM CucTeMbl kogoBoi ¢pasbl AgMuHUCTpaTop CUcTeMbl BMpaBe MPOM3BECTU [OMOJSIHUTE/bHbIE AEWCTBUS MO aBTOPU3aLMM
Monb3oBaTtens Cuctembl (06paTHbIN 3BOHOK MO yKasaHHOMY B 3asiBieHun TenedoHy, 3anpoc Ha NpefocTaBfieHne AOMONHUTENbHOW nHbopMauuun: o dhamMunmm
KypaTopa KnueHTa B BaHKe/ynosHOMOYEHHOro COTPYAHUKA baHka, KonnyecTBe nonb3oBaTenen 1 T.n.). B cnyyae npegoctaBneHuns HeobbeKTUBHON MHDOPMaLMK
AAMUHUCTPATOP CTaBUT B M3BECTHOCTb KypaTopa KnueHTa B BaHKe/yno/IHOMOYEHHOro COTpPyAHMKA BaHKa M Mo COrnacoBaHWIO C HUM pewaeT BOMPOC O
nNpoao/HKeHMM/6noKkMpoBaHUn paboTbl KnneHTta B Cucteme;

e B cpok He bonee Tpex pabounx gHeln nocne coobuieHns no tenedoHy o dakte KomnpomeTauumm Knoven HanpaeBuTb B baHk Ha 6naHke KnveHTa nucbMeHHOe
06bSICHEHME CNYYMBLLETOCS, 3aBEPEHHOE Hag/exaluM o6pa3oM MoAMUCAMMU YMONHOMOYEHHbIX /ML, U nevaTblo KnueHTa (Npu Hanuumm). B nucbMe JOMKHO
cofepXaTbCsl pacrnopshkeHne baHKy 0 MpMOCTaHOBAEHUM ganbHeliwen 06paboTky [ [0 yCTPaHEHUS NPUYMH ClyYMBLIErocs U (Mnn) 3ameHbl KoMnnekTa KiYen;

e B c/iyyae NpuHATUSA pelleHus o 3aMeHe KoMnnekTa Katouel, creHepnupoBaHHOro Ans MepcoHanbHOro KOMMbloTepa, CreHepupoBaTh HOBbIM KOMMAEKT Ktoyel
CaMOCTOSTe/IbBHO W HanpaBWTb CBOEro npeactaButens B BaHk gns ero peructpauuun. B cnyyae npuHATUS peleHuss o 3ameHe KoMmniekTa Kitoyew,
CreHepypoBaHHOro NocpeAcTBOM MoBUIbHOIO NPUIOKEHMUS, CTEHEPUPOBATL HOBbIN KOMMIEKT K/HOYE CAaMOCTOSITENBHO B COOTBETCTBUM C IHCTpyKLMEN.
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Ecnu npousowna KomnpomeTtauus ka4ven baHKa, nocnegHuii 06s3aH:

e V3BecTuTb KnneHTa o chakTe KomnpomeTauumn KomnnekTta kntoyvein baHka, npogomkeHMn\npnoctaHoBaeHnn paboTbl Cuctembl U cMeHe KomnnekTa kitoyen baHka
nocpeacTBoM CUCTEMBI C YKa3aHUeM AaTbl M TOYHOMO BPEMEHU CMeHbI Bblleyka3aHHOro KomniekTa kntoven;

e [Ipou3BecTy BHENMNAHOBY cMeHy KoMmnnekTa kntoyel baHka, onyb6nmkoBaTb HOBbIN Kntoy NpoBepKM 31eKTPOHHON nognucu u konuto CepTudukaTa kntova baHka,
COofiepXKalLlero HoBbIlM Koy NpoBepKM 3NeKTPOHHOM nognucy baHka, Ha cepeepe CUCTEMBI.

3.8. [pwu nonyyeHun no TenedoHy COobLEHNS O BO3HUKHOBEHMM Yrpo3bl KomMnpomeTauuu Kawuel oT aBTOPMU30BAHHOIO Mo KogoBoi ¢pase KnneHTa BaHk
HeMefNeHHO NPMOCTaHaBAMBAET UCMNONb30BaHME CUCTeMbI AaHHbIM KnneHToM. C 3TOro MOMeHTa ornepaLumu NpoBoasATCsS TOJIbKO Ha OCHOBaHMMW AOKYMEHTOB, 0(hOPMIIEHHbIX
B 6yMaXKHOM Bufe.

JanbHenwee ncnosib3oBaHue CucteMbl KMeHTOM BO3MOXHO TO/IbKO MOC/Ie yCTPaHeHust yrpo3bl KomnpomeTauum kntoven KnnenTa.

4. Mopspok npoBepku 3/ n 3N npu pasHornacuax

4.1. [ns pa3pelieHns CMOPOB OTHOCUTENBHO NOANMHHOCTY 3/, MO 3asiBfIeHNI0 3aUHTepecoBaHHON CTOPOHBI, NoslaratoLLelt, YTo ee NpaBa HapyLlueHbl, CTOpOHaMu B
LBYXHEAENbHbIM CPOK C faTbl nofjaun 3asiBneHus co3paetcs CornacutenbHasi KOMUCCUS, B MPUCYTCTBUM KOTOPOW MPOU3BOAATCS BCE Onepauuu Mo nogroToBKe U
npoBefeHnto Npoueaypbl paspeweHuns cnopa. B coctaB CorlacuTenbHOM KOMUCCUM BKIOYAOTCS NpeacTaBuTeny baHka B Konn4yecTBe ABYX YeNOBEK U NpeacTaBuTenu
KnveHTa B KONMYECTBE ABYX Y€/IOBEK, a B C/lyvae HeobxogumocTu (Mo cornaweHunto CTOPOH) — He3aBUCKMMble 3KcMepThl. MpeacTtaButensmu baHka n KnneHTa MoryT 6biTb
Ha3HayeHbl KaK COTPYAHMKN 3TUX OpraHu3aLmnin, Tak U MHble KOMMETEHTHbIE 1ML, MOSIHOMOYMS KOTOPbIX MOATBEPXAAITCS COOTBETCTBYOLMMU JOBEPEHHOCTSMMU.

4.2. CnopHbiM 3[] siBnsieTcs 3, B OTHOLWEHUM KOTOpOro ogHa CTOpoHa npeabsiBAsSeT NPEeTEH3UM Mo ero NoaMHHOCTU apyroi CTOpoHe.
4.3. Tlpoueaypa NPoOBEPKM NOAJANHHOCTM 3/ NpoBOANTCS HAa 060pYyAOBaHUN 1 B MOMeELLeHUN baHKa.

4.4. B npucytcTBuM YneHoB CornacuTenibHOW KoMuccumn baHk 06513aH Ha CBOHOAHOM OT MPOrpaMMHOro obecrneyeHnss KOMMbOTEPE YCTaHOBUTL OMepaLuoHHY0
cuctemy Windows7 v Bbille 1 npegocTaBnieHHyto drpmoin-paspabotunkom 3A0 “UHUCT” nporpammy nposepku 31, ykazaHHyto B n1.1.10 HacToswel UHCTpyKL MK

4.4.1. CTopoHa, oTCTaMBatowWas NoanMHHOCTb cnopHoro 3/, o6g3aHa NpefoCcTaBUTb CMOPHbIN 3[], AeNCTBOBABLUME B MOMEHT co3aaHus cnopHoro 3/ CepTtudukaTsbl
Kntoyein CTOpOoHbI, NoanucaBllen cnopHbli 3, BaHk 06s3aH NpefocTaBUTb caMu Koy NpoBEPKU 3NEKTPOHHOW MOAMNUCK, 3aMnCaHHble Ha CbeMHOM HOCUTeNe B BUAE
daiinoB B hopmaTe, npumeHsieMom Cuctemoi (B cnyyvae ecnm KnneHT He npegocTaBasieT cnopHbi 3/, oH npegocTaBnseTcs baHkom).

4.4.2. CTOpOHbl 06513aHbl NPefoCTaBUTb BCE MMELMECS B UX pacnopskeHun CepTudmkaTtbl Katoyeln, MHhDOopMaLMo 0 NPOBEAEHHbIX MAAHOBbIX U BHEMAHOBbIX
cMeHax KomnnekTa ktodein CTOPOH U AOKYMEHTbI, yaocToBepsitome dakTbl cMeHbl KomnnekTa kntoyein. CTOPOHbI Takxke 06513aHbl NpefoCTaBUTb CyxebHble [ Cuctemsl, B
KOTOPbIX YKa3aHbl hakTbl NofyyeHus 3/ U3 KaHanoB CBSA3M U pe3ynbTaTbl UX 06paboTkyM (MpoBepKum).

4.5, YneHbl CornacMTenbHOM KOMUCCUM JOMKHbBI BbINMOMHUTD CNEAYIOLINE AENCTBUS:

4.5.1. MpousBecTu C NOMOLbIO NporpamMmbl nposepku 3M, ykasaHHoOM B N.1.10 HacToswen VHCTpYKUMK, U Kaxporo Knwoya NpoBEpKM 3MeKTPOHHOW Nognucy,
MCMoNb30BaHHOIo Npu NognucaHnmn cnopHoro 3/, onepauwnto nposepku 3MT;

4.5.2. Co3paTb [pOTOKON YCTaHOBAEHUS MOAAUHHOCTM I} - NOKYMeHT Ha ByMaXXHOM HocuTene, co3gaBaemblii CUCTEMON B KayecTBe pe3ynbTata nposepku 3l
cnopHoro 3/l (aanee - MpoTokon). MPOTOKON AOMKEH COAEPXKATb pacneyaTaHHble Ha ByMaXKHOM HocuTene Knoun NpoBepKU 31eKTPOHHONM MOAMUCH, UCTIONb30BaHHbIE ANs
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YCTAHOBMEHUS nognuHHocTh M, n 3aknoveHre o6 uTorax nposepku 3 cnopHoro 3[. MpoTokon pomkeH 6bITb MognucaH COHGCTBEHHOPYYHO BCEMU YjeHaMu
CornacuTenbHOM KOMUCCUY;

4.5.3. CpaBHUTb Kntoum MpoBepKM 3NEKTPOHHOW nognucu, copgepxawmecs B CepTudukaTtax Katouyel, ¢ COOTBETCTBYOWMMNU Knoyamy NpoBepKU 31eKTPOHHOM
noanucu, 3aduKCUMpoBaHHbIMU B NPOTOKOE YCTaHOBEHUS MOAAUHHOCTY 31 cnopHoro 3/, 1 yCTaHOBWUTb, TOXAECTBEHHbI /I OHU, BHECTM 06 3TOM 3anucb B MpoToKon
(maHHas 3anucb 3aBepsieTcs NognMcamMu YneHoB CornacuTelbHON KOMUCCUN);

4.5.4, YCTaHOBUTb, ABASANCL NN KNOYM NMPOBEPKM 3NEKTPOHHONM MOAMUCU AEMCTBYHOWMMM Ha MOMEHT BbipaboTku 3 cnopHoro 3/, u BHeCTM 3anuncb 06 3TOM B
MpoTokon (faHHas 3anucb 3aBepsieTcs NoanucsMu YneHoB CornacuTenbHol KoMuccum). Knoy npoBepKy 31eKTPOHHOM Noagnucy npusHaeTcs AeUCTBYIOWMM Ha MOMEHT
co3paHus 3N cnopHoro 3/ B ciyyae, ec/iv faTa co3faHns cnopHoro 3/ NpuMxoguTcs Ha nepuopg AencTeus Kntya npoBepKu 3/1eKTPOHHOM nognncu. B npoTnBHOM cnyyae
Kntoy npoBepKu 3N1eKTPOHHOM NOANNCK NPU3HAETCS HeQelCTBYHOWMM Ha MOMEHT co3gaHus M.

4.6. CornacutenbHas KomMuccms npusHaet 3/ NogANHHBIM, eC/I OGHOBPEMEHHO BbINMOIHEHbI YCI0BUS:

e  Kntoum npoBepKu 3n1eKTpoHHOW noanuck B CepTudurkaTax kntovei n B [poTokone coBnagatoT,

e Bce pesynbTathl npoBepkn 3M B [pOTOKOAE MONOKUTENbHDbI,

e CornacuTenbHas KOMUCCUS NpU3Haa Bce Kntoum NpoBepKu 3/1IEKTPOHHOM noanucu, cogepxalymecs B MpoTokosie, 4eACTBYOLWMMM HA MOMEHT BbipaboTku 3.
B npoTuBHOM cny4yae CornacuTesibHasi KOMUCCUS NMpU3HaeT J[] HefeNnCTBUTENbHbIM.
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