MprnnoxeHne N2 4
K OBLLMM YCNOBUSIM UCMONb30BaHMS
3NEeKTPOHHbIX JOKYMEHTOB

MHCTPYKL A
O NOPAAKE B3AUMOJAEACTBUSA CTOPOH NO OCYLWECTB/IEHUIO OBMEHA
3NEKTPOHHbIMU AOKYMEHTAMIU?

1. O6MeH dNeKTPOHHbIMU JOKYMEHTaMMU

1.1. [Ana pa6boTbl B Cucteme [lonb3oBatesib CUCTEMbl WCMOMb3YeT MPOrpaMMHO-TEXHUYECKME
CpeAcTBa, yaoBneTBopsitolme TpeboBaHUAM, NpuBeaeHHbIM B CNMCKE TEXHUYECKUX Y MPOrPaMMHbIX CPeACTB,
HeobXxoanMbIX 415 paboTbl nogcucTembl “KnmeHT” (aanee - CNncok).

1.2. B npouecce paboTbl Monb3oBaTenb CUCTeMbl BbiMonHAET B CUCTeMe cliefytolmne AeincTBUs:

e Peructpaums B Cucteme - dopmupoBaHue creumanbHoro I3[ “permctpaums”, nognucaHHoro 3N
KnneHTta (ganee - 3MK). PaboTta B Cucteme BO3MOXHa TONbKO Nocfe ycnewHon nposepku MK
cepBepoM CucTtemsl.

e Pabota ¢ 3[, vcxoaswmmmn oT KnueHTta, npegnonaraet dopMmnpoBaHne HoBbiXx 3[] Ha ocHoBe 3/,
nmetowmxca B Cucteme 1 npelyCMOTpeHHbIX B 3asBaeHunun. [na kaxaoro Tuna 3/ 8 Cucteme nmeetcs
COOTBETCTBYHOLLAA 3KpaHHas dopma. [ns foKyMeHTOoB “lnaTexHoe nopyyeHne” BO3IMOXEH UMMOPT B
Cuctemy daiinos onpegeneHHoro baHkom cdopmaTta. OnucaHue cTpyKTypbl aitia uMnopTa NMeeTCs
Ha cepBepe baHka.

e [pocTaBneHune anasa kaxgoro [ ogHol unu Heckonbkux MK, Konnyectso 3MK ansa kaxgoro Tvna 3/,
onpegeneHo B 3asBneHuun. MNocne nognucanusa 3[ Bcemn HeobxogmmbiMm MK B COOTBETCTBMU C
3asiBNeHneM NPOMCXOAUT aBTOMaTMYecKas nepecblsika 3/, B baHK gnsa UcnosHeHus.

e [lpocMoTp, NeyaTb, coxpaHeHue B aii NnocTynmBLLMX U3 BaHka 3.
e  Bbixog n3 Cuctemsl.
1.3. TMpoueaypa 06paboTku 3/ cepeepomM CUCTEMbI MPOUCXOAMUT CeyoLMM 06pa3oM:

Mo okoH4YaHuK popmupoBaHusa 3/ MNMonb3oBaTtenn Cuctembl NnpoctaBnstoT MK B konnyecTse, onpegeseHHOM
B 3asBneHnn n otnpasnsawoT 3/ B baHk.

CepBep baHka nonyyaet 3/[1 n npoBepseT KOPPEKTHOCTb BCeX MMetowmxcs B HeM IMK.

OcHoBaHueM pansa npuHatua baHkom 3/, nepepaHHoro KnueHTom no CucTteme, SABASETCA Hannyue B
KONM4yecTBe, YCTAaHOBMIEHHOM B COOTBETCTBUM C 3asiBNeHneM, n KoppekTHocTb Bcex IMK B 3[. Mpu
NoMOXNTENbHOM pe3yfibTaTe NpoBepKu cepBep baHka npocTaBasieT B OKYMEHTE OTMETKY O BpEMEHM nNpuema
34 v 3N BbaHka (ganee - 3MB), CBMAETENbCTBYHOLWYI O NonyvyeHun BaHkom 3[, 1 coxpaHsieT gaHHbin 3/ B
Cucrteme. Mpu oTpuuaTtenbHoM pesynbTate nposepkn 3K 3Mb B 3] He npocTaBnseTcs, KnueHT nony4vaer
coobuieHne 06 owwnbke cpepacTBamm CucTeMbl. Kntoum MpoBepKM 3MeKTPOHHOW nognucy BaHka u konuu
cooTBeTCTBYOWMX CepTUPUKATOB KNOUEN pa3MelanTcs Ha cepBepe cucTemsl https://www.bankline.ru.
Ceptudukat Kntoua npoBepkM 3/1EKTPOHHOM nognucu baHka MognucbiBAaeTCsl TOJIBKO YMOMAHOMOYEHHbIM
npepctaBuTenem baHka. Cpok aencteus KomnnekTta kntoyet baHka coctaBnseT 5 feT.

1.4. Tpoueaypbl, onvcaHHble B M.1.3 HacTosiwehn WHCTpyKUuMM, NpeAcTaBAstoT cObon eAuHbIn U
HefenuMMbIA Ha 4YacTu npouecc nonyyvyeHuss bBaHkom 3/, He MOryT ObiTb BbIMOSHEHbI B ApYrom
nocnefoBaTeIbHOCTU M pacCMaTPUBATLCS HE3aBMCUMMO ApYr OT gpyra.

1.5. [oKyMeHT cymTaeTcsa nepepaHHbiM KnneHToM B baHK, ecniv OH coXpaHeH B apXuBe MUCXOASALLMX
AOKyMeHTOB KnneHTa Ha cepBepe BaHka. KNneHT MoXeT COXpaHUTb Nt060M NCXOASWNN OKYMEHT B chann ans
BefeHWs cOBCTBeHHOro apxusa. ®an gosmkeH cogepxatb JMK, OTMETKY O BpPeMeHU npuema [JOKYMeHTa
BaHkom 1 3MbB. ®annbl ¢ cepBepa baHka 1 u3 apxuBa KnveHTa MOryT 3aTemM MCMO/b30BATLCS NPU NpoLeaype
paspeLlleHmns pasHornacuii mexgy CTopoHamu.

" HacTosiwas MHCTpYKUMA onpeaensiet nopsaok B3aMMonencTeuns CTODOH NPV UCNOb30BaHUN KIMeHTOM NoACUCTEMBI
((MKE».
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1.6. TMepepaHHbii KnneHTom B BaHk 3/, B Kaxpgbli MOMEHT BpPEMEHM UMeeT Ha cepBepe baHka
onpefeneHHbl CTaTyCc C OTMETKOM BpeMeHu ero nonyyeHus. Ctatyc 3/ nsmeHsetcs baHkom. KnueHT umeet
BO3MOXHOCTb MOCTOSIHHO MoJly4aTb Ha cepBepe BaHka uHdopmMaumo 06 n3MeHeHMK cTaTyca (B TOM 4mcie o
BPEMEHM ero nameHeHus) nepegaHHoro B bank 3/. Cepep baHka nprcBamBaeT nonyyvyeHHbiM oT KnneHTta 3/
cnegylowme cTaTychbl:

Py6neBble naaTeXHble NOpyYeHus:
O  TMnosy4yeH baHKOM
[LOKYMEHT OTMNpaBieH Ha UCMOJIHEHME
PaccumntaHa kommnccms 3a PKO xx.xx.
MpuHATO MK «06paboTaHO C OLIMBKON» C yKAa3aHWEM NMPUYMHbI, MO KOTOPOI fOKYMEHT OTBEPTHYT;

OTnpaB/fieH Ha BatOTHbIN KOHTPOSb

O O O O O

BkntoyeH B peiic ans PKL
o WcnonHeH

OcTanbHble TUMbI JOKYMEHTOB:
O TnosyyeH baHKOM
O [OKYMEHT OTNpaBJieH Ha UCMOJIHEHNE
o TpUHAT K UCNONHEHUIO UK “06paboTaHo C OWNBKOM” C yKa3aHNEM MPUYUHBI, MO KOTOPOI LOKYMEHT
OTBEPrHYT;
PeecTp K pocnucu
PeecTp pacnucaH nam 4acTMYHO pacnmcaH B c/lydae YacTUYHON pocnncy
CoobuieHne oTnpaBneHo B unman
[OKyMEHT Nony4YeH COTPYAHMKOM BalOTHOIO KOHTPOS.

O O O O

CTOpOHbI NPU3HAIOT, YTO Hagnexawum ysegomneHmeMm baHkoMm KnveHTa o nprveme K UCnosiHeHuo 3/
KnueHTa bypeT sBNATbHCA npucBoeHne baHkom 3/ KnveHTa cTaTyca “4OKYMEHT OTMpaB/ieH Ha UCNOJIHEHKE”, a
npu pabote B [leno3mtapHoM Mogyne Cuctembl - nonyyeHve KnneHToM gokymeHTa Tuna «CtaTyc 06paboTkm
pacnopshxeHus/3anpoca», B KOTOPOM YKa3aHo, YTO CTaTyc obpaboTku cooTBeTcTBylolWero 3 KnueHTa
«[MPUHATO K NCMONMHEHUIOY.

BaHk nHbopMupyeT KnneHTa 06 umcnosiHeHuu Kaxgoro [ KnueHTa nyTem HanpaBieHus KnueHTy
COOTBETCTBYIOLLEro yBegomaeHns nocpeactsom CucTeMbl.

MpumeyaHune: NepevyeHb 1 onucaHne ctatycos 3/[], NnpucBamMBaembix cepBepoM baHka B [leno3utapHOM
mopysne Cuctemsl, NpusefeHbl B pPyKOBOACTBE Mnosib3oBaTens Jeno3ntapHoro moayna Cuctemsl.

1.7. Mpwn dpopmupoBaHum 3/ ana KnneHta baHk npocTtasnsieT B Hem 3Mb. /1 cuntaeTcs nepegaHHbIM
BaHkoM KnueHTy, ecnn oH nognucaH 3Mb 1 BblNOXeEH Ha cepBep baHKa, TO eCTb MMeEeTCS B CMUCKE BXOAALWMX
3] KnueHTa Ha cepBepe BaHka. KNMeHT MOXET COXpaHUTb N060I BXOASALLMIA JOKYMEHT B hailn anst BegeHus
cobCcTBEHHOTr0 apxuBa. ®alinbl apxmMBa MOTyT 3aTeM MUCMOJIb30BATHCS NPU paspeLleHnn pasHoriacui.

1.8. BbaHK (MKcMpyeT 3M1eKTPOHHbIE apXUBbl NONTyYeHHbIX OT KnueHTa 3/, copepxawwmx 3MK v 3Mb, 1
poctaBneHHbIX KnueHTy 3[], copepxalymx 3MNB, 1 xpaHUT Mx cnocobom, obecneunBarolmm KnneHTy goctyn K
JaHHbIM O[] Ha cepBepe BaHka.

1.9. KnMeHT ¢ nomowpto nporpamMmbl nposepku 3 CryptoManager.exe, YCTaHOB/EHHOM Ha
MepcoHaNbHOM KOMMbIOTEPE, UMEET BO3MOXHOCTb B /11060 MOMEHT BpeMeHu npoBepuTb 3MBE 1 3MNK nwboro
dalina apxuBa. Bbilweyka3aHHas nporpamMma nposepku 31 No3BoAsSET BbINOAHATL NpoBepKy Tunos 30 (pa3gen
3 HacToswelr VHCTpYKLMK), pa3peLleHHbIX A5 UCnonb3oBaHus B Cucteme.

1.10. Mporpammy npoBepku 3 CryptoManager.exe MOXHO noAyYnTb Yy upMbl-paspaboTymka
Cuctembl - 3A0 “UHUCT” (NTnueH3unsa GCB Poccum Ne 12818H ot 16.04.2013), 3aperMcTpMpoBaHHOM Mo agpecy
115035, r. MockBa, KocMogaMunaHckas Hab., a.40-42, cTp.3.

2. Mopagok nonyyeHUs, 3aMeHbl U XpaHEHUS KJTIOYEN

2.1. [ns KoMnieKkTOB K/OYeW, CreHepupoBaHHbIX A/l paboTbl Ha [lepCoHasbHOM KOMMblOTEpE
KnneHTamn, 0OTHOCALMMUCA K KOPNOPATUBHOMY CErMEHTY:
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2.1.1. KnueHT MoXeT reHepupoBaTb KomnnekTbl kntoyen cBoux lNonb3oBaTeneir CUCTEMbI COMAacHO
3asBieHNIO C MNOMOLbIO MPOrpaMMHbIX CpefcTB, npefgocTaBneHHbix baHkoM, Ha USB-TokeHax ¢
MCMNOb30BaHNEM CBOUX TEXHUYECKNX CPEACTB.

2.1.2. MepBbii  Knto4 nNpoBEpKM 3MEKTPOHHOW noanucyu Kaxgoro [lonb3oBatens Cuctemsl
peructpupyetcs BaHKOM Ha OCHoBaHMK nognuncaHHoro CTopoHamu CepTudurkaTa Kava, ohoOpMAEHHOro Ha
6ymMaXKHOM HocuTene.

2.1.3. BTopo# 1 nocnepytolwmin Knioun npoBepKM 31eKTPOHHOW MOANUCU pernctpupyetcs baHkoM Ha
OCHOBaHuM nognucaHHoro CtopoHamu CepTudukata knoya, ohopMAEHHOrO Ha ByMaXKHOM HOCUTEeNe, UK Ha
OCHOBAHMM 3/IEKTPOHHOIO 3anpoca Ha Bbigayy CepTudukaTta Knto4va, nognucaHHOro AeNCTBYOLWEN Ha MOMEHT
MOAMWUCAHUS  3NEKTPOHHOM  nopnucbto  [onb3oBaTens  CUCTeMbl,  SBASAKOLWErocs  efUHOMNYHbIM
NCNONTHNTENTbHbIM OpPraHOM KnuenTta un HanpaB/IeEHHOIo B BaHK ¢ ncnonb3oBaHnem Cuctemsl. I'Ipm 3TOM, baHk
BNpaBe 3anpalwmeaTtb, a KnnmeHT obs3aH no 3anpocy baHka npepgocTaBnsiTb B baHK JoKyMeHTbl (B BuAe
MOA/IMHHUKOB WAWM  Hagnexawmm o6pa3oM 3aBepeHHbIX KOMWiA), MOATBepXJatolme MoAHOMOYKS
|_|011b3OBaTeJ1$l, B TOM 4ncne apnarowmmca eaMHOINYHbIM NUCMNOTHUTENTIbHBIM OPraHOM.

2.1.4. Cpok penctBusi KomnnekTa Kitouyen ykasbiBaeTcs B CepTudukaTe kawva. CpoK peicTeus
KoMnnekTa K/wYelr He MOXeT MpeBblllaTb CPOK AEWCTBMA noaHoMounin [Monb3oBatens Cuctembl B
COOTBETCTBMM C [OKYMEHTaMu, MOATBEPXKAAMWMMN €ro rMosHoMo4Yns. B ciayyae ecam ucxogsa U3
npeacTaBeHHbIX KAMeHTOM [OKYMEHTOB He MpefcTaBfiieTCs BO3MOXHbIM YCTAHOBUTb CPOK [AelCTBUS
nonHomounit NMonb3oBaTtens CUCTeMbI, CPOK AeicTBUS KOMMNEKTa KtoYein He MOXeT NpeBbllaTh Tpex neT. [lo
NCTEeYEHUS YCTaHOBIEHHOTO CpoKa KNMeHT 06s3aH MHMLMMPOBATbL NPoLEeaypy CMeHbl KoMMieKToB Kitoyei. Mo
3asBneHnto KnmeHTa, HanpaeneHHoMy B baHK B npon3BosibHOM dopMe cpegctBamMu CUCTEMbl A0 OKOHYAHUS
CpoKa genicTBus KoMniekTa Kitodel, ero gencTene MoxeT 6biTb NPOAJIEHO Ha CPOK He 6onee 3 Mecaues. Mo
nHuumatnuee KnneHta KoMmnnieKT Koyelr MOXeT 6biTb 3aMeHeH B 1060 MOMEHT ero gencteums. Kaxpgbii
HoBbIN CepTUdUKaT KkoYa, noanucaHHbin CTopoHaMK, aBTOMATUYECKM OTMeHseT aelicTBue CepTudukaTa
Kntova gaHHoro MNonb3oBaTens CUCTEMbI, BbIMYLLEHHOrO paHee.

2.1.5. OdopMmneHHble co cTOpoHbl BaHka CepTudukaTtbl katouelr KnueHTa Bpyyatotcs YIMK nubo
HanpansoTca KaneHTy nocpeacTBOM MOYTOBOM CBSA3M MO agpecy KnuveHTa, ykasaHHomy B [loroBope.
CepTudukaTbl KAOYEN JOMKHBI XPaHUTbCSA Yy Kaxaol n3 CTOpOH He MeHee NSATU JiIeT Noc/ie OKOHYaHUS KX
CpOKa fencTeus.

2.1.6. [Mpu nocTynfieHUn 3M1eKTPOHHOro 3anpoca Ha Bblgayy CepTudukata Kitoyva, NOANUCAHHOMO
[EeNCTBYIOLLEN HAa MOMEHT MOAMNUCAHUSI 3EKTPOHHONM noanuckto Monb3oBaTens Cuctemsl, BaHk HanpaBnseT
KnueHTy ¢ wucnonb3oBaHneM Cuctembl CepTudwuKaT Kao4Ya, MNOAMUCAHHBIA 3MEKTPOHHON MNOANUCHI0
yMNosHOMOYeHHOro npeactaButens baHka. Mpu 3Tom KnneHT BnpaBe 06paTtuThcs B BaHK C Lefblo nonyvyeHms
konuu CepTudmkaTa K/to4a Ha ByMaxKHOM HocuUTene, 3aBePeHHON BaHKOM KaK ya0CTOBEPSOLMM LLEHTPOM.

2.1.7. B cnyyae uHcdopmupoBaHus baHkom KnmeHTa B CucTeMe 0 HEOH6XOAUMOCTU OCYLLIECTBUTH 3aMeHyY
USB-ToKkeHa cooTBeTCTBylOLWeEro Tuna, KnueHT o6sa3aH ocywecTBuTb 3ameHy USB-TokeHa. C MOMeHTa
uHdbopmupoBaHusa baHkoMm KnueHTa B CucTemMe O HeobxoAMMOCTM OCYyLWecTBUTb 3ameHy USB-TokeHa,
reHepauus KOMNIeKToB K/toyen ¢ nomolbio USB-ToKeHa, MOANexXallero 3aMeHe, He OCYLLECTBSETCS.

2.2. Ons KoMnieKTOB K/koYel, CreHepupoBaHHbIX Ans paboTbl Ha lMepcoHanbHOM KOMMbloTepe
KnveHTamu, OTHOCSLLMMUCS K CErMEHTY NpeanpuHuMaTenen:

2.2.1. KnuneHT MOXeT reHepupoBaTb KoMmnnekTbl kntoyel ceoux Monb3oBaTeneir CUCTEMbI COFAcHO
3asABNEHUI0 C MOMOLLbIO MPOrPaMMHbIX CPEeACTB, MPefocTaBleHHbIX BaHKoM, Ha USB-TOKeHax WAM WUHbIX
HocuTensx MHdopMaumm (KeCTKUn BUCK, CbeMHble HocuTenn (dhiew-namsaTb, BHEWHNA BUHYECTEP) U T.M.) C
NCMNO/b30BaHMEM CBOUX TEXHUYECKMX CPeaCTB.

2.2.3. MepBbii Koy NpoOBEpPKM 3MEKTPOHHOW noanucyu Kaxporo [onb3oBatens CucTtemsl
peructpupyetcs BaHKOM Ha ocHoBaHMK nognuncaHHoro CtopoHamu CepTudurkaTa Kada, ohopMAIEHHOro Ha
6yMaXKHOM HocuTene.

2.2.4. BTopoi v nocnegyrowmin Knoum npoBepKy 3MeKTPOHHOW Nognucu pernctpupyetcs BaHKkom Ha
OCHOBaHWM nognucaHHoro CtopoHamu CepTudukata kitoya, ohopMAEHHOFO Ha ByMaxHOM HoCcuTene, AN Ha
OCHOBaHWM 3/1EKTPOHHOIO 3anpoca Ha Bbigady CepTudukaTa Knto4va, NogNUCaHHOTrO AeNCTBYIOLWEN HA MOMEHT
MOAMMCAHUS 3NEeKTPOHHOW noanucblo Monb3oBaTens CUCTEMBI, U HanpaBAeHHOro B BaHK ¢ ncnonb3oBaHUeEM
CucTeMmbl. YKa3aHHbIN 3aMpoc TaKkKe MOXeT 6bITb MOANUCaH NPOCTON 31eKTPOHHON noanuckio Monb3oBaTens
Cuctemsbl, chOPMUPOBAHHOW HA OCHOBAHUU MpPegbSBAEHHOrO KIMeHTOM SMS-kopa, paHee HanpaB/IeHHOro
BaHkoM Ha Homep TenedoHa pgaHHoro [Mosb3oBaTenss CUCTeMbl, YKa3aHHbIM B 3asiBAEHUU WU/vUnn
npefocTaBfieHHbIn BaHky Monb3oBatenem Cuctembl B npouecce obcnyxmBaHus B Cucteme. MNonb3oBaTenb
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Cuctembl gosmkeH obnagaTb MOJSIHOMOYUSIMM Ha HanpasfieHWe B BaHK COOTBETCTBYIOLLEr0 3/1€KTPOHHOIO
3anpoca. MNpu ncnonbzoBaHun KnveHToM CUCTEMbI MPU HANMYUKM OTKPLITOrO PacYyeTHOro cyeTa MOAMUCH
Takoro lMonb3oBaTens Jo/MKHA 6bIThb BKIKOYEHA B KapTOYKy C obpasuamu nognuvcelt M OTTUCKA medaTten,
AencTBylollen K cyeTy KnneHTa, obcnyxunBaemMomy B pamMkax floroBopa, B ciydae ee odopmaeHus. Mpun 3Tom,
BaHK BnpaBe 3anpawmnBaTb, a KnneHT 0653aH no 3anpocy baHka npegocTaBnaTb B BaHK AOKYMeHTbI (B BUAE
NOA/MHHUKOB WAM Hagjexawum ob6pa3oM 3aBepeHHbIX KOMWM), MOATBEepXAalowmne MoJHOMOYNS
Monb3oBaTeNs No HanpaBeHWto B baHK 3/1eKTPOHHOTr 0 3anpoca Ha Bbigavy CepTudukarta Kntova.

2.2.5. Cpok peicteua Komnnekta Knw4yei onpegensierca BaHkoMm U ykasbiBaetcs B CepTudukaTe
Kntoya. Cpok gencTems KoMniekTa Knoden He MOXET NpeBbilaTh CPOK AeNCTBUA NMonHoMouYMi Monb3oBaTens
CucTeMbl B COOTBETCTBMM C JOKYMEHTaMu, NOATBEPXKAAOWMMM ero nofHoMouus. B ciyvae, ecnm ucxoas ms
npeacTaBfeHHbiX KAMEeHTOM [JOKYMEHTOB He MpefACTaBNseTCs BO3MOXHbIM YCTaHOBUTb CPOK AencTBus
nonHomounii Monb3oBaTens CUcTeMbl, CPOK AeNCTBUS KOMMNIEKTa KKoYel He MOXET NpeBbIWwaTth Tpex feT. Jo
NCTeYeHNs YCTaHOBNEHHOIrO CpoKa gencTens KomniekTa kntodein KnneHT 0653aH MHUMLMMpPOBATL NpoLeaypy
CcMeHbl KoMnnekToB Ktoyeid. Mpu 3TOM, 10 OKOHYaHUS CpoKa AelcTBMS KomniekTa kiato4yei KnneHT MoxeT
NPOANTb ero JencTBMe Ha CPOK He bonee 3 (Tpex) MecsueB, HanpaBuB B BaHK 3asBfeHUe NOCpeacTBOMM
Cuctemsl. Mo nHnumaTnee KnneHTa KOMNNEKT Kntoyen MoXeT 6biTb 3aMeHeH B 106011 MOMEHT ero fencTeus.
Kawgabli  HoBbI CepTUdUKAT KIOYa, MOAMMCAHHbIN BaHKOM, aBTOMATUYECKM OTMeHsieT AencTBue
CepTudukaTa ktoYa gaHHoro Monb3oBatens CUCTEMbI, BbIMYLLEHHOTO paHee.

2.2.6. OdopmieHHble cOo CTOpOHbl baHka CepTudukatbl kntoyen KnneHTa Ha ByMaXkKHbIX HOCUTENAX
BpYyYalTCs YMNONHOMOYEHHOMY npefacTaBuTento KnmeHTa nubo HanpaBnstooTcs KaneHTy nocpefcTBOM
MOYTOBOW CBSA3M Mo agpecy KnueHTa, ykasaHHOMY B [loroBope. CepTuduMKaTbl KNKOYEN JOMKHbI XPaHUTbLCS Y
Kaxgon 13 CTOPOH He MeHee NATU SIET NMOC/1e OKOHYaHUsSI UX CPOKa eNCTBUS.

2.2.7. Mpun NOCTYN/IEHUN 3NEKTPOHHOrO 3ampoca Ha Bbigady CepTudurkaTa Kiova, NOAMMCAHHOIO
[ENCTBYIOLLEN HAa MOMEHT MOANNCaHUS 3NeKTPOHHONW nognuckto Monb3oBatens Cuctembl, baHk HanpaenseT
KnueHTy ¢ wucnonb3oBaHueM Cuctembl CepTuduKaT KOYa, MOAMUCAHHLIA 3N1EKTPOHHON MOAMUCHI0
YMO/IHOMOYEHHOr o NpeacTaBuTens baHka. Mpu 3Tom KnveHT BnpaBe 06paTuTbhcsa B BaHK C Le/iblo nofyyeHns
konumu CepTudmrkaTta KntoYa Ha GyMaKHOM HOCUTese, 3aBepeHHON BaHKOM KaK yA0CTOBEPSOLLMM LLEHTPOM.

2.2.8. B cnyyae nHdopmupoBaHusa baHkom KnueHTa B CucTeMe O NpeKpalleHny AencTBUS MMEKLLEerocs
y KnueHTa USB-TOKeHa coOTBeTCTBYyWOWeEro Tuna, KAMeHT [O/MKEH OCyWeCcTBUTb npoueaypy CMeHbl
KomnnekToB ktoyel cBovx NMonb3oBaTtenel CUCTEMbI:

e MyTeM reHepupoBaHus KoMMIeKTOB Kitoueh cBoux [lonb3oBaTenen CUCTEMbl Ha MHbIX HOCUTENSX
MHbOopMaALMK (KECTKUA AUCK, CbeMHble HocuTenun (dnew-namsaTb, BHELWHWN BUHYeCTep) M T.M.) C
NCMNO/b30BaHMEM CBOMX TEXHUYECKMX CPEACTB, Nn6o

e nyTeM ocyLlecTBeHUsl 3aMeHbl USB-TokeHa, nocpeacTBoM obpalleHus B nogpasgeneHe baHka.

2.3.  [ns KomnnekTa Kto4ven, CreHepMpoBaHHOro nocpeacTBoM MobMAbLHOMO NPUIOXKEHNS:

2.3.1. MNonb3oBaTenb BrpaBe reHepupoBaTb KoMnnekT kaw4ven gnsd Mo6GUAbHOrO MNPUAOXKEHUS C
MOMOLLbI MPOrPaMMHbIX CPeACTB, MPEefoCTaBleHHbIX BaHKOM, Mpu Hanvuun pencreytowiero KommsekTa
K/toYel, CreHepupoBaHHOMo AJf1st paboTbl Ha MepcoHanbHOM KOMMbIOTEpE.

2.3.2. Cpok penctBusi Komnnekta Kwuyeln ykasbiBaeTcs B CepTudmkate kntoya. Cpok pencTsus
KomnneKkTa Kitouei, CreHepupoBaHHOIro NocpeacTBoM MobmnbHOIoO NPUIOXKEHNS, HE MOXET MPEBbILLATb CPOK
pgencteus  Komnnekta knatodel [lonb3oBaTensi, CreHepMpoBaHHOro Afs paboTbl Ha [lepcoHajibHOM
KoMnbtoTepe. [0 WUCTEYEHUs YCTAaHOBIEHHOrO Cpoka KaueHT 0653aH MHULMWPOBATb MpoLeAypy CMEeHbI
KomnnekToB kwo4yen. Kaxabin HoBbin CepTuduKaT KaYa, noanucaHHbin CTOpPOHAMK, aBTOMATUYECKU
oTMeHsieT gelicTre CepTudurkaTta Kntova faHHoro MNonb3oBatens CUCTEMbI, BbIMYLLEHHOMO paHee.

2.3.3. Crartyc 30 MNonb3oBaTens CUCTeMbl, CTEHEPUPOBAHHOW MOCPeacTBOM KomnnekTa Kawyen ps
MobunbHOro npunoxeHus, cootsetcTByeT Ctatycy 3N Monb3oBaTens CuUcTembl, yKazaHHOMY B 3asiBfieHUM,
npu reHepaumn KomnnekTa kntoveid Ha USB-TOKEHax MM WHbBIX HOCUTENsX UHbopMaumMm (KeCTKUN gUCK,
CbeMHble HocuTenu (dhew-namsTb, BHEWHWI BUHYECTEP) U T.N.) .

2.3.4. ObsA3aTenbHas 3aMeHa KoMnieKkTa K/toyel NpoBOLAUTCS B CIEAYIOWMNX CyYasiX:

®  UCTEK CpOK JelicTBus KoMnnekTa Kitoyel;
e npowusolwna KoMmnpomeTauus Knoven.

2.4, B cnyvae nuweHnsa KnuenTtom lMonb3osaTtens Cuctembl npasa nognuceiBath 3 3/,

cooTBeTCTBYIOLWME KOMNAEKTbI K/THOYEN BbIBOAATCS U3 AEMCTBUS Ha OCHOBAHMM NMMCbMEHHOTO 3asiB/IEHNS
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KnueHTa nnu 3/ cBoboaHoro chopmaTa, HanpasneHHoro B baHk nocpefcTBoM CUCTEMbI M NOANMUCAHHOTO
YMNOJSIHOMOYEHHbIM MLOM KnuneHTa.
2.5. BaHK BnpaBe aHHYAMpoBaTb CepTUdMKAT K/THoYa B CeaYLMX CIyYasx:

He noaTBepxpaeHo, 4YTo Bnapenel CepTudukaTa KNoYa BNAAEET KIOYOM 3MEKTPOHHOM MOANUCH,
COOTBETCTBYHOLMM KHOYY MPOBEPKM 3/1eKTPOHHOM NOAMNMUCH, YKa3aHHOMY B TaKOM cepTudmKare;

YCTaHOB/NEHO, 4TO cofiepxalumniics B CepTudumkaTe Koy npoBepku 3 yKe COAEPKUTCS B MHOM paHee
co3paHHoM CepTudmkaTe KoYa;

BCTYNUAO B CUNY peLleHWe Cyaa, KOTOPbIM, B YAaCTHOCTWU, YCTaHOBAEHO, 4YTo CepTudukaT kitoya
COOEPXMUT HELOCTOBEPHYO MHbOopMaLuio.

WHdopmaLms o npekpalyeHun gericteust CeptudukaTa Kntova BHOCUTCS BaHKOM B COOTBETCTBYIOLL NI
peecTp cepTUhMKATOB B CPOK, YCTAHOBJIEHHbIN AeNCTBYOLWMM 3aKOHOAATeIbCTBOM Poccuiickon degepavmm.

3. O6ecneyeHune 6e3onacHOCTU Npoueaypbl o6MeHa A OKYMEHTaMM
3.1. Bbe3onacHOCTb 06MeHa 3/} foCTUraeTCs 3a CHET NPUMEHEHUS CNeayoLWNX CPeacTs:
3.1.1. Ana MepcoHanbHOro KoMMbloTEpa:

CpeacTBo KpunTorpaduyeckon 3awmuTsl nHbopmaumun (CK3UM) Ha 6a3e MporpaMMHOro Komnniekca «bukpunt
5.0.» (BapuaHT ucnonHeHus 2), paspabotaHHoro 000 dupma «MHboKpunTt» (cepTudukaT cootseTcTBns ®Chb
P® Cd/114-3021 ot 30 gekabpsi 2016 roga). KnveHT, OTHOCAWMICS K CEerMeHTy npegnpuHumaTenei, umeet
npaBo BMecTo USB-TOKEHOB MCMOMb30BaTb A/s XpaHeHus Koya 31eKTPOHHON MOAMUCU WMHble HOCUTENU
MHOopMaLMK (XKECTKUIA [UCK, CbEMHbIE HOCUTENN (ONTUYECKNE OUCKHU, diell-NaMsaTh, BHEWHUN BUHYECTep) U
T.M.). KnueHT yBegomneH BaHKOM O TOM, 4YTO WCMofib30BaHMe BMecTo USB-TOKEHOB WHbIX HOCUTenew
MHGPOPMALMMN CYLLECTBEHHO CHUXaeT ypoBeHb 6Ge3onacHoCcTM npu obmeHe [, ¥ MOAHOCTbIO OCO3HaeT
BO3HMKAIOLME MPU 3TOM PUCKU. BaHK He peKkoMeHAyeT UCMob30BaHMe MobbIX HocuTenen nHdopmaymm 3a
ncknoveHmem USB-TOKeHOB.

Mcnonb3soBaHnem CK3W «KpuntoTokeH 3M 2» B coctaBe USB-TokeHoB JaCarta [OCT/JaCarta-2 T'OCT,
pa3paboTaHHbix 3A0 «AnnaguH P.[.» (cepTudmnkat cootsetctBns ®CBb Poccmum Ne CP/124-3473 o1 10.08.2018 r
n Ne Cd/124 - 3502 ot 11.09.2018 r.). Kntoy 31€KTPOHHON MOAMUCK HUKOFAA He MOKUAAET BHYTPEHHeMN
3awmiieHHon namsaTn USB-TokeHa. leHepaumsi M xpaHeHue Kntova 3/1eKTPOHHOM Moanuck, a Takxke
nognucaHne [OKYMEHTOB MPOU3BOAMTCS BO BHYTPEHHEN 3awuweHHon namsatu USB-TokeHa. Joctyn Kk Kntouy
3/IEKTPOHHOW MOAMUCK OCYLLECTBASIETCS C WCMOMb30BaHMEM Mapons. KANEeHT, OTHOCALWMICS K CEerMeHTy
npegnpuHumaTeneii, umeeT npaBo BMecTo USB-ToOKkeHOB MCMNonb30BaTh A5 XpaHeHus Kntoya 3n1eKTpOHHOM
MOANMUCU WHble HOCUTENM UHGOPMaLUUN (KECTKUIA [UCK, CbeMHble HocuTenun (dhrew-namsTb, BHELWHWUN
BMHYecTep) ¥ T.n.). KnueHT yBegomneH BaHKOM O TOM, YTO Mcrosib3oBaHWe BMecTO USB-TOKEHOB WHbIX
HocuTenen MHMOPMaLUM CYLLECTBEHHO CHWXAET ypoBeHb 6e3omacHOCTM npu obmeHe 3 U MOMHOCTbHO
OCO3HaeT BO3HMKAKOLWME MpWU 3TOM PUCKU. BaHK He pekoMeHAyeT WCMob30BaHWe JbbIX HocuTesnew
NMHdopmaLmu 3a ncknoveHnem USB-TOKEHOB.

LndpoBaHus faHHbIX B TEIEKOMMYHUKALMOHHBIX KaHanax ¢ ucrnonb3soaHmem CK3M Kpuntolpo CSP Bepcun
4.0 n Bblwe. [na 3aWnTbl gaHHbIX OT HECAHKLMOHWUPOBAHHOIO AOCTYyNa B TENEKOMMYHUKALMOHHBIX KaHanax
ncnonb3yeTcs npoTokon Transport Layer Security (TLS v. 1.2, RFC 2246 v Bbllwe2).

YpocToBepeHus NnpuHagnexHocTn cepsepa Cuctembl NMAO POCBAHK ¢ nomoulbto cepTudmnkaTta, BblgaHHOMO
MAO POCBAHK akkpepMTOBaHHbIM YgocToBepsowWwmM LeHTpom 000 "KPUMTO-MPO".

3.1.2. ns MOBUABHOIO NPUNOXKEHUS:

CpepctBa kpunTorpadmnyeckom 3awmuTbl MHOPMALLMK C UCMOb30BaHMEM anropmuTMa RSA o5 3aWmThbl JaHHbIX
OT HECaHKLMOHMPOBaAHHOIO JOCTYMNa B TEIEKOMMYHUKALMOHHBIX KaHaflax UCnonb3yeTcs npoTokon Transport
Layer Security (TLS v.1.2, RFC 2246), npuMeHSIOTCS Kpuntorpaduyeckne MexpyHapogHbie anropuTMbl
wncdpoBaHusi RSA (3072 bit), obmeHa kntovelt no anroputmy Anddu-Xennmara, XxalUIMpoBaHUS B COOTBETCTBUM
cSHA512.

CuMmMmeTpuyHoe WwundpoBaHme AES ¢ anvHol Kntoda 256 bit., reHepaums n xpaHeHue Kntoya 3/1eKTPOHHOM
MOAMWCK, a Takxke nognucaHue 3[] NPov3BOAMTCS BO BHYTPEHHEM 3alulieHHON namsaTn MobunbHoro
ycTpolicTBa. KnmeHT yBegomaeH baHKOM 0 TOM, YTO MCMOMb30BaHMe BMeCTO USB-TOKEHOB MHbIX HOCUTENEN

2 PekoMeHayeTcsa ncrnosibaosartb Bepcuio TLS v.1.2.
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MHGPOPMALMN CYLLECTBEHHO CHMXaeT ypoBeHb 6e3onacHocTM npu obmeHe 3[ M NOMHOCTbIO OCO3HAEeT
BO3HMKalOLWME NpU 3TOM PUCKU. BaHK He peKoMeHfyeT MCrnosib3oBaHue Nobbix HocuTene MHdbopmaumm,
npegHa3HayYeHHbIX 4Na reHepayum n xpaHeHus knwoda 31, 3a ncknoveHmem USB-TOKeHOB.

3.2. KnueHTy pekomeHpayeTcs obecneynmTb KOMMAEKC OpraHuM3aLMOHHO-TEXHUYECKUX — Mep,
HanpaB/ieHHbIX Ha BbIMO/IHEHWE Cleaylowmx TpeboBaHnn 6e30nacHOCTU:

3.2.1. ins paboTbl Ha MepcoHaNbHOM KOMMblOTEPE:

OpraHn3oBaTb BbIAENEHHbI KOMMbOTEP noacucTeMbl «KMEHT», MpefHAa3HAYEHHbIW UCKIKYUTENBHO [AJ1s
paboTbl ¢ BaHKoM;

lFeHepauulo M XpaHeHWe KKYeBON WHdOpMauuKM, a Takke NOAMMCAHWE [OKYMEHTOB MPOM3BOAUTHL C
ncnonb3oBaHnem USB-TokeHoB JaCarta FOCT/JaCarta -2 FOCT;

B cnyyae reHepaumu KAMEHTOM, OTHOCAWMMCS K CErmMeHTy npeanpuHuMatenelt, Knwoyen 31eKTPOHHOM
nognucu csoux lNonb3oBaTeneln Ha HOCUTENW, OTAUYHble OT USB-TOKEHOB, OCYLLEeCTBASATb 3KCMayaTauuto
paboyero Mecta u obecnevyeHne ero 6e30MaCHOCTU OPraHM3aUMOHHBIMU U TEXHUYECKMMU MepamMu B
COOTBETCTBMMW C TPeOOBAHUSMM IKCMNYyaTaLMOHHOM foKyMeHTaunen ans CK3M «bukpunT 5.0» gns knacca KC1:
«CpeacTtBo  Kpuntorpaduyeckor  3awutbl  UHbopMaumm  «Bukpunt 5.0». [paBuna MNoJsib30BaHUsSI»
(MH®K.11485466.4012.027.31). [JlaHHbIN OKYMEHT pasMelleH Ha opuumanbHOM cainTe baHka B ceTu MIHTepHeT
no agpecy http://www.rosbank.ru.

BBecTu orpaHuyeHmne ceTeBoro B3aMMogencTBmns KoMMNbioTepa NogcncTeMsl «KNMeHT» TONbKO C HEO6XOANMbBIM
JoBepeHHbIM nepeyHeM |IP-agpecos;

MpoBepsiTb, 4YTO YCTAHOBMIEHO 3alumlieHHoe TLS-coeguHeHne ¢ oduUManbHbIM pPecypcoM cepBuca
https://www.bankline.ru

CpegctBamu nogcuctembl «KnneHT» 3akpenuTb 3a Monb3oBaTensamm Cuctemsl IP-agpec/cnucok IP-agpecos
KOMMbOTEPOB NoacucTeMbl «KNneHT» B Liefsix obecrnevyeHnst KOHTPOs Ha CTOpoHe baHka;

ObecneynTb Ha BbILENEHHOM KOMMbIOTEPE HaNuyMe CPeacTB 3aluTbl OT BPELOHOCHOrO MPOrpaMMHOro
obecneyeHust, nx paboTocnocobHOCTb N perynsipHoe 06HOBNEHNE;

MCKNYnNTb Ha BblgeNeHHOM KOMMbOTEPE OTKPbITME NNCEM C BNOXEHUAMU, NMONYHEHHbIMU OT HEN3BECTHbIX
nnn HeJoBEPEHHbBIX NCTOYHUKOB;

06ecneynTb MCNOJIb30BAHUE UCKTIOUYNTENIBHO INLEH3VOHHOTO NPOrpaMMHOro obecneyeHs 1 onepaLuoHHOM
CUCTEMBI;

OpraHu3oBaTb PErynsipHyt0 YCTaHOBKY OOHOBNEHMII 6€30MacHOCTM MNPOrpaMMHOro obecrnevyeHus u
onepaumoHHOM CUCTEMBI;

MCKNoYnTb NCNOMb30BaHNe cpencTB yganeHHoro agMMHUCTpUpoOBaHuA,

Ob6ecneynTb npuMeHeHune NNUEH3NOHHOIO MeXceTeBoro JKpaHa (,CI,OI'IyCKaeTCFI ncnonb3oBaHue
nepcoHa/lbHOro MeXXceTeBOro 3KpaHa;,

BbIMONHWUTbL KOMMJIEKC OPraHM3auMOHHbIX MEPONPUSTUIN MO obecrnevyeHnto MHOPMaALMOHHOW Be3onacHOCTH
(HacTpoWka 6€30MacHOCTN ONEPALLMOHHON CUCTEMBI, OFPpaHUYEeHNE NPaB JoCTyna MHPOPMALUOHHON CUCTEMDI,
OpraHun3auus NaposibHOM 3alMThl, NOAFOTOBKA NPoLeAyp PearmpoBaHus Ha MHLUMAEHTbI U T.M.);

KoHTponupoBaTb cobntofeHne TpeboBaHMin 6e30nacHOCTU.
3.2.2. ins paboTbl ¢ MOBUABbHBIM YCTPONCTBOM:

06ecneynTb MCNOJIb30BaHUE UCKTIOYNTENBHO INLLEH3VOHHOIO NPOrpaMMHOro obecneyeHmns 1 onepaLuoHHOM
CUCTEMBI;

OpraHunsoBaTb peryasipHyt0 YCTaHOBKY OOGHOB/MEHUI 6e30MacHOCTM MNpPOrpaMMHOro obecnevyeHuss u
onepaumoHHONM CUCTEMBI;

MCKNYnNTb NCNOMb30BaHNE CcpeacTB yganeHHoOro agMUMHUCTPUpPOBaHUA;

BbINOMIHATL KOMMJIEKC OpraHM3aLMOHHbIX MEPONPUATUIA MO obecnevyeHno MHpOopMaLMOHHON 6e3onacHoCTH
(HacTpoWika 6e30MacHOCTN ONEPaLMOHHON CUCTEMBI, OFrpaHMYeHNE NPaB JoCTyna MHPOPMALNOHHOM CUCTEMDI,
OpraHun3aums NaposibHOM 3alMThl);

KoHTponupoBaTb cobntofeHne TpeboBaHMn 6e30nacHOCTY;
O6ecneyunTb HanMyMe aHTUBMPYCHOTO NPOrPaMMHOro obecneyeHus.

3.3. Monb3oBatenn CucTemsbl, yNOAHOMOYEHHbIE UCMO/b30BaTbh CucTeMy KnneHTamum, OTHOCSALWMMUCS
K CerMeHTy npeanpuHuMaTesniei, o/mkHbl B CucTeMe BBECTM HOMep TesiehoHa COTOBOW CBSI3M [/ MOyYeHus
Ha YKa3aHHbIi HOMep MH(OPMALMOHHBIX COODLLEHN B COOTBETCTBMM C [JOrOBOPOM.
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3.4.  KnueHT 06sa3aH:

VickntounTb nosiBfieHne Ha MepcoHanbHOM KOMNbloTepe uan MobrnbHOM ycTpolicTBe nogcuctembl “KaneHt”
BUPYCOB U APYrux Nporpamm AeCTPYKTUBHOIO AeiCTBUS, KOTOPble MOMYT paspywuTb UM MoguduumposaTb
nporpamMHoe obecrneyeHne NoJCUCTEMBI, CKOMIPOMETMPOBaTb Ktoum Monb3oBaTens CUCTEMbI MOCPeCTBOM
NPUMeEHEHNUS NMNLEH3NOHHbIX CPefCTB 3alUTbl OT BPEJOHOCHOMO KOAa U PerynsipHoro nx o6HoBeH s

NCKNIOYUTL BO3MOXHOCTb HECaHKLUMOHUPOBAHHbIX BaHKOM W3MeHEeHUA B TEXHUYECKUX U NPOrpaMmMHbIX
cpeacteax KnneHTa, onpegeneHHbIX B Cnucke;

NCKNo4nTL BO3MOXHOCTb KOMI'IpOMeTaLI,VIVI KnloYeln B npouecce uUX TPaAHCNOPTUPOBKW, 3KChAyaTauun u
XpaHeHu4.

3.5.  CTopoHbl 0653aHbi:

obecneynBaTb KoHpUAEHUMANbHOCTL Knloyel 3MeKTPOHHbIX MOAMNWCEN, B YACTHOCTM He [OonycKaTb
MCnonb30BaHMe NpUHagaexalmx um Knrovei 3neKTpoHHbIX noanuceli 6es nx cornacus;

yBefoMNsATbL apyryio CTOPOHY O HapylweHun KoHduaeHLManbHOCTU Knoya 3/eKTPOHHOM nognucu
(KomnpomeTauun Kntoya) B TedeHne He 6osiee YeM 0gHOro paboyero fHA CO AHA MoJsiyyeHus UHbopMaLMK o
TaKOM HapyLleHuu;

He ncnonb3oBaTtb Kntoy 3ﬂeKTpOHHOVI noanucum Npun Hann4dnn OCHOBaHMUI nonaratb, 4TO KOH(bVI,CI,eHLI,ME]ﬂbHOCTb
[AHHOIO K/ito4a HapylleHa.

3.6. bBaHK BnpaBe B OQHOCTOPOHHEM MOpsAKe 3abnokupoBaTb KoY 37EKTPOHHOW MOAMMUCH
Monb3oBatens CuUCTeMbl B Cilyyae MOSIBNEHUS OBOCHOBAHHbLIX MOLO3PEHUI B HanM4yuMu Ha [epcoHanbHOM
KoMmnbloTepe u/vnn MobunbHOM ycTpoiicTBe [Monb3oBaTens CuCTeMbl BMPYCOB WAW APYrUX MNporpamm
[BECTPYKTUBHOIO fieiicTBusA. BnoknpoBka Kntoya anekTpoHHo nognucu. Monb3osaTens CUCTeMbl CHUMaETCS
BaHkoM no dakTy nonyyeHus ot KnmeHTa nogTeepxaeHus o6 yaaneHmm ¢ NepcoHanbHOro KoMnbloTepa u/unm
Mo6unbHoro yctpoiicTtea Monb3oBaTtens CUCTEMbl BUPYCOB UM APYTrUX NPOrpamMM AeCTPYKTUBHOIO AeACTBUS.

3.7. B cnyyae BO3HWMKHOBEHWS Yrpo3bl KoMmMmpomeTauuu Ki4en pernamMeHTUpyeTcs ciegytolas
nocnegoBaTenbHOCTb AeNcTBUiA CTOPOH.

Ecnv nponsowna KomnpomeTauus kntoven ntoboro Monb3oBaTtens KnveHTa, nocnegHuii obssaH:

B cnyyae pocTynHocTM KomnnekTa Katoyein (Nofo3peHuMe Ha HeCaHKUMOHMPOBAHHOE KOMUpOBaHWe)
HeMegneHHo nocnatb B baHk 3[ “BnokupoBka kntoya”. Mpu 3tomMm CucTemMa aBTOMATUYECKM 3abnokupyeT
BO3MOXHOCTb MCNOJIb30BaHUs flaHHOro KomMnnekTa kntovel Monb3osaTtens CUcTemsl;

B cnyyae HegoCTynHOCTM (yTpaTa, XuweHue v T.n.) Komnnekta katwyein coobwmts AgMuHncTpatTopy Cuctemsl
no TenedoHy (TenedoH 1 31eKTPOHHbIN agpec AGMUHUCTPATOPaA CUCTEMbI YKa3aHbl Ha caniTe www.bankline.ru,
a Takxke B 3asBNEHUM, UCMONb3YS A8 aBTOpM3aLMM KogoByto dhpasy, npusegeHHyto B CepTudukaTe Ki4a, o
(bakTe KomnpomeTaumu knwoyen;

B cnyyae ytpatbl Monb3oBatenem Cuctemsl kofoBow ¢dpasbl AgMUHUCTPaTOp CUCTeMbl BNpaBe NpOU3BECTU
[OMOSIHUTENbHbIE AEACTBUS MO aBTopu3aumu Monb3oBaTtens CucteMbl (06paTHLIA 3BOHOK MO YKa3aHHOMY B
3asBneHun TenedoHy, 3anpoc Ha NpefocTaBeHne AONONHUTeNbHONW UHbopMaLmu: o damunum Kypatopa
KnveHTa B BaHKe/ynofIHOMOYEHHOro COTpyAHMKa baHKa, Ko/ivyecTBe Mosb3oBaTtenein u T.n.). B ciyvae
npefocTaB/ieHNst HeO6BEKTUBHON MHMOPMaLMM AGMUHUCTPATOP CTaBMT B M3BECTHOCTb KypaTopa KnueHTa B
BaHKe/yNONHOMOYEHHOrO COTPyAHMKA BaHka W MO  COracoBaHUK C HUM  pelaeT BOMPOC O
npopo/xeHnn/6noknpoBaHum paboTbl KnveHTta B Cucteme;

B cnyyae komnpomeTaumm (yTpaTsl, pasriaweHus) SMS-kofa HesameannTebHO NpouHdopmMmpoBaTb BaHk no
ntoboMy KaHany cBa3u;

B cpok He 6onee Tpex pabounx aHen nocne coobuieHus no tenedoHy o cdakte KomnpomeTauum Katoyen
HanpaBuTb B BaHK Ha 6/aHke KaneHTa NUCbMEHHOe 0b6BbSCHEHWE C/TYYUBLLErOCS, 3aBEPEHHOE HaAleXalnm
06pa3oM MOANUCAMU YMOJHOMOYEHHbIX AWl WM nevaTbto KnveHTa (Mpu Hanuuum). B nucbMe AOMKHO
cofiepXaTbCsl pacrnopshkeHne baHKy 0 MPUOCTAHOBNEHUW AanbHelen 06paboTku I A0 yCTpaHEHMS NPUYNH
cnyymBLierocs v (Mnu) 3ameHbl KomnnekTa Kioyen;

B cnyyae npuHATUS pelleHWs O 3aMeHe KomnnekTa K/ko4el, creHepupoBaHHOro faJis epcoHanbHoro
KOMMbOTEpa, CreHEPUPOBaTb HOBbIN KOMMNEKT K/OYEN CaMOCTOSITENIbHO M HanpaBUTb CBOEro NpefcTaBUTeNs
B baHk AN ero pernctpaumn. B cnyyae npuHATUS peweHust o 3aMeHe KomnieKTa K/itodei, creHepMpoBaHHOro
nocpencTBoM MobGUNBLHOIO MNPUNOXKEHUS, CreHepupoBaTb HOBbIM KOMMNEKT KAK4Yeld CamMoCTOSTENbHO B
COOTBETCTBUU C VIHCTPYKUMeEN.

Ecnu nponsoluna KomnpomeTtauums kntoveit baHka, nocnegHuin obs3ax:
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M3BecTuTb KnneHTa o pakte komnpometauun KomnnekTa kntouvein baHka, Npogo/mxeHun\nprocTaHoOBNEH NN
paboTbl CucTeMbl U cMeHe KomnnekTa kntoyel baHka nocpeactBoM CUCTEMbl C YKa3aHMEM [aTbl U TOYHOTO
BPEMEHM CMEHbI BbllLeyKa3aHHOro KomniekTa Kiye;

MpousBecT BHennaHoByl cMeHy Komnnekta kntoueir baHka, ony6nvkoBaTb HOBbI Kntoy npoBepku
3NeKTPOHHOM nognucu u konuto CepTudwmkaTa knwoya baHka, cogepxaliero HOBbIM Koy npoBepku
3NeKTPOHHON noanucy BaHka, Ha cepepe CUCTEMBI.

3.8. lpu nonyvyeHmm no TenedoHy coobLieHMs O BOSHUKHOBEHUN yrpo3bl KoMnpomeTaLmm Knoyen ot
aBTOPW30BaHHOIO MO KopoBoW (pase KnueHTa baHK HemegseHHO MNPUOCTaHaBAMBAaET WMCNOJSb30BaHWE
Cuctembl faHHbIM KnveHToM. C 3TOro MOMeHTa onepayuu NpoBOAATCS TOIbKO Ha OCHOBAaHUW [OKYMEHTOB,
o opMeHHbIX B 6ByMaXKHOM BUfe.

[JanbHewee wucnonb3oBaHWe CucTeMbl KAMEHTOM BO3MOXHO TOMbKO MOCNE YCTpaHeHWs yrposbl
KomnpomeTauuu kntoyeit KnmeHTa.

4. Mopsapok npoBepku 3 n 3NN npu pasHornacuax

4.1. [ns paspelleHUs CNopoB OTHOCUTENbHO MOAAMHHOCTM 3 MO 3asiBNEHUI0 3aUHTEPECOBaHHOW
CTOpOHbI, MonaratwLiei, 4To ee npaBa HapylweHbl, CTOpoHaMU B ABYXHefesNbHbIA CPOK C AaTbl Mogauu
3asBneHns co3gaeTcs CornacuTenbHas KOMUCCUS, B MPUCYTCTBMU KOTOPOW NMPOU3BOAATCS BCE onepauuu no
MOLrOoTOBKE W TMpOBEAEHUI0 Mpoueaypbl paspeweHus crnopa. B coctaB CornacutenbHol Komuccuu
BK/IOYAIOTCS NpeacTaBuTenv baHka B KONMYeCcTBe ABYX YeN0BeK U nNpefcTaBuTeny KnmeHTa B KONNYECTBE fBYX
4enoBek, a B c/lyvae HeobxoamMMocTu (no cornawweHunto CTOpoH) — He3aBUCUMbIe 3KCMNepThl. MpeacTaBuTeNa MM
BaHKa 1 KnneHTa MoryT 6biTb Ha3Ha4yeHbl KaK COTPYAHUKM 3TUX OpraHu3auuii, Tak U UHble KOMMETEHTHble
nnua, MoNHOMOYMS KOTOPbIX MOATBEPXAAITCS COOTBETCTBYHOLWMMUN OBEPEHHOCTAMMU.

4.2. CrnopHbiM 3[ sBnaeTcsa 3[, B OTHOWEHUN KOTOporo ogHa CTopoHa npeabaBnseT npeTeH3uu no
€ro nog/IMHHOCTY apyron CTopoHe.

4.3. [poueaypa NpoBepKM NogAMHHOCTY 3 NpoBOAMTCSA Ha 060pYyAO0BaHMM 1 B MOMeLLeHUN BaHKa.

44. B npucytctBun uneHoB CornacutenbHolt kommuccum bBaHk o06s13aH Ha cBO6ogHOM OT
MporpaMMHOro obecrnevyeHusi KOMMbIOTEPE YCTaHOBUTb oOmnepauuoHHyt cuctemy Windows7 u Bbiwe wu
npefocTaBfieHHyto hupmoli-paspabotunkom 3A0 “UHUCT” nporpammy npoBepku I, ykasaHHyto B n.1.10
HacToswen NHCTpyKummn

4.4.1. CTopoHa, OoTCTamBatowas MOAJAMHHOCTbL crnopHoro 3/, obs3aHa NpefoCTaBMTb CMOPHbIN I/,
[EeNCTBOBaBLUIME B MOMEHT co3fiaHus cropHoro 3/ CepTtudukaTtbl kntoyer CTOPOHbI, NOLNUCABLUEN CMOPHbIi
3/, BaHk 06s3aH npegocTaBuTb camy Knounm NpPoOBEPKU IMEKTPOHHON NOANUCK, 3aMUCaHHble Ha CbEMHOM
HocuTene B Buge darnnos B popmate, npuMeHsiemom Cuctemont (B cnyvae ecnn KnumeHT He npegocTaBnsieT
cnopHbIin 3/, oH NpegocTaBnsieTcs baHkom).

4.4.2. CTOpOHbI 06513aHbl NPEROCTaBUTL BCE MMEKLMECS B UX pacnopshkeHumn CepTudurKaTbl KIYen,
MHhOpPMaLMIO O NPOBEAEHHbIX MIAHOBbLIX U BHEMMaHOBbIX cMeHax KomnaekTa kiwovelr CTOPOH M [OKYMEHTI,
ypocToBepsitolwme hakTbl cMeHbl KomnnekTa kntoyein. CTOpOHbI TakXe 06513aHbl MPefoCcTaBUTb CyxebHble 3/
CucTembl, B KOTOPbIX yKa3aHbl (aKTbl nofyyeHus [ M3 KaHanoB CBA3M U pe3ynbTaTbl UX 06paboTku
(npoBepkwm).

4.5.  YneHbl CornacuTenbHON KOMUCCUN JOMKHBI BbINONAHUTL Clefytolne AeicTBuIS:

4.,5.1. Mpoun3BecTy C NOMOLLbI MPOrpaMMbl NpoBepkm M, ykasaHHoM B M.1.10 HacToswen NHCTpyKumy,
M Kaxpgoro Kntoya npoBepKM 3/IEKTPOHHOM MOAMUCKU, UCMONb30BAHHOIO MpW NognucaHuy cnopHoro 3/,
onepaunto nposepku 3MT;

4.5.2. Co3patb pOTOKON YCTAHOBAEHUS MOAJAMHHOCTM 3] - AOKYMEHT Ha OyMaKHOM HocuTene,
co3faBaembli CMCTEMON B KadyecTBe pesynbTaTa npoBepku 3 cnopHoro 3[ (manee - MpoTtokon). MpoTokon
[OMKEH cofepXaTb pacrneyaTaHHble Ha OyMakHOM HocuTesne Kouum NpoBEPKM 3/IEKTPOHHOM MNOAMMUCH,
MCMNOMb30BaHHbIE 451 YCTAHOBNEHMS NOAAUHHOCTL 3N, 1 3ak/toueHne o6 ntorax nposepku 3N cnopHoro 3.
MpoTokon fomkeH 6bITb MOANUCaH CO6CTBEHHOPYYHO BCeMM YnieHamy CorlacuTeNlbHOW KOMUCCUY;

4.5.3. CpaBHUTb Kntoun NpoBepKu 371eKTPOHHOM nognucu, cogepxalynecs B CeptudurkaTtax Koden, ¢
cooTBeTCTByOWMMM KNloyaMnm MNpPOBEPKM 3NEKTPOHHON Moanucu, 3aduKcupoBaHHbIMU B [poTokone
yCTaHOBMIEHUS MOAJIMHHOCTL 3 cnopHoro 3/, n yCTaHOBUTb, TOXAECTBEHHbI /I OHWU, BHECTW 06 3TOM 3anunCh B
MpoToKon (faHHas 3anucb 3aBepseTcs NOANUCAMM YneHoB CornacuTebHON KOMUCCUN);
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4.5.4. YcTaHOBUTb, ABNSANUCE MU KNoYM NPOBEPKM INEKTPOHHON NOANUCH OENCTBYIOWMMUN HA MOMEHT
BbIpaboTku 3M cnopHoro 3/, 1 BHeCTW 3anucb 06 3Tom B [IpOTOKON (AaHHas 3anuCb 3aBEPSIETCS MOANUCIMU
yneHoB CornacuTenbHow koMmuccum). Kny npoBepKy 3EKTPOHHON MNOANUCU NPU3HAETCs AeNCTBYOWMM Ha
MOMeHT co3gaHus 3l cnopHoro 3[ B cnydvae, ecnu gata co3faHua cnopHoro 3 npuxoguTcs Ha nepuog,
pencteus Knya NpoBepKU 3NEKTPOHHON mofgnucu. B npoTuBHOM cnyyae Kntouy NpoBEPKWU 31eKTPOHHOW
MOAMMCY NPU3HAETCS HEAENCTBYIOLMM Ha MOMEHT co3faHus 3.

4.6. CornacutenbHasi Komuccus npusHaeT 3/ MNOAJMHHBIM, €ClM OLHOBPEMEHHO BbIMOIHEHbI
yCnoBus:

Kntoum npoBepku anekTpoHHoM nognucu B CepTudukaTax kntoyen u B [IpoTokone coBnagator,
Bce pe3ynbTaTbl npoBepku 3l B [IpOTOKONE NONOKUTENbHDI,

CornacuTenibHash KOMUCCUSI Mpu3Hana Bce KouuM NpoOBEPKM 3MEKTPOHHOW MOAMUCH, COAepXalinecs B
MpoTokone, 4eACTBYOWMMM Ha MOMEHT BbipaboTku I,

B npotuBHOM cnyyae CornacutenbHas KoMuccus npusHaeT 3/ HeleCTBUTENbHbIM.
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