MpunoxeHne N2 4

K O6LMM YC/TIOBUAM UCMONb30BaHUS
3/1EKTPOHHBIX IOKYyMeHTOB/ Annex
No. 4

to General Terms and Conditions of
Use of Electronic Documents

NOPAAOK B3AUMOAENCTBUSA CTOPOH MO OCYLLECTB/IEHUIO OBMEHA
3NEKTPOHHbIMU AOKYMEHTAMW'/ PROCEDURE OF INTERACTION OF THE
PARTIES IN COURSE OF EXCHANGE OF ELECTRONIC DOCUMENTS?

R Mpu ucnonbsoBaHumn Nogcucremol «MKB» [ With regard to use /CB

subsystem

1. O6wmeH dneKTpoHHbIMU pokymeHTamu/ Exchange of electronic

documents

1.1. Ans paboTbl B CucTeme MNonb3oBaTenb

Cucrembl ncnosibdyet nporpaMMHO-TeEXHUYeCKune

CpefcTBa, yaoBneTBopstowme

npmnBeaeHHbIM B

TpeboBaHuAM,
Cnucke  TEXHUYECKUX U
NPOrpamMMHbIX CPeacTB, HEOBXOAMMbIX A/ PaboTbl

noacuctembl «<KnneHT» (nanee - Cnmcok).

1.1. For the purpose of working in the
System, a System User uses the hardware and
software which meet the requirements specified in
the List of Hardware and Software necessary for
operation of the Client subsystem
referred to as the List).

(hereinafter

1.2. B npouecce paboTbl Monb3oBaTesb

Cuctembl BbinonHseT B Cucteme cnegyoume

gencreus:

o  Peructpauus B Cucteme - opmmpoBaHue
cneyunanbHoro 31 «perncrpaums», nNognMcaHHoro
3N KnueHta (manee - 3MK). Pabota B Cucrteme
BO3MOXHa TOJIbKO MOC/e yCnelwHon nposepku IMK
cepsepoM CuUCTeEMBI.

o Pabota c 3[, ncxogawmmmn oT KnueHTa,
npepnonaraet GopMnpoBaHue HOBbIX 3/ Ha OCHOBe
34, nmerowmxca B Cucteme M NpegycMOTPEHHbIX B
3aasneHun. [Ans kaxpgoro Tuna 3 B Cucrteme
MMeEeTCs COOTBETCTBYOLWAa 3KpaHHas dopma. 4ns
JOKyMeHTOB «[llnaTexHoe nopy4vyeHMe» BO3MOXEH
umnopt B Cuctemy ¢aiinos onpegeneHHoro baHkom
opmaTta. OnucaHue cTpykTypbl cdaiia umnopTa
nmeeTcs Ha cepBepe baHka.

o MpocTaBneHne ansa kaxgoro 3/ ogHon nnu

Heckonbkmx IMK. Konnyectso 3MK ansa kaxgoro

1.2. In the course of operation, a System User
is obliged to perform the following actions within the
System:

o  Registration in the System, which means
generation of a special Electronic Document
“Registration” signed by the Client’s electronic
signature (hereinafter referred to as CES). It is only
possible to work in the System following successful

authorization of CES by the System server.

o  Working with ED originated by the Client
implies generation of new EDs on the basis of EDs
stored in the System and specified in the Application.
With regard to each type of ED a relevant display form
exists in the System. With regard to Payment Order
documents it is possible to import in the System files
of the format determined by the Bank. A description
of the structure of fileimport is available on the server
of the Bank.

' HacTtosiwmin Mopagok onpenensieT Nopsaok B3aumoaencteus CTOPOH npu Mcnosb3oBaHu KNMeHTOM NMoacucTeMbl

«IKB» n nogcnctemsl «fMpsimas nHterpaums».

2This Procedure defines the procedure for interaction between the Parties when the Client uses the subsystem "ICB" and

the subsystem "Direct integration™.
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Tmna 3[1 onpepgeneHo B 3asBneHun. [locne
nognucanua 3[ Bcemu Heobxogumbimu IMK B
3asaBneHuem

cooTBeTCTBUMN C npouncxognT

aBToMaTu4yeckas nepecbinka 3 B baHk pang

NCNOJTHEHUA.

o [pocmoTp, neyaTb, coxpaHeHue B daiin
noctynmswmnx u3 banka 3.

o  Bbixog ns Cucrtemsl.

o  Provision of one or several CESs for each ED.
The number of CESs for each type of ED is specified in
the Application. Following the signing of ED by all
necessary CESs in compliance with the Application,
ED is automatically remitted to the Bank for
execution.

o Viewing, printing, storing and filing of EDs
which arrive from the Bank.

o Logging out of the System.

1.3. Mpouepypa obpaboTkn 3[ cepBepoMm
CucTeMbl NPOUCXOAUT CNeAyOLWMM 06pa3oM:

o Mo okoH4YaHun  cdopmupoBaHus 3[4

Monb3osatenn Cuctembl npocTasasawT MK B
KonnyecTBe, 3aaBneHun u

otnpasnsatoT 3/ B baHk.

onpefneneHHOM B

o Cepep baHka nony4yaet 3[1 u nposepseT
KOPPEKTHOCTb BCEX MMerLMnXcs B Hem MK,

o OcHoBaHuem pnsa npuHATUA bBaHkom 3[,
nepegaHHoro KnmeHtoMm no Cucrteme, sBnseTcCs
HanMyMe B  KO/NMYeCcTBe, YCTAHOBMEHHOM B
COOTBETCTBMU C 3asiBAEHMEM, U KOPPEKTHOCTb BCEX
MK B 34. Mpn

NpoBEpPKN cepBep baHka NpoCTaBNnAaAe€T B JOKYMEHTE

NOJTIOXXUTENbHOM pe3ynbTaTe

OTMETKY 0 BpeMeHu npuema 3/ n 3l baHka (ganee -
3MNB), cBMaeTeNbCTBYOWYO O NofydyeHUU BaHkom
3[, v coxpaHseT pgaHHbin 3 B Cucteme. MMpu
oTpuuaTtenbHoM pesynbtaTe nposepku 3K 3Mb B
3/ He npocTaBnsieTcsl, KnmeHT nosiyvaeT coobuieHme
06 owmnbke cpeacTBammn Cuctembl. Knoym npoBepkm

3NeKTPpoOHHON  nognucu  BaHka 1 konuwm
COOTBETCTBYHOLUX CepTtudukatos K/touen
pa3mMeLatoTcs Ha cepeepe cUcTeMbl
https://www.bankline.ru.  CepTudukat  Kntoua
NpoBepKM 3/1eKTPOHHOW nognucu BaHka

nognucbiBaeTcs TONIbKO YNOAHOMOYEHHbIM
npepcTaBuTenem baHka. Cpok gelicTeusi Komnnekra

KntoYen baHKa cocTaBnsieT 5 ner.

1.3.
processing by the System server is now in place:

The following procedure for ED

o Following generation of ED by the System
User, CESs are fixed in the number specified in the
Application, and ED is then sent to the Bank. The
server of the Bank receives ED and verifies all CESs
contained in ED. Availability of all CESs in the number
determined by the Application and authenticity of all
CESs in ED constitute the ground for the Bank to
accept ED communicated by the Client via the
System. In the event of a successful verification, the
server of the Bank puts a mark in the document
regarding the time of acceptance of ED and ES of the
Bank (hereinafter referred to as BES), which confirms
the Bank’s acceptance of ED. and stores such ED in
the System. In the event of a negative result of
verification of CES no BES is fixed in ED, and the Client
is given an authorization error message via the
System. Keys of verification of the Bank’s electronic
signature and copies of relevant Key Certificates are
the
https://www.bankline.ru. The key of authorization of

stored on System Server at

the electronic signature of the Bank is only signed by
an authorized representative of the Bank. The set of
keys of the Bank is valid for five years.

1.4. Tlpouepypbl, onucaHHble B n.1.3
HacToswero Mopsaka, NpeacTaBAsaoT cobol eanHbIN
W HefleNIMMbIN Ha YacTu npoLecc nonyvyeHns baHkom
34, He Lpyromn

nocnenoBaTe/ibHOCTU n paccMaTpuBaTbCA

MOryT 6biTb  BbIMOJIHEHbI B

He3aBMCMMO fpyr OT Apyra.

1.4. The procedures described in paragraph
1.3 of this Procedure constitute a single and
indivisible process of acceptance of EDs by the Bank
and may not be performed in another sequence and
may not be viewed separately from each other.
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1.5. [loKyMeHT cymTaeTca nepefaHHbIM
KnnentoM B baHK, ecnn OH coxpaHeH B apxuse
NCXOAALWMX OOKYMEeHTOB KnneHTa Ha cepBepe baHka.
KnueHT MOXeT COXpaHuUTb Job6ON UCXOasLWniA
JOKYMEHT B caiin pAns BeAeHUs COBCTBEHHOrO
apxuBa. ®ann pomkeH cogepxaTb MK, oTMeTKy O
BpeMeHM Npuema fokymeHTa baHkom un 3MB6. dainbl
c cepBepa baHka 1 n3 apxusa KnneHta MOryT 3aTem
npoueaype
pasHornacuin mexay CTopoHamu.

MCMONb30BaThCs  Mpw pa3peLueHus

1.5.Adocument is deemed to be delivered by
the Client to the Bank, if saved in the archive of the
Client’s documents on the Bank’s server. The Client is
entitled to save any outgoing document in a file with
a view to keep its own archive. Thefile is to carry CES,
a mark about the time of acceptance of the document
by the Bank and BES. Files stored on the Bank’s server
and in the Client’s archive may be subsequently used
in the course of dispute settlement between the
Parties.

1.6. MepegaHHbii KnveHTom B BaHk 3[ B
KaXfbli MOMEHT BPeMeHU UMeeT Ha cepBepe baHka
onpefeneHHbI CTaTyC C OTMETKOW BPEMEHU ero
nonydveHus. Ctatyc 3 nameHsetcs baHkoMm. KnneHT
MMeeT BO3MOXHOCTb MOCTOSIHHO MOAy4YaTb Ha
cepBepe baHka nHbopMaLmio 06 M3MeHeHUM cTaTyca
(8 TOM BPEMEHMU N3MeHeHUs)

nepegaHHoro B baHk 3[]. Cepep baHka npucBansaeT

4yucne o ero

nonyyeHHbIM oT KnueHnTa 3/ cnegytowme cTaTychbl:
PybneBble nnaTexHble NOpyYeHUs:
o  nony4veH baHkoMm
O  [AOKYMEHT OTrpaBfieH Ha UCMOJIHEHME
o  Paccyntana komunccusa 3a PKO xx.xx.

o MpuHATO nnm «obpaboTaHO C OWMNOBKOMN» C

yKa3aHWeM TMpUYMHbI, MO KOTOPON [OKYMEHT

OTBEPIHYT;
o  OTnpaBfieH Ha BankoTHbIA KOHTPO/b
o  BknrwueH B peic gns PKLU
o  WcnonHeH
OcTanbHble TUMbl 4OKYMEHTOB:
o  nosny4yeH baHkom
O  [AOKYMEHT OTrpasfieH Ha UCMOJIHEHMEe

o [MpuHAT K ucnonHeHuto unu “obpaboTaHo ¢
OWKNHBKON” C YyKazaHWEM MPUYMHBI, MO KOTOPOW
[BOKYMEHT OTBEPIHYT;

o  PeecTp K pocnncu

o  PeecTp pacnucaH nnv 4acTMYHO pacnucaH B
C/lyyae YacTUYHOM pocnucu

o  CoobuieHuve oTnpaBieHo B huanan

o  [JokymeHT nosnyyeH COTPYAHUKOM
BaMItOTHOIO KOHTPOJIS.
CTOpPOHbI MPW3HAKT, YTO HAA/eXalmM

yBegomneHnem baHkom KnveHTa o npueme K

ucnonHenuto 3 KnueHta 6ygeT  ABASATbCA

1.6. ED handed over by the Client to the Bank
at each point of time has a relevant status on the
Bank’s server with a note of time of its receipt. ED
status may be modified by the Bank. The Client enjoys
an opportunity to receive on a continuous basis
information from the Bank’s server concerning status
modification (including the time of its modification) of
the electronic document handed over to the Bank.
The server of the Bank assigns the following statuses
to electronic documents received from the Client:

Payment order in rubles:

o  Accepted by the Bank

e} Document sent for execution

o  Cash and settlement service fee charged in
the amount of xx.xx.

o  Accepted or processed with error, with
indication of the reason underlying rejection of the
document;

o  Sentto foreign exchange control

o  Put on the dispatch list for delivery to cash
settlement center

o Settled
Other types of documents:
o  Received by the Bank
o  Document sent for execution

o  Accepted for execution or processed with
error, with indication of the reason underlying
rejection of the document;

o  Register breakdown

o  Register broken down or partially broken
down in the event of partial breakdown

o  Message sent to subsidiary

o Document accepted by foreign-exchange
control officer.
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npucsoeHune baHkom 3[] KnneHTa cTaTyca “gOKyMeHT
OTMNpaBfeH Ha WCNofHeHWe”, a npu pabote B
[Jeno3utapHoMm Mogyne Cuctembl - nojiyyeHue
KnueHToM pokymeHTa Tuna «CTtaTtyc 06paboTku
pacrnopsikeHusi/3anpoca», B KOTOPOM YKasaHo, 4To
cTaTyc obpaboTku cooTBeTcTBYOLWero 3/ KnveHTa
«[IpUHATO K NCNONHEHUIO».

KnueHTa 06

BaHK nHdopmmpyet

ncnonHeHnn  Kaxpgoro 3  KnueHTta  nyTem

HanpasneHus KnueHTty COOTBETCTBYIOLLEro
yBeoMJ/IeHMs nocpeacTBoM CUcTemsl.
MpumevaHne: [lepeyeHb un

ctatycoB 3/[], npucBamBaeMbix cepBepoM baHka B

onuncaHune

[JenosutapHom wmogyne CwucTembl, NpuBedeHbl B
PYKOBOACTBeE Nosib3oBaTtens [eno3ntapHoro Mmogyns
Cucrembl.

The Parties acknowledge that assigning of
the Client’s Document Sent for Execution status will
constitute the Bank’s appropriate notification of the
Client about acceptance of the Client’s document for
execution, and with regard to working in the
Depository Module of the System - receipt by the
Client of the document with the Status of Processing
of an Order/Request type which specifies that the
status of processing of a relevant ED of the Client is
Accepted for Execution.

The Bank notifies the Client about execution
of every ED of the Client by forwarding to the Client a
relevant notification via the System.

Note: The list and description of statuses of
EDs assigned by the Bank’s server in the Depository
Module of the System are given in the User Manual in
the Depository Module of the System.

1.7. Npu dopmupoBarHum 3 gns KnneHTa
BaHk npocTtaBnsetr B Hem 3Mb. 3[ cunTaetcs
nepegaHHbiM baHkom KnueHTy, ecnn oH nognucaH
JMB v BbINOXEH Ha cepBep baHKa, To ecTb MeeTCs B
cnvcke Bxogsawmx 3 KnueHTa Ha cepBepe baHka.
KnueHT MOXeT coxpaHuTb 060  BXogawun
OOKYMEHT B ailln pnsi BedeHMss COBCTBEHHOrO
apxuBa. dainnbl apxvBa

mMoryT 3aTem

MCNO/b30BATHLCS NPU Pa3peLleHn pasHorIacui.

1.7. When generating ED for the Client, the
Bank willfix its electronic signature in such document.
ED is deemed transmitted to the Client by the Bank, if
signed by BES and placed on the Bank’s server, i.e.
such ED is on the list of the Client’s incoming
electronic documents on the Bank’s server. The Client
may save any incoming document in a file for
maintaining its own archive. Archive files may
consequently be used in the course of dispute
settlement.

1.8. BaHK DUKCUPYET 3NEKTPOHHbIE apXMBbI
nony4veHHoix oT KnueHnTta 3/[, cogepxawmx MK n
AMB, n poctaBneHHbiXx KnueHTy 3[, cogepxalimnx
3MNB, 1 XpaHUT ux cnocoboM, obecneynBatoLmM
KnneHTy gocTyn K gaHHbIM 3/ Ha cepBepe baHka.

1.8. The Bank will record the electronic
archives of electronic documents obtained from the
Client, which carry CESs and BESs and EDs delivered
to the Client which carry CESs and kept in a mode
which provides the Client with access to EDs with BES
on the Bank’s server.

1.9.
nposepkn 3MN CryptoManager.exe, yCTaHOB/EHHOWN

KnveHT ¢ nomouwbio nporpammbl

Ha MepcoHanbHOM KOMMblOTEpeE, nmeet
BO3MOXHOCTb B /Il060/i MOMEHT BPEMEHMW NPOBEPUTH
3N6 1 3MNK ntoboro dainna apxmea. BollweykasaHHas
nporpamma npoeepku 31 NO3BONSET BbINOMAHATD
nposepky Tunos 3N (pasgen 3

Mopsigka), pa3pelleHHbIX A UCMOoNb30BaHWS B

HacToduero

Cucrtewme.

1.9. Based on the use of CryptoManager.exe
verification program installed in PC, the Client may at
any point of time verify BES and CES fixed in any
archive file. The above ES verification software
provides for verifying ES types (section 3 of this
Procedure), allowed for use in the System.

1.10. Mporpammy nposepku 3l
CryptoManager.exe MOXHO NONy4YUTb Y pUpPMbI-

1.10. CryptoManager.exe ES verification
software may be obtained from the manufacturer of
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pa3paboTymka Cuctembl — 3A0 «MHUCT» (JInueHsuns
®CB Poccum Ne 12818H ot 16.04.2013),
3aperncTpupoBaHHoi No agpecy 119334, r. Mocksa,
5-bIlh [JoHCKOW Npoe3g, 4.15, cTp.2.

the System CJSC INIST (License issued by the Federal
Security Service (FSB) of Russia N0.12818N on April
16, 2013) registered at 119334, Moscow, 5th Donskoy
proezd, 15, building 2.

2. Mopagok nonyyeHus, 3amMeHbl U XpaHeHus knrouen/ Procedure for
receiving, replacing and storaging of keys

2.1. ans
CreHepupoBaHHbIX Aasi paboTbl Ha MepcoHanbHOM

Komnnektos Kto4en,

KoMmnbloTepe  KnveHTamu,  OTHOCSWMMUCSH K

KOpNopaTUBHOMY CETMEHTY:

2.1. With regard to sets of keys generated for
operation of PCs by business segment Clients:

2.1.1.
KomnneKkTbl Kntovel ceoux Monb3oBaTenen Cuctembl

KnveHT  MOXeT  reHepupoBaTb
COTNAacHO 3asiBNEHMIO C MOMOLLbI MPOrpamMMHbIX
USB-
nHdbopMaLmm
(KecTKuiA pUCK, CbeMHble HocuTenu (dnew-naMaTo,

CpeacTs,
TOKeHax

npefocTaBfieHHbIX BaHKoM, Ha

WA  MNHbLIX HOCUTenax
BHELIHWNN BVIH‘-IeCTep) n T.rl.) C MUCNOJSIb30BaHNEM

CBOUX TEXHUYECKUX CPecCTB.

2.1.1. The Client may generate sets of keys for
its System Users on the basis of an Application with
use of the software provided by the Bank, on USB
(hard discs,
removable media (flash memory, external hard discs),

tokens and other storage media

etc.) on the basis of its own technical facilities.

2.1.2. NepBbili Kntoy NpoBEpKM 31EKTPOHHOM

noanucu  Kaxporo  Monb3oBatenss  Cucrtembl

pernctpupyeTtcs baHkoM Ha OCHOBaHUU
nognucaHHoro CtopoHamu CepTudukata Kawya,

odopMIEHHOTO Ha ByMaXKHOM HocuTeNe.

2.1.2. The first Electronic
verification key of each System User shall be

registered by the Bank on the basis of the Key

Signature

Certificate signed by the Parties and executed in hard
copy.

2.1.3.
npoBepPKn 3ﬂeKTpOHHOIZ noanncn perncTpupyetca

Btopon u nocnegpytowmin - Kntoun

BaHKOM Ha OCHOBaHWK MoAnMcaHHoro CTopoHamu
CepTudmkaTta Kno4a, opopMAEHHOro Ha ByMaXKHOM
HocuTene, WAN  Ha

OCHOBaHUWN  3N1EKTPOHHOIO

3anpoca Ha  Bblgaydy

AencTByoLLen Ha

CepTudmkaTta  Katwua,

NoANNCaHHOro MOMEHT
noanuncaHus 3NeKTPOHHOW nognucbio Monb3oBaTens
Cuctembl,

AaBngarouieroca €ANHO/TNYHbIM

MUCMNONHUTESNbHbIM OpraHom KnneHTa 7
HanpasneHHoro B baHk c ucnonb3oBaHunem CUcTeMbl.
Mpn aToM, baHK BnpaBe 3anpawwunBaTtb, a KnuneHT
ob6s3aH no 3anpocy baHka npepoctaBnaTb B baHk
LOKYMEHTbI (B BUAE MOAJAVHHUKOB UM Hag/iexallmm

06pa3oM 3aBepeHHbIX KoMuil), MoATBepXAatLlme

noaHOMO4YNA |-|OJ'Ib3OBaTEJ'IFI, B TOM qyucne
ABAAWNMNCA €ANHOMTNYHbIM NCNONHUTENNbHbIM
OpraHom.

2.1.3. The second and subsequent Electronic
Signature verification keys shall be registered by the
Bank on the basis of the Key Certificate signed by the
Parties executed in hard copy, or on the basis of a
request for release of the Key Certificate to be signed
by the System User’s electronic signature effective at
the date of signing, which System User acts as a sole
executive body of the Client, and thereafter to be sent
to the Bank via the System. In such case the Bank shall
be entitled to request, and the Client shall be obliged
pursuant to such request to submit documents to the
Bank (in the form of the originals or duly certified
copies thereof), which confirm the powers of the User,
including those of the sole executive body.
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2.1.4. Cpok pencteus Komnnekta Kntoyen
yka3biBaeTcs B CepTudukaTte katova. Cpok gencTeums
KoMmnnekTa Kito4yeld He MOXeT MpeBblllaTb CPOK
pencTeus nonHomouumii Monb3oBatens Cuctembl B
COOTBETCTBUM C AOKYMEHTaMU, NOATBEPKAAOLWMMU
€ro nosiIHoMouus.

B cnyyae ecnn wucxopga wm3

npeacTaB€HHbIX KnneHTom OOKYMEHTOB He
npeanctaBndaeTca  BO3MOXHbIM  YCTAHOBUTb  CPOK
ﬂ,el\/’lCTBMFI nonHomoumn [lonb3oBaTens Cucrembl,

CpOK pencTBusi KoMMjieKTa KIYehn He MOXeT

npeBbilLaTh Tpex ner. Jo ncTeveHns
YCTaHOB/IEHHOTO Cpoka KnueHT 06s3aH
WHULUMUPOBaTb Mpoueaypy CMeHbl KomniekToB

Kntoyei. Mo 3asBneHunio KnneHTta, HanpasieHHOMY B
BaHk B npounsBonbHoli opme cpeacTBamMu CUCTEMb
[0 OKOHYaHMA CpoKa AeicTeusa KoMniekTta Knoven,
€ro fencTene MoXeT 6blTb NPOANEHO Ha CPOK He
6onee 3 (Tpex) mecsiyeB. Mo mMHMuMaTuBe KnveHTa
KoMnnieKT Kntoyelt MoXeT 6biTb 3aMeHeH B /iobol
MOMEHT ero gencTus. Kaxabii HoBbin CepTudmkar
KMtoYa, nognucaHHbii CTopoHamm, aBTOMaTUYeCKU
oTMeHsieT gencTtBue CepTudukata Kaw4va JaHHOro
Monb3oBaTenst CUCTEMbI, BbIMYLEHHOMO paHee.

2.1.4. The period of validity of the set of keys
is specified in the Key Certificate. The said period may
not exceed the term of authority of a System User
pursuant to the documents which confirm his/her
authority. In cases where based on the documents
provided by the Client it is deemed impossible to
determine the term of effect of the System User’s
authority, the period of validity of ¢ set of keys may
not exceed three years. Prior to expiration of the
established period, the Client is obliged to initiate the
procedure of replacement of sets of keys. Based on
the Client’s application submitted to the Bank in a
free format via the System facilities prior to expiration
of the term of validity of a set of keys its effect may be
extended for a term not exceeding 3 (three) months.
At the initiative of the Client, a set of keys may be
replaced at any point of time of its effect. Each new
key certificate signed by the Parties will automatically
supersede the effect of the previously issued key
certificate of a particular System User.

2.1.5. OdopmneHHble €O CTOpOHbI baHKa
Ceptudukatol kntoven KnuenTta Bpydatotca YK
nmbo  HanpaensitoTcs  KAMeHTY  MoCpepcTBOM
NMoYTOBOW CBA3M MO agpecy KnueHTa, ykazaHHOMY B
[JoroBope.  CepTuduKaTbl  KIOYEN  LOSKHbI
XpaHUTbCS Y Kaxaoi u3 CTOPOH He MeHee NsATU neT

nocne OKOH4YaHuA NX CpOKa ,U,GVICTBVIS.

2.1.5. The Client’s key certificates generated
by the Bank are to be handed to ARC, or mailed to the
Client’s address specified in the Agreement. Key
certificates are to be kept by each of the Parties for not
less than five years following expiration of the term of
their validity.

2.1.6. [pu noOCTYynneHUn 3NeKTPOHHOro
3anpoca Ha Bblgayy CepTudwmkata  Kawoua,
NoAnnCcaHHoOro AencTByoLLen Ha MOMEHT

nognmncaHuma 3J'IEKTp0HHOI\/‘I nognncbro MNonb3oBaTens

Cnctembl, BbaHk HanpasnseT KnneHty ¢

ncnonb3oBaHneM Cuctembl CepTuduUKaT KwoYa,

NMOAMNMCaHHbIN 3/1eKTPOHHOW MOANMUCHIO
YyNOSIHOMOYEHHOTO NpefcTaBuTens baHka. Mpu 3Tom
KnueHT BnpaBe o06paTuTbcs B BaHK ¢ Uenblo
nonyyeHuss konum CepTudumkate Kiwoya Ha
OyMaXXHOM HoOcCUTene, 3aBepeHHoOW BaHKoOM Kak

YAOCTOBEPSAIOLLUM LLEHTPOM.

2.1.6. Upon arrival of an electronic request
for issuance of a Key Certificate signed by the System
User’s Electronic Signature effective at the date of
signing, the Bank shall send via the System the Key
Certificate signed by the electronic signature of an
authorized representative of the Bank. In such case
the Client is entitled to apply to the Bank for a hard
copy of the Key Certificate certified by the Bank as a
certification center.

2.1.7. B cnyyae nHdopmupoBaHus BaHkom
KnueHta B CucteMe 0 HEO6XOANMOCTUN OCYLLECTBUTD
3ameHy USB-TOKeHa COOTBeTCTBYHLErO
KnueHT 0653aH ocywecTBmUTb 3aMeHy USB-TokeHa. C

Tvna,

MOMeHTa WHdopMupoBaHus BaHkom KnueHTa B

2.1.7. In case the Bank notifies the Client via
the System about the need to replace a USB token of
a relevant type, the Client is obliged to replace the
USB token. As from the date of such notification, no
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CuctemMe 0 HEO6GXOQMMOCTM OCYLLECTBUTbH 3aMeHy
USB-TOKeHa, reHepauus KOMMIEKTOB K/Yen ¢
nomowbio USB-TOKeHa, nognexalwero 3ameHe, He
ocyuecTBasieTcs.

key sets may be generated with the help of the USB
token subject to replacement.

2.2, Onsa
CreHepupoBaHHbIX afs paboTbl Ha lMepcoHanbHOM
KoMnbloTepe KnneHTaMu, OTHOCALMMACS K CerMEHTY

KomnnekToB Kntoyen,

npegnpvHumaTene:

2.2. With regard to the key sets generated for
operation of PCs by business segment Clients:

2.2.1. KnueHTt reHepupoBaTb

KoMmnnekTbl Knto4yel ceonx Monb3oBaTtenent Cuctemsl

MOXeT

COrfacHo 3asiB/IEHWI0 C TMOMOLLbI MPOrPaMMHBbIX
USB-
MHbopMaLmm
(KecTKMI pUCK, CbeMHble HocuTenn (dhneww-namsTb,
BHEWHUI BUHYECTep) M T.M.) C UCMNONb30BaHWEM

CpeacTs,
TOKeHax

npefocTaB/ieHHbIX BaHkoM, Ha

nnn MHBIX HOCUTenax

CBOUX TEXHUYECKNX CPeacTB.

2.2.1. The Client may generate sets of keys for
its System Users based on the Application with the
help of the software provided by the Bank, on USB
tokens or other information media (hard disks,
removable media (flash disks, external hard disks),
etc.) with use of its own technical facilities.

2.2.2. MepBblil KNto4 NpOBEPKN 3/1IEKTPOHHOM

noanucu KaXxgoro MNonb3oBaTens Cucrembl

perucTpupyeTtcs BaHkoM Ha

nognucaHHoro CtopoHamu CepTudukata Kawya,

OCHOBaHUN

oopMIeHHOro Ha ByMaXKHOM HocuTene.

2.2.2. The first ES verification key of each
System User is to be registered by the Bank on the
basis of the key certificate signed by the Parties and
executed in a hard copy.

2.2.3. Btopoii u nocnepytowmii  Knoum

NMPOBEPKM 3/1IEKTPOHHON MOAMUCU PErUCTpUpyeTCs
BaHKOM Ha ocHoBaHMM nognucaHHoro CTopoHamu
CepTudmkaTta Kno4a, opopMAEHHOro Ha ByMaXKHOM

HocuTene, wWAM Ha OCHOBAHMW  3NE€KTPOHHOro

3anpoca Ha Bblgayy CepTudukaTa  KI0Ya,

noAnMcaHHoro AencTBytoLLen Ha MOMEHT

noanMcaHus 3aNeKTPOHHOW nognucbio MNonb3oBaTens

Cuctemsl, n HanpaB/ae€HHOro B BaHk C

ucrnonb3oBaHMeM CucteMbl. YKa3saHHbIN  3anpoc

TaKXe MOXeT 6bITb NOAMMCAH MPOCTON 3N1EKTPOHHOM

noanuchbHo Monb3oBaTtens Cnctemsl,

chopMMpPOBaHHON Ha OCHOBAHUW MpPeabSBAEHHOIO
KnueHTtoM SMS-kofa, paHee HanpasBneHHOro baHkom

Ha HOMep Tened)OHa paHHoro [lonb3oBaTens

CucTeMbl, YyKasaHHbIW B 3asBieHun  u/uam

npepocTaBfeHHbIn baHky MNMonb3oBaTenem Cuctembl

B npouecce  obcnyxuBaHus B CucTeme.
Monb3oBatens  Cuctembl  JomkeH  obnagatb
MoSIHOMOYMAMM  Ha  HanpaeieHve B baHk

COOTBETCTBYIOLWEro 3/1IEKTPOHHOrO 3anpoca. [lpu
ncnonb3oBaHuy KnmeHtom CucTeMbl MpU Hannyum
OTKPbLITOrO pacyeTHOro cyeTa MOAMUCH TaKOro
Monb3oBaTesis AOMKHA ObITh BKIKOYEHA B KAPTOUKY C
OTTUCKa  nevyaTen,

obpasuamu  nognucer u

2.2.3. The second and subsequent ES
verification keys are to be registered by the Bank on
the basis of the key certificate signed by the Parties
and executed in a hard copy, or on the basis of an
electronic application for issuance of a key certificate
signed by an electronic signature of the System User
effective as at the date of signing by the System Users
of ES and forwarded to the Bank via the System. The
above application may also be signed by a System
User’s basic electronic signature generated on the
basis of the SMS code previously sent by the Bank to
the telephone number of such System User specified
in the Application and/or provided by the System User
to the Bank in the course of service in the System. A
System User is to be authorized to send to the Bank a
relevant electronic request. In case where the Client
uses the System in in conjunction with a current
account, the signature of such User is be recorded in
the banking sample signatures and seal card which
are attached to the Client’s account serviced within
the framework of the Agreement, if such card is in
place. In such case the Bank has the right to request,
and the Client is obliged following the Bank’s request,
to submit to the Bank the documents (in the form of
originals or duly certified copies), which confirm the
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LEeNCTBYOWEN K cueTy KnneHTa, ob6cnyxrBaemomy B
pamkax [oroBopa, B ciyyae ee odopmneHus. Mpwu
3ToM, baHK BnpaBe 3anpawnBaTb, a KnneHT obs3aH
no 3anpocy baHka npegocTaBnsATb B baHK JOKYMEHTbI
(B BUOE MOAJIMHHMKOB WM Hagnexawum obpasom
3aBEPEHHbIX Konuit), nogTeepxgatoLime
nonHomo4unsa losnb3oBaTens No HanpasneHuo B baHk
3N1EeKTPOHHOro 3anpoca Ha Bblgavy CepTudwukata

K/to4a.

User’s authority to forward to the Bank an electronic
request for issuance of a key certificate.

2.2.4. Cpok pencteus Komnnekta Kntoyen
onpepensetca  baHKOM 1 yKa3biBaeTcs B
CepTudmkate knw4a. Cpok geincteus KomnnekTa
K/MoYe He MOXeT MpeBblWaTb CPOK [elCTBUS
NMOAHOMOYUIA Monb3oBaTtens Cuctemsl B
COOTBETCTBMMU C AOKYMEHTaMu, NOATBEPKAAOWNMHU
ero nonHomouusa. B cnyvae, ecnn wucxops wu3

npeAacTaB/IEHHbIX KnneHTom OOKYMEHTOB HE

npeacTaBndeTca  BO3MOXHbIM  YCTAaHOBUTb  CPOK

genctema nonHomoumnin Monb3osaTens Cuctembl,

CPOK pgencTBusi KoMnnekTa KoYel He MOXeT
npeebiWwaThb Tpex ner. Jo ncTeyeHus
YCTAHOB/IEHHOIO  CPOKa  AelcTBus  KomniekTa

Kntoyen KnueHT obs3aH MHMLMMPOBATL Mpouegypy

cMeHbl  KomnnektoB Kawdeil. [Mpu  3ToMm, fo
OKOHYaHMS CpoKa pencTeusi Komniekra Knwouewn
KnueHT MOXeT NpoanTb ero JelCTBME Ha CPOK He
6osiee 3 (Tpex) MecsiLeB, HanpaBuB B baHK 3asiBneHne
nocpegcteammn Cuctembl. Mo MHUUMaTmBe KnneHTa
KoMnnieKT Kntoyel MoxeT 6biTb 3aMeHeH B ilobol
MOMEHT ero geicTus. Kaxabli HoBbin CepTudmkar
KoYa, MOAMMCaHHbIN BaHKOM, aBTOMaTU4YecKu
oTMeHsieT aenctBue CepTudukaTa Kiya AaHHOro

Monb3oBaTtens CUCTeMbI, BbINYLLEHHOIO paHee.

2.2.4. The term of validity of a set of keys is to
be determined by the Bank and specified in the key
certificate. The said term may not exceed the period
of validity of the authority of a System User in
accordance with the documents which confirm the
User’s authority. In cases where it is deemed
impossible to identify the term of validity of the
System User’s authority, the term of effect of a set of
keys may not exceed three years. Prior to expiration of
the established term of a set of keys the Client is
obliged to initiate the procedure of substitution of a
set of keys. Insuch case, prior to expiration of the term
of validity of a set of keys the Client may extend the
term of not more than 3 (three) months by forwarding
to the Bank a relevant application via the System. At
the initiative of the Client, a set of keys may be
replaced at any point of time of its effect. Each new
key certificate signed by the Bank automatically
supersedes the effect of the previously issued key
certificate of a particur System User.

2.2.5. OdopmneHHble €O CTOpPOHbI baHka

Ceptudukatol knwden KnveHTa Ha OyMaxHbIX
HoCuTensx Bpy4atoTCs YNOJ/IHOMOYEHHOMY
npegcrtasutento  KnueHta nvbo HampasasioTcs

KnueHTy nocpefacTBOM MOYTOBOM CBA3M MO agpecy
KnueHTa, ykasaHHomy B [oroBope. CepTudukaTthl
K/KOYEN AOMKHBI XPAaHUTBLCS Y Kaxaon 13 CTOPOH He

MeHee nNATKh NeT nocne OKOHYaHuA WunxX CpoKa

2.2.5. The Client’s key certificates executed
by the Bank in hard copies are to be handed to an
authorized representative of the Client, or mailed to
the Client’s address specified in the Agreement. The
Parties are obliged to keep key certificates for not less
than five years following expiration of their validity.

pencTeus.

2.2.6. Mpu NOCTYNNEHUN 3SNEKTPOHHOIO 2.2.6. Upon arrival of an electronic
3anpoca Ha Bbligayy CepTtudwmkata  knawua, | application for issuance of a key certificate signed by
NMoAMMCaHHOIO  AeNcTByloLWEN Ha MoMeHT | the System User’s electronic signature effective as at

noanncaHua 3J'IEKTpOHHOI\/'I nognuceto Monb3osartens

Cucremsl, baHk Hanpasnser Knnenty ¢

the date of signing, the Bank is to send to the Client
via the System a key certificate with an electronic
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ucnonb3oBaHvem Cuctembl CepTudurkaT Kaoua,

NMOAMNMCaHHbIN 3/1eKTPOHHOW NoANUCHIO
YNONHOMOYEHHOro NpeacTaBnTens baxka. Mpu aTom
KnueHT BnpaBe o06paTuTbcs B BaHk C Uenblo
nonyyeHuss konuu CepTudmkata K/oYa Ha
6yMaKHOM HocuTene, 3aBepeHHoON baHkoM kak

YOOCTOBEPSIOLLUM LIEHTPOM.

signature of an authorized representative of the Bank.
In such case the Client has the right to request to the
Bank to issue a hard copy of the key certificate
certified by the Bank acting as a certification
authority.

2.2.7. B cnyyae nHdopmupoBaHus BaHkoM
KnueHta B CucTemMe O npeKkpaleHun [encTBus

umetoLlerocs y Knunenta USB-TokeHa
COOTBETCTBYWOWEro  Tuna,  KnveHT  posmkeH
OCYyLIeCTBMTb  Npoueaypy CMeHbl  KomniekToB

Kntoyen ceonx Monb3sosateneit CUCTEMDI:

o MyTem reHepupoBaHus KOMNIEKTOB KoYel
cBoux lMonb3oBaTtesien CUCTEMbI HA UHbBIX HOCUTENAX
MHdopMaumm (KeCTKUIN AUCK, CbeMHble HOCUTEeNu
(bnew-namaTb, BHEWHWI BUHYeCTep) M T.N.) C
MCMOb30BaHNEM CBOUX TEXHUYECKUX CPEACTB, NMbo

® MyTeM OcCyLLecTB/IeHNs 3aMeHbl USB-TokeHa,
nocpeacTsom obpalleHuns B nogpasgeneHve baHka.

2.2.7.Inthe event that the Client is notified by
the Bank about termination of the effect of the
Client’s USB token of a relevant type, the Client is
obliged to perform the procedure of replacement of
the sets of keys of its System Users:

e By way of generating sets of keys of its
System Users on other media (hard disks, removable
media (flash disks, external hard disks), etc.) with use
of its own technical facilities, or

*By way of replacing a USB token following a
relevant request to the Bank.

2.3. ana KomnnekTa Kntoyen,
CreHepupoBaHHOIrO  NOCPeAcTBOM  MobusibHOro
NPUNOXEHNS:

2.3. With regard to the set of keys generated
with the help of a mobile application:

2.3.1. MNonb3oBaTesNb BpaBe reHepupoBaThb
KomnnekT kntoyeit ans MobunbHOro NpuaoXeHus ¢

NMOMOLLbIO MporpaMMHbIX cpeacTs,
npeaoCcTaBNeHHbIX BaHKoM, npw Hann4mm
LENCTBYIOLLENO KomnnekTa Kntoven,

CreHepupoBaHHOro A paboTbl Ha MepcoHabHOM
KoMMbloTepe.

2.3.1. The User has theright to generate a set
of keys for a mobile application with the help of the
software provided by the Bank in the existence of an
effective set of keys generated for working on PC.

2.3.2. Cpok pevictBus KomnnekTa Kitoden
yKa3blBaeTcs B CepTudmkaTe katoda. Cpok gencTeums
KomnnekTa K/toYen, CreHeprpoBaHHOIo
nocpeacTsoM Mo6UABHOIO MPUNOXKEHUS, HE MOXET
npeBbllaTh CPOK [AeNCTBUS KoMniekTa Kituyen
Monb3oBaTensi, CreHepMpoBaHHOro Aas paboTbl Ha
MNepcoHanbHOM

KOMMNbHKOTEPE. ,U,O ncreveHns

YCTaHOBJ/IEHHOTO CpoKa KnueHT o6s3aH

npoueaypy
Kaxpgbli  HOBbIN

MHUUMmMpoBaTb cMeHbl  KomnnekTtoB

K/0Yen. Ceptudukar knwoua,

NMOAMNMCAHHbIN CTopoHamu, aBTOMaTUYeECKU
oTMeHsieT peiicTBrne CepTudurkaTa KioYa JaHHOMO

Monb3oBaTtens Cuctemsbl, BbINyLLEHHOrO paHee.

2.3.2. The term of validity of a set of keys is
specified in the key certificate. The term of validity of
a set of keys generated with the use of a mobile
application may not exceed the term of validity of the
User’s set of keys generated for working on PC. Prior
to expiration of the established period, the Client is
obliged to initiate the procedure of replacement of a
set of keys. Each new key certificate signed by the
Parties will automatically supersede the effect of the
previously issued key certificate of such System User.

2.3.3. Cratyc 30 MNonb3oBatensa Cuctemsl,
CreHepupoBaHHON nocpeacTBoM KoMmmniekTa Kitoyen

2.3.3. The status of ES of a System User
generated with the use of a set of keys for a mobile
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ans MobunbHoro

Cratycy 3l MNonb3oBatens CucTeMbl, YKa3aHHOMY B

NPUNOXEHNS, COOTBETCTBYET
3asBneHuun, npu reHepauun Komnnekrta knoyen Ha
USB-TOKEHax MM WHbIX HOCMTensx WHdbopmaumm
(KecTKuiA pUCK, CbeMHble HocuTenu (dnew-naMaTb,
BHELWHWI BUHYECTep) 1 T.N.)

application corresponds to the status of the
electronic signature of a System User specified in the
Application upon generation of a set of keys on USB
tokens or other media (hard disks, removable media
(flash disks, external hard disks), etc.).

2.3.4. Ob6sA3aTenbHass 3aMeHa Komnnekra
K/tOYElN MPOBOAUTCS B CIEAYIOLLMNX ClTyYasiX:
® UCTEK CPOK AencTBMA KOMMNEKTa KtoYel;
e npou3sowia KomnpomeTaLms KioYen.

2.3.4.Itisrequired to replace a set of keysin the
following cases:

e The term of validity of a set of keys has
expired;

e The keys have been compromised.

2.4. B cnyvae KnneHTom

MNonb3oBaTensa Cuctembl Npasa nognucbiBatb 3 3]

nnueHna

COOTBETCTBYIOWME KOMMIEKTbI KoYel BbIBOASATCSA
13 feiCTBUS HA OCHOBAHMM MUCbMEHHOTO 3asiBleHUS
34 dbopmara,
HanpasneHHoro B BaHk nocpepctBoM CucTeMbl U

Knuenta  unm cBoboAHOro

noanmMCaHHOro ynos1HOMO4Y€HHbIM NTNLOM KnneHTa.

2.4. In case the Client denies a System User
the right to sign an electronic document with ES the
relevant key sets are be disabled pursuant to a written
application of the Client or an electronic document of
a free format sent to the Bank via the System and
signed by an authorized representative of the Client.

2.5.
CepTndUKAT KoY B CNEAYIOWMX CyYasiX:

BaHk BMNpaBe AQHHYNMPOBATb

e He  TMOATBEPXAEHO, 4YTO  Bnapgenely

CepTuduKaTa K1toYa BnafeeT KNHUYOM 3EKTPOHHON

nognucu, COOTBETCTBYHOLWMM KUY TMPOBEPKU
3/1eKTPOHHOW  MOAMUCK, YKAa3aHHOMY B TaKOM
cepTudmKarTe;

® YCTAHOB/IEHO, 4TO  COAepXaluincs B
CepTudukate ko4 npoBepku 3 yxe cogepx mnTcs B
MHOM paHee co3gaHHoM CepTudurkaTe KoYa;

e BCTYNWJIO B CUNY peLleHne Cyaa, KOTOpbIM, B
4aCTHOCTU, yCTaHOBeHO, 4YTo CepTudukaTt katoya
COflePXUT HEeAOCTOBEPHYIO MHbOPMaLUIO.

WHdopmMauus o npeKkpaweHun [encTBus
CepTudmkaTta BaHkom B

COOTBETCTBYHOLWMN peecTp cepTUdMKATOB B CPOK,

KAK4Ya BHOCUTCA

YCTaHOB/IEHHbI AeACTBYIOLMM 3aKOHO4ATENbCTBOM
Poccuiickoin depepaymn.

2.5. The Bank has the right to revoke a key
certificate in the following cases:

e There is no confirmation that a certificate
holder possesses the ES key which corresponds to the
ES verification key specified in such certificate;

o It is established that the ES verification key
specified in the certificate already exists in another
previously generated key certificate;

e A court decision came into effect, which in
particular established that the key certificate contains
unreliable information.

The Bank records information concerning
revocation of a key certificate in a relevant certificate
register within the term established by the applicable
law of the Russian Federation.

3. O6ecneyeHue 6e30NacHOCTU NpoLeaypbl 06MeHa AOKYMeHTaMu/
Maintenance of security of document exchange procedure

3.1. be3onacHocTb 0bMeHa 3/ gocTuraetcs
3a cYeT NPUMEHeHUs CneayLWwmnx CpeacTs:

3.1. Security of ED exchange is ensured via
use of the following facilities:

3.1.1. inqa MepcoHanbHOro KOMMNbTEPA:

3.1.1. With regard to personal computers:
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CpefctBo  KpunTorpauyeckon 3awmThl
nHdopmaumm (CK3W) Ha 6asze [porpaMmHoOro
Komnnekca «bukpunT 5.0.» (BapMaHT UCMONHEHNUS 2),
pa3spaboTaHHoro 000 ®dupma «MHboKpunT»
(cepTudmkat cootBetcTBus GCb PP Cd/114-3535 ot
12.12.2018 r.). KnneHT nmeeT npaBo BmecTo USB-
TOKEHOB MCMONb30BaTb AJfid  XpaHeHus Knioya

3N1EKTPOHHOWN nognucu UHble HoCuTenu
UHdOpMaALMM (KECTKUIN OUCK, CbEMHblE HOCUTEN
(bnew-namsTb, BHELWHWI BUHYECTEP) U T.M.). KnueHT
yBegoMieH BbaHkoM O TOM, 4YTO MCNONb30BaHWeE
BMecTo USB-TOKEHOB MHbIX HOCUTENeN MHdopMaLum
CYLLECTBEHHO CHWXAeT YpPOBeHb He30MacHOCTM npu
obMeHe 31 M MOMHOCTbIO OCO3HAET BO3HMKaKLMeE
npu 3ToM puckn. bBaHk He  pekomeHayeT
MCMnonb30BaHMe NbbIX HocuTenen nHdopmaLumn 3a

ncknyeHnem USB-TokeHOB.

Ncnonb3oBaHnem CK3U «KpuntoTokeH 2
JM» B coctaBe USB-tokeHoB JaCarta-2 TOCT,
pa3paboTaHHbix AO «AnagauH P.[.» (cepTudwukat
cootBeTcTBUA PCB Poccum Ne Cd/124 - 3956 oT
17.11.2020 r.). Kntoy aneKTPOHHOM NOANUCK HUKOTAA
He NMOoKUJaeT BHYTPEHHEN 3aLmieHHo namMaTn USB-
TOKeHa. FeHepauums 1 xpaHeHue Kntoya 31eKTPoHHON
noanucM, a TaKKe MOANMCaHne [OKYMEHTOB
NPON3BOAMNTCS BO BHYTPEHHEN 3aLLMLLIEHHON NaMSATH
USB-TokeHa. [locTyn K Kntouy 3feKTPOHHON nognuncu
OCYLLEeCTBASETCSA C UICNONb30BaHUEM napons. KnneHt
nMeeT npasBo BMecTOo USB-TOKEHOB MCNOMb30BaTb
ANst XpaHeHus Koya 31eKTPOHHOM Noanucu mHble
HocuTenu uHdopMauMM (KECTKUN [UCK, CbEMHblE
HocuTenu (dnew-namsaTb, BHELWHUN BUHYECTep) U
T.M.).

KnuneHTt yBegoMmJieH BaHkoM © TOM, u4TO

MCrnonb3oBaHue BMeCTO USB-TokeHOB MHbIX
HocuTene WHdOpPMaUMM CYLLEeCTBEHHO CHUXaeT
ypoBeHb 6e30NnacHOCTU Npy 06MeHe /1 M NOTHOCTLHIO
OCO3HaeT BO3HMKAloLWMe NpU 3TOM pPUCKKU. BaHk He
peKoMeHAyeT WCMob30BaHWe JbbIX HOCUTenen

nHdopmaumm 3a ncknroveHneMm USB-TOKeHOB.

LWndpoBaHusa [aHHbIX B

Te/IeKOMMYHUKaLMOHHbIX KaHanax o
ncrnonb3oBaHuem CK3U Kpuntollpo CSP Bepcnmn 4.0 n

Onga

HECaHKUMOHNPOBAHHOIO

BbllU€E. 3alnThbl OAHHbIX oT

gocTyna B

TENEKOMMYHUKALUMOHHbIX KaHanax Wucnonb3yeTca

Cryptographic  information  protection
facilities (CIPFs) on the basis of the software solution
Bicrypt 5.0. (version 2) developed by InfoCrypt LLC
(certificate of conformity issued by the Federal
Security Service (FSB) of the Russian Federation (FSB)
No. SF/114-3535 of December 12, 2018). For the
purpose of safe-keeping electronic signature keys, a
Client is entitled to use information media instead of
USB tokens (hard discs, removable media (flash
memory, external hard discs), etc.). The Client is
notified by the Bank that utilization of other
information media in lieu of USB tokens significantly
reduces the level of security in the course of ED
exchange, and therefore is fully aware of resulting
risks. The Bank recommends to abstain from using
any information media other than USB tokens.

Utilization of CIPF Cryptotoken 2 ES in
conjunction with USB tokens JaCarta-2 GOST
developed by JSC Aladdin R.D. (certificate of
conformity issued by the Federal Security Service
(FSB) of the Russian Federation (FSB) No. SF/124 -
3956 of November 17, 2020). An electronic signature
key is never detached from the internal protected
memory of a USB token. ES keys are generated and
signing of documents is performed inside the internal
protected memory of a USB token. Access to ES key is
obtained with use of a password. A Client has the right
to use other information media in lieu of USB tokens
when safe-keeping ES keys (hard discs, removable
media (flash memory, external hard discs), etc.). The
Client is notified by the Bank that utilization of other
information media in lieu of USB token seriously
affects the level of security in the course of ED
exchange, and is fully aware of resulting risks. The
Bank recommends to abstain from using any
information media other than USB tokens.

Data in telecommunication

channels with use of CIPF CryptoPro CSP of version

encryption

4.0 and higher. With a view to protect data from
unauthorized access in telecommunication channels,
protocol Transport Layer Security (TLS v. 1.2, RFC
2246 and above 3) is recommended for use.

Certification of appurtenance of the System
server of PJSC ROSBANK with the help of a certificate
issued to PJSC ROSBANK by the Certification
Authority of CRYPTO-PRO LLC.

3 It is recommended to use version TLSv.1.2.

Ctpanunua 11 u3 32



npotokon Transport Layer Security (TLS v. 1.2, RFC
2246 v BbllLe2).

YpocToBepeHns MPUHAANEXHOCTU cepBepa
Cuctembl MAO POCBAHK c nomoubto cepTudukaTa,
BblgaHHoro [AO POCBAHK akkpeanTOBaHHbLIM
YpoctoBepswowmm ueHTpoM 000 «KPUTMTO-MPO».

3.1.2. ns MOBUNBHOIO NPUNOXKEHUS:

CpepcTBa
MHOPMaLMM C UCNONb30BaHKeM anropuTMa RSA ans

KpunTorpadunyeckon  3aWwmThl

3alWMTbl  AAHHbIX  OT  HECAaHKUWOHMPOBAHHOMO
poctyna B TENEeKOMMYHWKALMOHHbIX
ncnonb3yetca npoTokon Transport Layer Security
(TLS v.1.2, RFC 2246),

KpunTorpauyeckme MexgyHapogHble anropuTMbl

KaHanax

NMPUMEHSAITCA

wndpoBaHusa RSA (3072 bit), obmeHa Knwoyel no
anroputmy  Auddu-XennmaHa, xawupoBaHus B
cooTtBeTcTBUM € SHA 512,

CuMMmeTpuyHoe wndpoBaHue AES c gnmHom
KnoYa 256 bit., reHepaums u xpaHeHue Knrouya
3M1EKTPOHHON MoAnucKu, a Takxke noanucaHuve 3[
NPOV3BOAMUTCS BO BHYTPEHHENW 3alUMULLEHHON NaMSATH
MobunbHoro yctponcrtsa. KnveHT yBegoMneH
BaHKOM O TOM, 4TO Mcnonb3oBaHue BmMecTo USB-
TOKEHOB WHbIX HocuTenen nHdopmaumm
CYLLECTBEHHO CHWXAeT YpPOBEeHb He30MacHOCTM npwu
obmeHe 31 M NONHOCTbIO OCO3HAET BO3HUKAKLLME
npu 3TOM puckn. BaHK He  pekomeHpyeT
MCMNonb30BaHMe MobbIX HocuTene uHdopmauun,
npegHasHayeHHbIX Aas TeHepauum W XpaHeHus

Kntoya 3M, 3a ncknoveHmem USB-TOKEHOB.

3.1.2. With regard to mobile apps:

Cryptographic  information  protection
facilities with use of RSA algorithm for the purpose of
protecting data from unauthorized access in
telecommunication channels protocol Transport
Layer Security (TLS v.1.2, RFC 2246) is used, as well as
international cryptographic encryption algorithms
RSA (3072 bit), exchange of keys on the basis of the
Diffie-Hellman algorithm and hashing in accordance
with SHA512.

AES symmetric encryption with the key
length of 256 bit., generation and safe-keeping of ES
keys, as well as signing with the help of ES are
performed in the internal protected memory a mobile
device. The Client is notified by the Bank that
utilization of other information media in lieu of USB
token seriously affects the level of security in the
course of ED exchange, and is fully aware of resulting
risks. The Bank recommends to abstain from using
any information media for generating and safe-
keeping ES keys other than USB tokens.

3.2. KnneHTy pekomeHgyeTcsi obecrneynTb

3.2. The Client is recommended to arrange a

KOMMN/IEKC ~ OpraHU3auMOHHO-TeXHUYeckux  Mep, | comprehensive set of organizational and technical
HanpaBfieHHbIX ~ Ha  BbINOMHeHWe  ciegyowmx | measures designed to meet the following security
TpeboBaHU 6e30MnacHoOCTH: requirements:
3.2.1. [Ons pabotbl Ha [lepcoHanbHOM 3.2.1. With regard to PC operation:
KOMMblOTEPE: To allocate a dedicated PC of the Client
OpraHu3oBaTb BblgeneHHbIN KomnbloTep | subsystem intended exclusively for communicating

noacucCTeMbl «KnneHT», npegHasHa4YeHHbIN

UCKTIOYNTENBHO Anst paboTbl ¢ BaHKOM;

leHepaunto ¥ XpaHeHWe  KJ4YeBOn
MHdOpMaLMKM, a TaKkKe MOAMMCAaHME [OKYMEHTOB
npon3sBoguTb ¢ USB-ToKkeHOB

JaCarta-2TOCT;

MCNOJIb30OBaHNEM

with the Bank;

Generation and safe-keeping of key
information, as well as signing of documents shall
only be performed with use of USB tokens JaCarta -2

GOST;

2 PekoMeHayeTcsa ncrnosibaosartb Bepcuio TLS v.1.2.
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B cnyvae reHepaumu KnneHToM,
OTHOCALMMCA K CerMeHTy npeanpuHuMaTenen,
Kntoven 3/1EKTPOHHOW nognucu CBOMX

Monb3oBaTene Ha HoCUTeNnu, oTan4YHble oT USB-
TOKEHOB, OCYLECTBAATb 3KChayaTauuio paboyero
MectTa W obecneyeHne ero  6He3omnacHoOCTU
OpPraHM3auMOHHbIMU U TEXHUYECKMMW MepamMu B
COOTBETCTBUM C TPebOBaHMAMU 3KCMIyaTaALMOHHOWN

pokymeHTaumel pns CK3U «bukpunT 5.0» gns knacca

KC1l: «CpeactBo KpunTtorpaduyeckon 3aLliuThbl
NHdopmaLmm «BbukpunTt 5.0». MpaBuna
Nnosb30BaHUA» (MH®K.11485466.4012.027.31).

[JaHHbIN [OKYMEHT pasMmelleH Ha oduuManbHOM

cainTe BaHka B ceTM MWHTepHeT no apgpecy
http://www.rosbank.ru.

BeecTu orpaHuyeHmne ceTeBoro
B3aumopaencTens KoMMbloTepa NOACUCTEMDI

«KnneHT» TOMbKO C HEOHXOAUMBIM [OBEPEHHbLIM
nepeyHewm IP-agpecos;

MpoBepsaTb, 4TO YCTAaHOB/IEHO 3alLMLLEeHHOE
TLS-coegunHeHne c obmnLmnanbHbIM PECYpPCOM CepBUCA
https://www.bankline.ru.

CpepcTtBamu NoACUCTEMDI «KnneHT»

3akpenuTb 3a [lonb3oBaTensmu Cuctemsbl |IP-

agpec/cnncok IP-agpecos KOMIMbIOTEPOB

noacuctembl «KnueHT» B Uensx obecrnevyeHus

KOHTPO/ISl Ha CTOpoHe baHkKa;

Ob6ecneynTb Ha BblefIeHHOM KOMMblOTEpe
Hanuune CpeacTs

NporpaMmMHOro

3alMTbl  OT  BPEAOHOCHOrO
obecneveHus, nx

paboToCNoCO6HOCTL U perynspHoe 06HOBNEHNE;

NCKNIOUYNTL Ha BblgeNeHHOM KOMMNbKOTEPE
OTKPbITUE NMNCEM C BJIOXXEHUAMU, NMOAYHEHHbIMAN OT
HENU3BECTHbIX N1 HeaoBePEeHHbIX NICTOYHUNKOB;

Ob6ecneynTb Mncnonb3oBaHNe

NCKNKYNTENbHO JIMUEH3NOHHOIO nNporpamMmMHOro

obecneyeHnss N onepaLnoHHON CUCTEMDI;

OpraHu3oBaTb  PEeryasipHyl0  yCTaHOBKY

06HOBNEHUN 6e3onacHoCTH NporpaMMHOro

obecrneyeHns 1 onepaLMoOHHON CUCTEMbI;

NcknounTb ncnonb3oBaHMe cpencTts

YAANEHHOT0 aAMUHUCTPUPOBaHUS;
0b6ecneynTb NPUMEHEHWE JINLLEH3MOHHOIO

MEXCeTEBOro 3KpaHa (fonycKaeTcs MCnonb3oBaHme

NepCoHaNIbHOrO MEXCETEBOIO IKPaHa;

BbIMOMHUTL  KOMMJEKC OpraHu3aLMOHHbIX
MeponpuaTUA No obecneyeHnto MHMOPMaLMOHHOM

6e3onacHoCTU (HacTpoika 6e3onacHoOCTU

In case a business segment Client generates
ES keys for its Users on information media other than
USB tokens, it is necessary to operate workstations
and ensure their reliance on
organizational and technical measures in compliance
with the operating document requirements for CIPF
Bicrypt 5.0 for class KS1: Cryptographic information
protection facility Bicrypt 5.0. Directions for Use
(INFK.11485466.4012.027.31). The said document is
available on the official web-site of the Bank at
http://www.rosbank.ru.

security with

To introduce restriction of network
of the Client

exclusively with the required trusted list of IP

interconnection subsystem PC

addresses;

To verify whether a TLS protected
connection with the official
https://www.bankline.ru service is in place;

resource

To assign, based on the Client subsystem
facilities, to System Users an IP address/list of IP
addresses of the Client subsystem PCs with a view to
ensure control on the side of the Bank;

To provide for availability on a dedicated PC
of malware protection facilities, as well as to ensure
their operability and regular updating;

To preclude opening on dedicated PCs of
letters with enclosures received from unknown or
untrusted sources;

To make use exclusively of licensed software
and operating system;

To organize regular installation of software
and operating system protection updates;

To rule out use of remote administration
tools;

To putin place a licensed network firewall (it
is allowed to use personal network firewalls);

To carry out a set of organizational
arrangements to information  security

(operating system security settings, restriction of

ensure

right to access an information system, pass-wording,
preparation of incident response procedures, etc.);

To  monitor  security  requirements

compliance.
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OMepauMoHHON  CUCTEMbI, OrpaHW4YeHne npa.

gocTyna UHhOPMaLMOHHON CUCTEMbI, OpraHM3aLus
naposibHOM MOAroTOBKa  mpoueayp

pearnpoBaHna Ha UHUNAOEHTbI U T.I'I.);

3aWnThl,

KoHTponupoBaTb cobntogeHne TpeboBaHni
6e30MacHoOCTW.

3.22. [Ana pabotel ¢  MobunbHbIM
YCTPONCTBOM:
ObecneunTb MCMob30BaHMeE

NCKNKYNTENDBHO JIMLUEH3UOHHOIoO NporpamMmMHoOro

obecneyeHus n OrlepaLl,VIOHHOl\/’I CUCTEMbI;

OpraHn3oBaTb  peryfispHyl0  YCTaHOBKY
6e3onacHocTH nporpamMmmMHoro

obecneyeHus n OrlepaLl,VIOHHOl\/’I CUCTEMbI;

obHoBNEHUN

NcknounTb ncnonb3oBaHue cpencrts

yAaneHHoro agMMHUCTPUPOBaHUS;

BbINOMAHUTL KOMMIEKC OPraHM3aLMOHHbIX
MeponpuaTUin nNo obecnevyeHnto UHOPMaLMOHHOM
6e3onacHocTu

6e3onacHocTu (HacTpoika

OI'IepaLI,VIOHHOI‘/JI CNCTEMBDI, orpaHmn4eHune npas
[AocTyna VIHCbOpMaLI,l/IOHHOI\/ﬁ CUCTEMDI, OpraHn3auna

NaponbHOW 3aLMThbI);

KoHTponupoBaTb cobntogeHne TpeboBaHUi

3.2.2. With regard to a mobile device
operation:

To make use exclusively of licensed software
and operating systems;

To arrange regular software and operating
system updating;

To preclude use of remote administration
tools;

To perform a set of organizational measures
to ensure information security (operating system
security settings, restriction of right to access an
information system, pass-wording);

To monitor  security requirements

compliance;

To roll out anti-virus software.

6e30MacHoOCTY;

ObecneuynTb  HanWunMe  AHTUMBUPYCHOIO
NpPorpamMMHoOro obecneyeHums.

3.3. Monb3oBaTenu Cucrembl, 3.3. System Users authorized by business
YNOHOMOYEHHbIEe NCMNo/ib30BaTh Cuctemy | segment Clients to use the System are obliged to
KnneHntamu, OTHOCSAWMMMCS K cermeHTy | enterintothe System a mobile phone numberin order

npegnpvHumaTene, [oMkHbl B CucTeMe BBECTU
HoMep TeflepOHa COTOBOW CBA3W A/151 MOSYYEHUS HA
yKa3aHHbI HOMep MH(MOPMaLMOHHbIX COOBLEHUI B
COOTBETCTBUMU C [loroBOpPOM.

to receive to such phone number information
messages in accordance with the Agreement.

3.4. KnueHT 065a3aH:

NcknoyunTb nosiBneHne Ha llepcoHasnbHOM

KOMMblOTEpPE MU Mo6UAbHOM  YCTpPOMCTBE

nogcucTembl «KMeHT» BUPYCOB U ApYrvxX NpPorpamMmm
LECTPYKTUBHOIO  OeNCTBUS,  KOTOpble  MOryT
paspywutb unm moauduunpoBaTb MNpPOrpaMMHoOE
obecnevyeHne nNOACUCTEMDI,

K1to4un

CKOMNpOMEeTNpPOBaTb
MNonb3oBaTens Cucrembl nocpeacTsom
npuUMeHeHna NUUEH3NOHHbIX CPeacTB 3alnTbl OT

BPefOHOCHOIO KOAa U PETrYsiPHOIO UX O6HOBNEHWS;

3.4 The Client is obliged:

To eliminate penetration of viruses and
other destructive software into PCs or mobile devices
of the Client subsystem which may destroy or modify
the subsystem software, compromise the System
Users’ keys, which protection should rely on
application of licensed malware protection facilities

and regular updating thereof;

To rule out a possibility to introduce
unauthorized modifications in the Clients’ hardware
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NckntounTb BO3MOXHOCTb

HECAaHKUMOHUPOBAHHbIX BaHKOM UM3MeHeHul B
TEXHUYECKUX N NMPOrpaMMHbIX CpeacTBax KnneHTa,

onpegeneHHbix B Cnucke;

VIcKNto4nTb BO3MOXHOCTb KomMnpomeTauuu

and software specified in the List not authorized by
the Bank;

To preclude a possibility of compromise of
keys in the course of their transportation, operation
and safe-keeping.

KOYel B Mpouecce WX  TPAHCMOPTUPOBKM,
3KCMyaTaLMm U XpaHeHUs.
3.5. CTopoHbI 0b6si3aHbI: 3.5. The Parties are obliged:
obecneymBaTb KOH(pMAEHUNANbHOCTb To ensure confidentiality of ES keys. In

Kntoyell 31eKTPOHHbIX NOAnucei, B 4acTHOCTU He
[OMNyCKaTb WCMO/b30BaHME TMpUHaAZIexalmx um
Kntoyei 3f1eKTpOHHbIX Mognucen 6e3 nx cornacus;

yBeaoMAsATb apyryto CTOPOHY O HapyLeHun

KOH(MAEHUMANBHOCTH Kntoyva 3M1EeKTPOHHOM
nognucu (KomnpomeTauuu Kaw4va) B Te4yeHue He
6o/iee yeM ofiHOro paboyero AHSA CO AHSA MOyYeHUs

MHOPMaLMM O TAKOM HapyLLEHUN;

He wucnonb3oBaTb Koy 3ﬂeKTpOHHOI7I
nognnucn npu Haan4mnu OCHOBaHMUI nosaratb, 4TO

KOH(MAEHLMAaNbHOCTb AAHHOIO K/0Ya HapyLUeHa.

particular, it is not allowed to use the Parties’ ES keys
without their consent;

To notify the other Party about violation of
confidentiality of an ES key (Key Compromise) within
not more than one business day following the receipt
of information concerning such violation;

Not to use ES key, if there are reasons to
believe that confidentiality of a key was breached.

3.6. baHk BnpaBe B OJHOCTOPOHHEM
nopsigke  3abnokupoBatb  Knouy  31eKTPOHHOW
nognucyn  lonb3osatens Cuctembl B Ciyvae

nosiBfieHns1 060CHOBAHHbIX MOAO3PEHNN B HANNYMK
Ha lepcoHanbHOM KoMMbloTepe U/mam MobuibHOM
ycTpoicTBe MMonb3oBatens CUCTEMbl BUPYCOB WU

Apyrux
BnokupoBska

nporpaMM  AeCTPYKTUBHOIO  [eNCTBUS.

Kntoya  aneKkTpoHHON  nognucw.

Monb3oBatens Cucrtembl cHuMaeTcs BbaHkom no
dakTy nonyyeHns oT KnueHTa noaTBepxaeHus ob
ypaneHun ¢ [epcoHaNbHOro KommbloTepa u/uan
MobunbHoro ycTpoiictBa [Monb3oBatens CucTemsl

BMPYCOB WU [APYrux nporpamm [ecTpyKTUBHOIO

3.6. The Bank has the right to unilaterally
lock a System User’s ES key in case thereis reasonable
suspicion of virus infection or penetration of other
malware in a PC and/or mobile device. ES key locking
is realized by the Bank following receipt by the Client
of confirmation on removal of viruses and other
malware from a PC and/or a System User’s mobile
device.

gencreus.
3.7. B cnyyae BO3HWKHOBEHMUS Yrpo3bl 3.7. In case there is a threat of a Key
KomnpomeTauum KnroYen pernameHTupyetcsi | Compromise, the following response sequence of the

cnepyroLLas noc/iefoBaTelbHOCTb AecTBUA CTOPOH.

Ecnn npousowna KoMmnpomeTauus Katoyen
noboro Monb3oBaTena KnueHTta, nocneaHnin 06a3aH:

B cnyyae goctynHoctn KoMmnnekta Knwoyen

(nopo3peHune Ha HeCaHKLUMOHNPOBaHHOE
KOMMpOBaHWe) HemedsieHHO nocfaTb B baHk 3[
«bnoknpoBka  Kntya». [pn  3ToM  Cuctema
aBTOMaTMYeCKHn 3abnokupyet BO3MOXHOCTb

Parties is established.

In case of a compromise of keys of any User
of the Client, the latter is obliged:

If a set of keys is available (suspicion of
unauthorized copying), to immediately send to the
Bank a Key Locking electronic message, following

which the System will automatically block a
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MCMONb30BaHWA  AaHHOro KomnnekTa  K/wouen

MNMonb3oBaTtens Cuctemsl;

B cnyyae HegocCTynHOCTHM (yTpaTa, X1LeHne

7 T.N.) KomnnekTa Knoyen coobWmnTHL
AgMuHucTpaTtopy CucteMbl no TenedoHy (TenedoH u
3/1eKTPOHHbIN agpec AOMUHUCTpaTopa CUCTEMb

yKa3aHbl Ha cauTe www.bankline.ru, a Takxe B

3asBNeHMM, UCNONb3YS AN aBTOPM3aLUN KOLOBYIO
(dpasy, npueegeHHyto B CepTudurkate kiawua, o
takTe KomnpomeTaumm knoyen;

B cny4yae ytpartbl lMonb3oBatenem Cuctemsl
KogoBon pasbl AgMUHUCTpaTop CUCTeMbl Bnpase
Npou3BeCcT!  [OMNOSHUTENIbHble  AeWCTBUA MO
aBTopusaumm Monb3oBatenss Cuctembl (0BpaTHbIN
3BOHOK MO YKasaHHOMYy B 3asiBfeHun TenedoHy,
3anpoc  Ha npegocTaBieHue  [ONOJHUTESIbHON
UHdbopMaummn: o damunmm Kypatopa KnveHTa B
BaHKke/ynosHOMOYEHHOrO  COTPYAHMKA
KONMYecTBe noJsib3oBaTener u T.m.).

baHka,
B cnyyae
npepfocTaBieHUss  HeobBbEKTUBHON  MHdOpMauun
AJMUHUCTPATOP CTaBUT B W3BECTHOCTb KypaTopa
KnueHTa B bBaHKe/ynonHOMOYEHHOro COTPYAHMKA
BaHka ¥ Mo cornacoBaHWio C HUM peLlaeT BOMPOC O
npoao/HkeHnn/6nokmpoBaHny paboTsl KnneHTa B

Cucteme;

B cnyyae  komnpomeTauuu - (yTpathl,

pasrnaleHus) SMS-koga He3aMeanuTenbHoO

npoviHpopmmpoBaTb BaHk no Nobomy KaHany cBs3u;

B cpok He 6onee Tpex pabounx gHen nocne
coobleHns no TenedoHy o dakTe KomnpomeTtauun
Kntoyel HanpaBuTb B BaHk Ha 6naHke KnueHTa

NMNCbMEHHOE 06BbACHEHNE cnyymBllerocs,

3aBepeHHOoe Hapanexawnm o6pa30M nognmncamMun

YMOMHOMOYEHHbIX NWL, U neyaTbto KnueHTa (npwu

HanuMuuu). B nucbMe  [O/MKHO  CoAep)aTbCs

pacnopsixeHune BaHKy o NPNOCTAaHOBMEHNN

panbHelriwen o6paboTkM 3/, A0 YCTpaHEHWS NPUYUH
cnyumBLierocs u (Mnum) 3ameHbl Komnnekta Kntoyei;

B cniyd4ae nNpuHATUA pelleHna O 3aMeHe

KoMmnieKkTa  KaoYel, CreHepuMpoBaHHOIO  Afis

MepcoHanbHOrO  KOMMblOTEpa,  CreHepupoBaTtb

HOBbIM KOMMNAEKT K/oYell CcaMoCTosAITeNIbHO W

HanpaBUTb CBOEro npefctaBuTens B baHk ans ero
pervcTpauumu. B cnyyae npuHATUS pelleHns 0 3aMeHe

KomnnekTa Kntoyen, CreHeprpoBaHHOMO
NnocpeacTBoM Mob6unbHoro NpUIoXKeHNs,
CreHepupoBaTb  HOBbIi  KoMnjiekT  Kouen

CaMOCTOATENIbHO B COOTBETCTBUN C nOpﬂ,lJ,KOM.

possibility for System Users to use the compromised
set of keys;

If a set of keys is not available (as a result of
loss, theft, etc.), to notify the System Administrator
via phone (the System Administrator’s phone number
and electronic address are available on the web-site

at www.bankline.ru, as well as in the Application, by
using a code phrase for authorization specified in the
Key Certificate with a view to report a Key
Compromise;

In case of loss by a System User of a code
phrase, the System Administrator is entitled to
undertake additional actions on a System User’s
authorization (dial back the phone number specified
in the Application, send a request for additional
information, i.e. full name of the Client’s curator on
the side of the Bank/authorized Bank officer, number
of users, etc.). In case unreliable information is
furnished, the System Administrator is to notify the
Client’s curator on the side of the Bank/authorized
Bank officer, and to take a decision based on the
latter’s consent, to continue/block the Client’s work
in the System;

In case of a compromise (loss, disclosure) of
SMS-code, it is necessary to immediately notify the
Bank via any communication channel;

Within not more than three business days
following the phone call on a key compromise, to
submit to the Bank a written account of the incident
executed on the Client’s letterhead duly certified by
the signatures of authorized persons and the Client’s
attached
statement is to carry an instruction to the Bank to

seal (if available). The said written
suspend further processing of electronic documents
pending elimination of the reasons underlying the

incident and/or to replace the keys;

In the event a decision is taken to replace the
set of keys generated for a PC, to independently
regenerate a new set of keys and send its
representative to the Bank with a view to register such
new set of keys. In the event a decision is taken to
replace the set of keys generated with use of a mobile
application, to independently regenerate a new set of
keys in accordance with the Procedure.

In case of a compromise of a set of keys of the
Bank, the latter is obliged:

To notify the Client about the compromise of
the Bank’s set of keys, continuation/suspension of
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Ecnu npousowna KoMnpomeTtauus Kiatouen
BaHka, nocnegHuit 06s3aH:

N3BecTuTb KnueHTa 0

KoMnpomMmeTauynn

dakTe

Komnnekta Kkntodelr  baHka,
NpPoAo/HKEeHUN\NPUOCTaHOBNEHUN paboTbl CUCTEMbI
n cmeHe Komnnekta kntouyelt baHka mocpepcTBOM
CucTeMbl C yKasaHuMeM f[atbl M TOYHOrO BPEMEHMU

CME€HbI BbllLeyKa3aHHOIro KomnnekTa KJ'HO‘-IEVI;

Mpownssectn BHEMN/IaHOBYIO CMeHy
Komnnekta kntoyelt baHka, ony6avKoBaTb HOBbIN
Kntoy npoBepKM 3/1IEKTPOHHOM MOAMUCK U KOMUIO
Ceptudukata knova baHka, cogepxallero HoBbIN
Kntoy npoBepKu 31eKTPOHHON mognucu BaHka, Ha

cepBepe CucTemsl.

operation of the System and replacement of the set of
keys of the Bank by using the System facilities with
indication of the date and exact time of such
replacement;

To carry out an unscheduled replacement of
the Bank’s set of keys, to publish a new ES verification
key and a copy of the Bank’s Key Certificate with a
new ES verification key of the Bank on the System
server.

3.8. Tpm
coobLeHns o

nofyyeHnn no  TenedoHy

yrpo3bl
KomnpomeTauuu Knatouyelr OoT aBTOPU3OBAHHOMO MO
kopgoBol  pase

NpunoCTaHaBNMBaeT

BO3HUKHOBEHNN

KnneHta BaHK HemepneHHOo

MCNonb30BaHmne Cucrtembl
JaHHbIM KnueHToM. C 3TOr0 MOMEHTa onepauuu
NpPOBOASTCS TONMbKO HA OCHOBAHUM [OKYMEHTOB,

o(opMNIeHHbIX B ByMaXKHOM Bue.

[JanbHeiwee wucnonb3oBaHne Cuctembl
KNMeHTOM BO3MOXHO TO/IbKO MOC/e YCTpaHeHus

yrpo3bl KoMmnpomeTauum knoven KnmeHTa.

3.8. When notified by the Client authorized
with use of a code phrase via the phone about a threat
of a compromise of keys, the Bank will immediately
suspend such Client’s work in the System. Thereafter
operations may only be performed on the basis of
paper documents.

Further use of the System by the Client is
only possible following elimination of a threat of
compromise of the Client’s keys.

1. MNpu ucnonbsoBanuu NMNogcucremol «Mpamas nuterpaumsa» [ With
regard to use Direct integration subsystem

4. O6wme npaBuaa ob6MeHa 3/IeKTPOHHbIMU BOKYMeHTamm [ General
rules of exchange of electronic documents

4.1. KnueHT camocCTosITENIbHO onpepensier
Cnocob UHTerpaumm y4eTHom cuctembl v BaHka. baHk
NMOALEPXKMBAET Crefyoline BapuaHTbl UHTerpauuu
(kaxxpoMy M3 BapuaHT MHTerpauuu COOTBETCTBYET
CBOI HAbOP 3M1EKTPOHHBIX JOKYMEHTOB):

e yepes cepBuc «1C:JupekTbaHk»;
e yepes npoTokon SOAP/FTPs;

e yepes cepBuc «TpaH3ut HP[» (TpaH3uT

[OKYMEHTOB KnneHnTos yepes

3/1EKTPOHHOrO [0KyMeHToobopoTa HebaHKOBCKOM

cuctemy

KPeaUTHOW OpraHM3aummn akuMoHepHoro obuiecTea
«HauMoHanbHbIN pacyeTHbI genosuTapuii» (MHH
7702165310));

4.1. The Client independently determines
the method of integration of the accounting system
and the Bank. The Bank supports the following
integration options (each of the integration options
has its own set of electronic documents):

e viathe 1S: DirectBankservice;
e viathe SOAP/ FTPsProtocol;

e via the TransitNSD service (transit of
Clients’ documents through the electronic document
management system of the National Settlement
Depository Joint Stock Company (TIN 7702165310);

e via the CyberFT network (transit of

Clients’ documents through the electronic document
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e yepes ceTb «CyberFT» (TpaH3UT AOKYMEHTOB

KnneHToB vyepes cncTemy S/IEKTPOHHOTIO

fOKyMeHToob6opoTa 06wecTBa C OrpaHUYeHHOW
OTBETCTBEHHOCTbIO «KUBEPTNAT» (MHH

7731220815).

management system of the CYBERPLAT Limited
Liability Company (TIN 7731220815)).

4.2, Ona pa6otbl B Mopcucteme «Mpsimas
WHTerpauus» KaMeHT caMoCTOATEIbHO NPOU3BOAUT
y4YeTHOM
fopaboTkM

HaCTPOWKM
HeobxoanMble
3aBUCMMOCTU OT BbIGPaHHOMO Ccrocoba MHTerpauum ¢

CNCTEMDI n BbINONIHAET

CBOEW CUCTEMbl B

BaHkomMm.

4.2. To work in the «Direct Integration»
Subsystem, the Client independently makes settings
for the accounting system and makes the necessary
modifications to his system, depending on the chosen
method of integration with the Bank.

4.3. [Ana noaknwyeHuns K

BblIOpaHHOMY KaHany npsiMoro obmeHa KnuneHT

baHky no

NCNOJNIb3YyeT:

+  web-cepBuc «1C:AnpekTbaHk»,

Ony6ANKOBAHHbI BaHkoM no appecy

https://www.bankline.ru/h2h/db1c;

+  SOAP-cepBep, ony6/NKOBaHHbIN

BaHkoMm no appecy

https://www.bankline.ru/h2h/iso/H2HService;

. FTPs-pecypc, npeaocTaBfeHHbI

BaHKOM nepcoHanbHO KaXgoMy KINEHTY;
e VHTErpauMoHHbIN
2.0», npegocTtaBnsiembii HKO AO HPA;

cepBuc «TpaH3uT

*  WHTerpaumoHHbli cepBuc «CyberFT»,
npepocTaensembin 000 «KUBEPMNAT».

4.3. To connect to the Bank via the selected
direct exchange channel, the Client uses:

« 1S: DirectBank web service published by
the Bank at https://www.bankline.ru/h2h/dblc;

« SOAP server published by the Bank at
https://www.bankline.ru/h2h/iso/H2HService;

+ FTPsresource provided by the Bank
personally to each client;

« Integration service 7ransit 2.0 provided by
NCO JSC NSD;

« CyberFT integration service provided by
CYBERPLAT LLC.

4.4. baHK noppepxuneaeT cnepyoLwme TUMbI
3IEKTPOHHbIX [OKYMEHTOB B 3aBUCUMOCTU OT

BbIGpPaHHOro BapmMaHTa MHTErpauum:
o «1C:AnpekTbaHk»:
0 [OKyMeHTbl oT KnuneHra:
- nnaTexHble NopyyYeHus B pybnsx PO;
- NnaTeXHble Mopy4yeHus B BaJlOTe;

- 3apnnaTHble peecTpbl Ha

pacnpepgeneHne 3apnaatbl COTPyAHMKaM Ha CHeTa B

baHke;
0 [OKyMeHTbl oT BaHKa:

- CTaTyC  WCMOMIHEHUSI  MATEXHOro
nopyyeHus;

- TNOATBepXAaeHue 3auncnenHus
AEHEXHbIX CPECTB Ha CYeTa COTPYLHUKOB;

- BbINWCKM MO pybneBbiM W BaNOTHbIM
cyeTam.

» npoTokon «SOAP» / «<FTPS»:

O [OOKYMEHTbI OT KnneHTa:

4.4. The bank supports the following types of
electronic documents, depending on the chosen
integration option:

« 1S: DirectBank.
o documents from the Client:

- payment orders in rubles of the Russian
Federation;

- payment orders in foreign currency;

- payroll registers for the distribution of
salaries to employees to accounts in the Bank;

o documents from the Bank:

- the status of execution of the payment
order;

- confirmation of crediting funds to

employees' accounts;

- statements of ruble and foreign currency
accounts.

« SOAP / FTPSprotocol:

o documents from the Client:
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- NJaTeXHble nopyyeHus B pybnsx PO u

BastoTe;
- 3asBNeHWs  Ha  MOKYMNKy/npogaxy
Ba/tOTbI;
- 3asBneHus 06 06s3aTenbHON Npogaxe
BasOTbI;

- 3apnnaTHble peecTpbl Ha

pacnpegeneHune 3apnnatbl COTPyAHMKaAM Ha cyeTa B
baHke;

- [OKYMEHTbI BaJIlOTHOIO KOHTPOIS;

- 3asB/fEHUS O PA3MELLEHUUN OEeHEXHbIX
CpeacTs;

- [OKyMeHTbl cBobogHoro hopmara;

- 3amnpocbl Ha OT3bIB JOKYMEHTA.

O [OKYMeHTbl OT baHKa:
- CcTaTyc

NcnonHeHus nnaTexHoro

nopyyeHus;

- noaTBepxXpeHne 3a4uncneHna

LEHEXHBIX CPefiCTB Ha CHeTa COTPYAHUKOB;
- BbIMUCKY;
- CTaTyC OT3bIBa fOKYMEHTA.
+ yepe3 «TpaH3nT HP»/ceTb «CyberFT»:
O [OKYMeHTbl OT KnuneHTa:

- MnaTeXHble NOpyYeHnUs B pybnsx PP u

BasoTe;
- 3asBfeHUs  Ha  MOKYMKy/Mpogaxy
BaJllOThl;
- 3asABneHust 06 ob6s3aTenbHOM Npogaxe
Ba/llOThl;

- 3apnnaTHble peecTpbl Ha

pacnpegesnieHne 3apniaTbl COTPYAHMKAM Ha cYyeTa B

baHke;

- OOKYMEHTbl BafIlOTHOFO KOHTPOSS;

- 32sBMEHUS O PasMELLEHUUN AEHEXHbIX
CpeacTB;

- [OKyMeHTbl cBobogHoro hopmaTa;

O [OKyMeHTbl OT baHka:

- CTaTyC  WCMOSIHEHUS  NJATEXHOro
nopyyeHus;

- noaTBepxpaeHue 3auuncsieHns

LEHEXHBIX CPefiCTB Ha CYeTa COTPYAHUKOB;

- BbIMUNCKN.

- payment orders in rubles of the Russian
Federation and foreign currency;

- foreign currency purchase/sale orders;
- foreign currency surrender applications;

- payroll registers for the distribution of
salaries to employees to accounts in the Bank;

- foreign exchange control documents;
- applications for the placement of funds;
- free format documents;
- requests for document revocation.
o documents from the Bank:

- the status of execution of the payment
order;

- confirmation of crediting funds to

employees' accounts;
- extracts;
- document revocation status.
« through TransitNSD / CyberFTnetwork:
o documents from the Client:

- payment orders in rubles of the Russian
Federation and foreign currency;

- foreign currency purchase/sale orders;
- foreign currency surrender applications;

- payroll registers for the distribution of
salaries to employees to accounts in the Bank;

- documents of currency control;
- applications for the placement of funds;
- free format documents;

o documents from the Bank:

- the status of execution of the payment
order;

- confirmation of crediting funds to

employees' accounts;

- extracts.
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4.5. BaHK noppepxusaeT  cregywoume
dopMaTbl 3NEKTPOHHbIX JOKYMEHTOB B 3aBUCMMOCTH

OT BbIOpaHHOr0 BapMaHTa MHTerpauuu:

+  «1C:AnpekTbaHk»: XML-cbopMmaT TEXHOMOMM
DirectBank (OupektbaHk) dwupmbl 1C. OnucaHune
NpUBEAEHO  Ha CaliTe  KOMMaHMM MO agpecy
https://v8.1c.ru/its/services/1c-direktbank/.

+ «SOAP» /| «FTPS»: XML-dopmaTt cTaHgapTa

ISO 20022:

0 Ofig nnatexein B pybnax PO Ha 6ase
¢dopmaTa pain.001.001.03 (06)

0 [N CTATyCOB MWCMOMIHEHUSI MaTexXel
Ha 6ase chopmaTta pain.002.001.03 (06)

o Aans
onepauroHHOro
camt.053.001.02

BbIMMNCOK no
6ase

OKOH4YaHUu

OHS Ha dopmarta

(o} onsa BbIMUCOK NO

3anpocy Ha 6a3e ¢opmata camt.052.001.02

MPOMEXYTOYHbIX

(o] onsa niaTexxeln B BanTe U KOHBepCUmn
Ha 6ase chopmaTta pain.001.001.03 (06)

0  [N8 OT3bIBOB MOPYYEHWUI KMEHTa Ha
6a3e hopmaTa camt.055.001.06

0 [N MOCTAHOBKU Ha Y4eT KPeauTHOro
AOroBOpa/KOHTPaKTa Ha 6aze

auth.018.001.01

¢opmara

O [Ns BHeCeHUA Uu3MeHeHult B BBK Ha
6a3e popmata auth.021.001.01

0  [J19 CHATUSA C yYeTa KOHTPaKTa Ha 6ase
¢opmaTa auth.020.001.01

0  [J19 CBefeHWl O BaJIOTHbIX omnepaLmsx
Ha 6a3e dopmaTa auth.024.001.01

o ans NoATBEepPXKAALMX
[BOKyMeHTax Ha 6a3e popmaTa auth.025.001.01

cnpaBkn 0O

o ans
BantoTHOro - KOHTpons  Ha
auth.027.001.01

CTAaTycoB MO  [OKyMeHTaM

6aze copmata

0 [N BO3BpaTa paHee pa3MeLleHHbIX

LEHEXHbIX cpeacTB Ha 6ase dbopmarta

trea.325.001.01.RU

0 [Ns NOATBEPXKAEHMS O pa3MeLieHMM
penosuTa Ha 6ase dhopmaTa trea.320.001.01.RU

0  ans nucem ceobogHoro dopmaTa 13/B
6aHk auth.026.001.01

JeTtanbHoe onucaHue ¢opmaToB

npepocTaBnseTca BaHkoMm B MpaBunax

NmnnemenTauun (TIG).

4.5. The bank supports the following formats
of electronic documents, depending on the chosen
integration option:

o 1S: DirectBank. XML-format of DirectBank
technology (DirectBank) from 1S. The description is
given on the company's website at
https://v8.1c.ru/its/services/1c-direktbank/.

+ SOAP/ FTPS: 1S0 20022 XML format:

o for payments in rubles of the Russian
Federaion based on the pain.001.001.03 (06) format

o for statuses of payment execution based on
the pain.002.001.03 (06) format

o for statements at the end of the transaction
day based on the camt.053.001.02 format

o for interim statements upon request based
on the camt format. 052.001.02

o for payments in currency and conversion
based on the pain.001.001.03 (06) format

o to revoke customer orders based on
camt.055.001.06 format

o for registering a loan agreement / contract
based on the auth.018.001.01 format

o to make changes to the VBC based on the
auth.021.001.01 format

o to deregister a contract based on the
auth.020.001.01 format

o for information about currency transactions
based on the auth.024.001.01 format

o forinformation about supporting documents
based on auth.025.001.01 format

o for statuses for documents of Currency
control based on auth.027.001.01 format

o to return previously placed funds based on
the trea.325.001.01.RU format

o to confirm the placement of a deposit based
on the trea.320.001.01.RU format

o for free format letters from / to the bank

auth.026.001.01

A detailed description of the formats is
provided by the Bank in the Rules of Implementation
(TIG).

o TransitNSD / CyberFT network: SO 20022 XML
format:

o for payments based on the pain.001.001.03
(06) format
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+ «TpaH3ut HP[»/ceTb XML-

dopmart ctaHgapTa I1SO 20022:

«CyberFT»:

0 Ana nnatexew
pain.001.001.03 (06)

Ha 6ase dopmaTa

0 [ANs CTATYCOB WCMOMIHEHUS MiaTexein
Ha 6a3e cdhopmaTta pain.002.001.03 (06)

o for statuses of payment execution based on
the pain.002.001.03 (06) format

o for statements at the end of the business day
based on the camp.053.001.02 format.

o pgns BbINMMCOK no OKOHYaHMIo
ONepaunoHHOro  AHSA Ha 6ase  cdopmaTa
camp.053.001.02.
4.6. [Ona Havana pabotbl B Cucteme 4.6. To start working in the System, the
MNonb3oBaTtenb Cuctembl OOJKEH 6bITb | System User must be registered in the System, have a

3aperucTpupoBaH B Cucteme, UMeTb AeNCTBYHOLWUN
CepTnduKaT 1 COOTBETCTBYHOLWMIA €My 3aKpbITbIN
K/Itou.

valid Certificate and the corresponding Private Key.

4.7. PaboTa ¢ 31 B Cucteme NpoucxoguT
34, nognucaHHbiMu 3N KnveHTa C NoOMOLULbIO
pencteytowero CeptudukaTa. baHk ncnonHset 3/,
nosyyeHHble OoT KnneHTa, TOMbKO Noc/ie ycrnewHom
nposepkn 3l KnueHTa cepBepoM Cuctembl. 3l
KnneHTa nof nakeTom AOKYMEHTOB NpMpaBHMBaeTCs
K 3 KnuneHTa nop KaxgblM AOKYMEHTOM BHYTpU
nakera.

4.7. The work with ED in the System is carried
out with ED signed by the Client's ES using a valid
Certificate. The Bank executes ED received from the
Client only after successful verification of the Client's
ES by the System server. The Client's ES under the
package of documents is equal to the Client's ES
under each document within the package.

4.8.
HeorpaHuyeHHoe kKosmyectBo CepTudukaToB Ans

KnuneHt MOXeT co3pgaTb

pabotel B Cucteme. [llpu 3TOM  KOJIMYECTBO
€fMHOBPEMEHHO Mcnonb3yeMbix CepTudukaTos ans

nognucanus 3 3l KnneHTa:

. ans texHonoruu «1C:AnpektbaHk» - He
6onee 4 (YeTbipex) CepTudurKaTos;

« [N TeXHonorui Ha 6ase NpoToKosa
«SOAP» [ «<FTPS» [ «TpaH3uT HP[» /ceTn «CyberFT» -
He orpaHM1YeHo.

4.8. The Client can create an unlimited
number of Certificates to work in the System. At the
same time, the number of Certificates used at a time
for signing the Client's EDS:

« for 1S: DirectBank technology - no more
than 4 (four) Certificates;

« for technologies based on the SOAP/ FTPS
| TransitNSD | CyberFT network - unlimited.

4.9. Ans TexHonornm Ha 6ase MpPoTOKoSa
«SOAP» [ «<FTPS» [«TpaH3uT HP» / ceTn «CyberFT»
KnueHT MOXeT YCTaHOBUTb  [OMOJHUTE/bHbIE
TpeboBaHus K nognucaHuio 3/ no cymme, 3anonHUB
COOTBETCTBYHOLWMIN pa3gen 3asBfeHUss 0 HacTpoike
Nnosb30BaTeNie CUCTEMbl U MEPEYHE NIEKTPOHHbIX
AOKYMEHTOB nofacucTembl «MpsMas MHTerpaymsa» npu
Hanuyum OTKPbLITOrO pacyeTHOro cyeTa
(MpunoxeHne 1.2 k Ycnosusam). B 3Tom cnyyae 3/,
nonyvyaemolin BaHkoM, gomkeH 6bITb cchopMumpoBaH
YTOGbI

TaKnM obpasom,

TpeboBaHuAM covyeTaHus 3N KnveHTa Kak pans

YAOBNETBOPST

BepudurKkaumm Ha cepsepe [lNogcuctembl «[psimas
WHTEerpaums», Tak u Ans JONOAHUTENbHOW NPOBEPKU
nognuceli Ha 6ase 3asiBNEHUs O JOMOSHUTENBHON
HacTpollke TMOAMMCEA NO  TUMAM  3NEKTPOHHbIX

4.9. For technology based on the SOAP /
FTPS / TransitNSD / CyberFT network, the Client can
set additional requirements for signing ED by amount
by filling out the appropriate section of the Statement
on setup of users of the system and the list of
electronic documents of the subsystem of Direct
Integration in the presence of an open current
account (Annex 1.2 to the Terms). In this case, the ED
received by the Bank must be formed in such a way as
to meet the requirements of the Client's ES
combination both for verification on the server of the
Direct Integration Subsystem, and for additional
verification of signatures based on the Application for
additional configuration of signatures by types of
electronic documents. In the event that the Client
already has a valid agreement to work in /CB
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OOKyMeHTOB. B cnydvae, ecnn KnueHT yxe umeet
LencTByoLLee ans
nogcucteme «MKb» 1 TpeboBaHuMs K nognucaxHmio 3/,
HacTpoeHHble B nogcucteme «WKB», TO paHHble

cornaweHume paboTbl B

TpeboBaHus ByayT NpUMeHaTbCS K I, NOAyYeHHbIM
no lNopcucreme «lpamas MHTerpaumns» fo OTMEHbI
Takoro TpeboBaHus.

Subsystem and the requirements for signing ED,
configured in the /CB subsystem, then these
requirements will apply to ED received through the
Subsystem  Direct integration
requirement is canceled.

until such a

4.10. Mpouepypa obpaboTkn 3], cepBepom
NMogcuctembl «MpsAMas MHTerpayus» NPoUCXoguT
chepyowmm obpasom:

« cepBep baHka 20 wm
npoBepsieT KOPPEKTHOCTb BCEX MMEILMXCA B HEM

3.

nonyyaet

e OCHOBaHMeM ana npuHatusa baHkom 3/,
nepepgaHHoro KnueHtom no lMopacucreme «lMpsamas
MHTerpaumus», SBASETCS HanuMyme B KOIMYECTBE,
YCTAHOBNEHHOM B COOTBETCTBUM C 3asiBAeHWEM, U
KoppeKkTHOoCTb Bcex 3l KnmeHnTta nog 3. MMpu
NONOXWUTENbHOM pe3yfnbTaTe MPOBEPKN cepBep
baHka npocTtasnseT B 3[] oTMeTKy 0 BpeMeHu u 31
baHKa, CBMAETENbCTBYOWYO O MOAyYeHMMU MaKeTa
baHkoMm, n
MNoacucteme

coxpaHseTt
«[psimas

OAHHbIN  OOKYMEHT B

MHTEerpaums». Mpw
oTpuuaTenbHOM pesynbTaTte nposepku 3 KnneHTa
3l baHKa B AOKYMeHTe He rnpocTasnsetcs, KnueHt
nonyvyaet coobueHve 06 owwnbke cpeacTBamMu
Mogcuctembl «Mpsmas uMHTerpauusi». Ceptudukar
kntova 3l baHKa BbiNyCcKaeTCcs YNOJAHOMOYEHHbLIM
npepcrtasuTeneM baHka. Cpok geiicTeus Komnnekta

Kntoven baHka cocTaBnseT 1 (oguH) rog.

4.10. The procedure for processing ED by the
server of the Direct Integration Subsystem is as
follows:

« the Bank's server receives the ED and
checks the correctness of all the ES in it.

« the basis for the Bank's acceptance of the
ED transmitted by the Client via the Direct Integration
Subsystem is the availability in the quantity set in
accordance with the Statement and the correctness
of all the Client's ES under the ED. If the check is
positive, the Bank's server puts a time stamp and the
Bank's electronic signature in the ED, indicating that
the Bank has received the package, and saves this
document in the Direct Integration Subsystem. In
case of a negative result of verification of the Client's
ES, the Bank's ES is not entered in the document, the
Client receives an error message using the Direct
Integration Subsystem. An authorized representative
of the Bank issues the ES Bank key certificate. The
Bank's Key Set is valid for 1 (one) year.

4.11. [JoKyMeHT cuyuTaeTcsa nepefaHHbIM
KnneHToM B BaHK, ecin OH COXpPaHeH B apxuBe
NCXOAALWMX JOKYMEHTOB KnneHTa Ha cepBepe baHkKa.
Mpy HanMuUm JencTByOLLEro AoroBopa Ans paboTsl
B nogcucteme «MKbB» Bce Bxogsiwme [OOKYMEHTbI
6yoyT oTobpaxaTtbCs B «Mcxopswmx [OKYMeHTax»
KnneHta Ha cepBepe baHKa. KnuneHT MoXxeT
COXPaHUTb 060N ncxoaaL il [OKYMeHT B dann ans
BefeHus cobCcTBeHHOro apxuea. ®ain cogepxut 3
KnneHTa, OTMETKY O BpeMeHW npuemMa [OKyMeHTa
BaHkom u 30 BaHka. ®annbl ¢ cepBepa baHka 1 13
apxuBa KnueHTa MOryT 3aTeM MCNOMb30BaTbCA Npu

4.11. A document is considered to be
transferred by the Client to the Bank if it is stored in
the archive of the Client's outgoing documents on the
Bank's server. If there is a valid agreement for work in
the /CB subsystem, all incoming documents will be
displayed in the "Outgoing documents" of the Client
on the Bank's server. The client can save any outgoing
document to a file to maintain its own archive. Thefile
contains the Client's electronic signature, the time
stamp of the document acceptance by the Bank and
the Bank's electronic signature. Files from the Bank's
server and from the Client's archive can then be used

npouenype paspelleHuss pasHornacuii  mexgy | in the procedure for resolving disagreements
CTopoHamu. between the Parties.
4.12. MNepegaHHbin KnveHTOM B BaHkK 4.12. The document sent by the Client to the

AOKYMEHT B KaXfbll MOMEHT BpeMeHW WMeeT Ha
cepBepe baHKa onpefeneHHbI CTaTyCc ¢ OTMETKON

BpeMeHn ero nonay4vyeHud. CTaTyC OOKYyMeHTa

n3meHsieTcs baHkoM. KnveHT mmeeT BO3MOXHOCTb

Bank at each moment of time has a certain status on
the Bank's server with a time stamp of its receipt. The
status of the document is changed by the Bank. The
Client has the opportunity to constantly receive
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NOCTOAAHHO  nofny4YaTb  Ha  cepBepe  baHka
nHbopMaumto 06 U3MeHeHUK cTaTyca (B TOM Ynce o
BPEMEHW €ro W3MeHeHUs)) nepefaHHoro B baHk
[OKYMeHTa. Cepsep baHka npucsavBaeT
nonyyYeHHbIM OT KnneHTa AOKYMeHTaM crnegyrowme

CTaTycCbl:
» ang TexHonorun «1C:AnpektbaHk»:

o MMnaTexHble nopyvyeHuss B pybnax PO,
nnaTeXHble NOpyYeHUs B BantoTe:

- «[IpUHAT» - 3/EKTPOHHbLIN [OKYMEHT
npowen nepBUYHbLIA KOHTPOAb M MNOCTYNUA B
06paboTKy;

- «McnonHeH» - MNATEXHbIA [OKYMEHT

MUCNOSIHEH BaHKoM;

- «OTKNOHeH 6aHKOM» - 3/IEKTPOHHbIN
LOKYMEHT He NpoLen NepBUYHbIN KOHTPOJb B baHke

1 6bI/T OTK/IOHEH;

- «MpVOCTAaHOBNEH» — MIATEXHbIV JOKYMEHT
oTnoxeH baHKOM MO NpuyMHe HegoCTaTKa CpeacTs
Ha cyeTe KnueHTa;

- «<AHHYNMPOBaH» — NEKTPOHHBIN JOKYMEHT
6b11 0TO3BaH KnneHToM ¢ ogobpeHus baHka;

- «He nopTeepxpaeH» - [NaTeXHbIA
OOKYMEHT OXufaeT nopTeepxgeHus no SMS unn

JIMYHOM KabuHeTe KnuneHTa;

0 3apnnaTHble peecTpbl Ha pacnpeaeneHue
3apnnaTbl COTPYAHMKaM Ha cyeTa B BaHke:

- «[IpUHAT» - 3MEKTPOHHbLIN [OKYMEHT

npowen nepBUYHbIN

06paboTKy;

KOHTpPOAb W MocTynun B

- «/cnonHeH» - 3NEKTPOHHbLIA [OKYMEHT
ncnonHeH baHkow;

- «OTKMOHEH 6aHKOM» — 3/IEKTPOHHbIN
LOKYMEHT He npoLues NepBUYHbIN KOHTPOJb B baHke

1 6blN1 OTK/IOHEH;.

CTOpOHbI MPU3HAIOT, YTO Hag exallmm
yBegomneHnem baHkoMm KnveHTa o npueme K
34 byneT
npucsoeHune bankom 3[] KnneHta ctatyca «[1puHAaT».

NCMNONTHEHNIO KnuneHTa ABNATbCA

BaHk wuHdbopMupyeT KnueHTa 06 WUCMOAHEHUM
Kaxgoro 3 KnueHTta nyteM HanpasneHus KnneHTty
COOTBETCTBYIOLLETO

YBEAOMJIEHUS  MOCPEACTBOM

MoacucTembl «[psiMas MHTerpauus».

e nOns SOAP/FTPS/«TpaH3uT
HPO»/ceTn «CyberFT» ucnonb3yloTca cnegytowme

TeXHONornn

cTaTychl:

«RCVD» - nony4yeHo baHKoOM;

information on the status change (including the time
of its change) of the document sent to the Bank on the
Bank's server. The Bank's server assigns the following
statuses to the documents received from the Client:

« for technology 1S: DirectBank.

o Payment orders in rubles of the Russian
Federation, payment orders in foreign currency:

- “Accepted” - the electronic document has
passed the initial control and has been processed;

- “Executed” - the payment document was
executed by the Bank;

- “Rejected by the bank” - the electronic
document did not pass the initial control in the Bank
and was rejected;

- "Suspended" - the payment document has
been postponed by the Bank due to insufficient funds
on the Client's account;

- “Canceled” - the electronic document was
revoked by the Client with the approval of the Bank;

- "Not confirmed" - The payment document
is awaiting confirmation by SMS or the Client's
personal account;

o Payroll registers for the distribution of
salaries to employees to accounts with the Bank:

- “Accepted” - the electronic document has
passed the initial control and has been processed,

- "Executed" - the electronic document was
executed by the Bank;

- “Rejected by the bank” - the electronic
document did not pass the initial control in the Bank
and was rejected;

The Parties acknowledge that a proper
notification by the Bank of the Client about the
acceptance of the Client's ED for execution will be the
Bank's assignment of the “Accepted” status to the
Client's ED. The Bank informs the Client about the
execution of each of the Client's ED by sending the
corresponding notification to the Client via the Direct
Integration Subsystem.

« for SOAP / FTPS / Transit NSD / CyberFT
network, the following statuses are used:

“RCVD?” - received by the Bank;
"RJICT" - rejected;

"ACTC" - Accepted, Authenticity and Format
Verified;
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«RJCT» - OTKNOHEHO;

«ACTC» -
NoaMHHOCTb U hopMmarT;

NPUHSATO, NpoOBepeHbl
«ACCP» - NPUHATO, AOKYMEHT OTNpaB/eH Ha
NCNONHEHWE;
«ACSP» - KOHEYHbIN YCMELHbIN NS BHELIHUX

nnaTexen;

«ACSC» -
BHYTPEHHUX NNaTEXeN.

KOHEYHbIA  yCcrewHbln  ans

"ACCP" - accepted, the document has been
sent for execution;

"ACSP"
payments;

final successful for external

"ACSC" - Ultimate Successful for Domestic
Payments.

4.13. Npu copmupoBaHmm 3 gns KnuneHTta
BaHk npocTtaBnsieT B HeM 3l BaHka. [1OKyMeHT
cYMTaeTca nepepaHHboiM baHkoMm KnueHTy, ecnu oH
nognucaH 3l baHka M noMeweH BO BXxogswme
AOKYMeHTbl KnueHTa Ha cepBepe baHka. T[lpu
Ha/M4ymMu [encTByloWero goroeopa afs paboTbl B
Mopcucteme «MKB», ncxopsaiume oOKyMeHTbl 0T baHka
6yayT nNpuUCYTCTBOBaTb B «Bxopgsawme

AOKYMeHTbl» KnneHTa Ha cepBepe baHka. KnueHT

Cnncke

MOXXET COXPaHWUTb JIl06ON BXOAALMIA AOKYMEHT B
dann pnsa BegeHUss cobCcTBEHHOro apxmea. dainsbl
apxuBa  MoOryT npu

3aTeM MCcnoNb3oBaTbCA

paspelleHnm pa3HOracuii.

4.13. When generating the ED for the Client,
the Bank puts down the Bank's ES in it. Adocument is
considered transferred by the Bank to the Client if it is
signed by the Bank's electronic signature and placed
in the Client's incoming documents on the Bank's
server. If there is a valid agreement for work in the /CB
Subsystem, outgoing documents from the Bank will
be present in the list of "Incoming documents" of the
Client on the Bank's server. The client can save any
incoming document to a file to maintain its own
archive. The archive files can then be used to resolve
the dispute.

4.14.
apxvBbl NMONYy4YeHHbIX OT KnueHTta 3/, cogepxawmx

BaHK UKCUpyeT 3MEeKTPOHHblEe

3N KnueHTta u 3M BaHkKa, n gocTtaBfiieHHbIX KnneHTy
3, copepxawmx 3l baHKa, N XpaHUT nX.

4.14. The Bank records the electronic
archives of the ED received from the Client, containing
the Client’s ES and the Bank’s ES, and the EDs
delivered to the Client, containing the Bank’s ES, and

stores them.

5. Mopsapok nony4yeHus, 3aMmeHbl U XpaHeHUs kaueun [ Procedure for
obtaining, replacing and storing keys

5.1. KnneHT MOXeT 3anpoCuTb reHepaumio
CeptudukaToB cBoux Monb3oBaTtenen Mogcucremsl
«[lpsiMasi uHTerpaumsi» COrNacHO 3asBAEHU0 O
HacTpolKe nonb3oBaTeneln cuctemsl (MpunoxeHue

1.2, NMpunoxeHune 1.3 K YC/IOBUSIM) B COOTBETCTBUMN C

PykoBoCTBOM NO reHepauum cepTudmrKaToB
371eKTPOHHOM noanuncu nonb3oBatens  Ans
MopcucTtemsl «Mpamas WHTerpaums»,
onybnMkoBaHHOM Ha canWTe baHka. B pamkax
[JoroBopa Knnent MoXeT MCNoNb30BaThb
ceptudmkatel M, BbiNylWweHHble BbaHkoM ans

Monb3oBaTeneil KnveHTa B paMKax 3aKNHOYEHHOrO
porosopa 06
[LOKYMEHTOB.

MCNosib30BaHNN 3NNIEKTPOHHDIX

5.1. The Client can request the generation of
Certificates of its Users of the Direct Integration
Subsystem in accordance with the Statement on
setup of users of the system (Annex 1.2, Annex 1.3 to
the Terms) in accordance with the Guidelines for
Generating User Electronic Signature Certificates for
the Direct Integration Subsystem, published on the
Bank's website. Within the framework of the
Agreement, the Client can use the ES certificates
issued by the Bank for the Client's Users within the
framework of the concluded Agreement on the use of
electronic documents.

CtpaHunua 24 n3 32



5.2. CeptndukaT kaxporo [Monb3oBaTens
MopcucTembl «MpsiMast UHTerpauus» perncTpupyeTcs
BaHkOoM Ha ocHoBaHuM nognucaHHoro CTopoHamu
AKTa O NMpu3HaHWKM OTKPLITOro Knto4a logcucrtemsl
«MpsiMass uHTerpauus» (pasMmelleH Ha Beb-canTe
https://www.bankline.ru), pacneyaTaHHOro n
noanucaHHoro B 2 (4ByX) 3K3emnaspax, N0 OgHOMY

pns Kaxpol u3 CTOpoH. 3anonHeHHbIn AKT Cuctema
opMUpyeT aBTOMaTUYECKM.

5.2. The certificate of each User of the Direct
Integration Subsystem is registered by the Bank on
the basis of the Act on recognition of the public key of
the Direct Integration Subsystem signed by the
(posted on the
https://www.bankline.ru), printed and signed in 2
(two) copies , one for each of the Parties. The
completed Act is automatically generated by the
System.

Parties website

5.3. Cpok penctBusi Komnnekta Kitouei
yka3biBaeTcs B CepTudmkate n coctasnset 1 (OguH)
rog. Cpok pencteus CepTudukata He MoOXeT

npeBbllaTh CpoK aencrems NoJSIHOMOYMI
Monb3oBatens CuctemMbl B  COOTBETCTBUM C
LJOKyMeHTamu, nogTBepXAarWwnMm ero
nonHomoumns. B cnyvyae ecnm  wucxogs w3

npeactaBAeHHbIX KnneHToM OOKYMEHTOB He

NpeacTaBAsSeTCs BO3MOXHbIM  YCTAaHOBUTb  CPOK
Jencteua nonHomounit NMonb3osaTensa MNoacucTeMbl
«Mpamasa MHTerpaums», Cpok genctena Komnnekrta
KNoYel He MoOXeT npeBblwatbh 1 (OgHoro) ropga.
KNMeHT HeceT OTBETCTBEHHOCTb 3a OTCNEXMBaHUE
NoSIHOMOYUI

Cpoka pelcTBua  cepTudmkata w

Monb3oBaTtenel KnneHTa.

5.3. The validity period of the Key Set is
indicated in the Certificate and is 1 (One) year. The
validity period of the Certificate cannot exceed the
validity period of the System User's powers in
accordance with the documents confirming his
powers. If, based on the documents submitted by the
Client, it is not possible to establish the term of the
User's powers of the Direct Integration Subsystem,
the term of the Key Set may not exceed 1 (One) year.
The Client is responsible for keeping track of the
certificate validity period and the authority of the
Client's Users.

5.4. [0 NCTEYEHUS YCTAHOB/IEHHOTO CPOKa

npoueaypy
reHepaumu Hoeoro Ceptudukara. NpogneHve cpoka

KnueHT  o06s13aH  MHMLMMPOBATH
penicteusa CepTudrkaTa HEBO3MOXHO. Ha OCHOBaHUK

3asBneHus 06 0T3bIBE (@aHHynMpoBaHuwm)

cepTudukata, COCTaBleHHOM B  CBOBOAHOM
dopmarte, CepTudukat MNonbvlosaTens Mogcmcrembl
«[paMas HTerpauuns» aHHyINPYeTCs U He NOANEXUT
BOCCTAHOB/EHUI0. Kaablil HOBbIA AKT O MPU3HAHWUNU
KOHKpeTHOro Monb3oBaTtens, MoANUCaHHbIN
CTopoHamMu, aBTOMATUYECKM OTMEHsIeT [elCTBuE
CepTudmkaTa gaHHoro MNonb3oBaTens MogcmcTemsl

«MpsiMas UHTerpaums», BbINyLWEHHOro paHee.

5.4. Before the expiration of the established
period, the Client is obliged to initiate the procedure
for generating a new Certificate. Renewal of the
Certificate is not possible. On the basis of the
of the
certificate, drawn up in a free format, the User

Statement for revocation (cancellation)
Certificate of the Direct Integration Subsystem is

canceled and cannot be restored. Each new
Certificate of Recognition of a specific User, signed by
the Parties, automatically cancels the validity of the
Certificate of this User of the Direct Integration

Subsystem issued earlier.

5.5. OchopMIEeHHbI CO CTOPOHbI BaHKa AKT 0

npU3HaHUK KnueHTa BpyvaeTcs SINYHO
npeacrasuTento KnueHTta, kypbepy KnueHta, nu6o
HanpaBnseTcs KaveHTy noCpeacTBOM MOYTOBOM
CBSA3U. AKT O MPU3HAHUM [O/KEH XPaHWUTbCA Y
Kaxgol u3 CTopoH He MmeHee 5 (MsaTv) neT nocne

OKOH4YaHKA CPpOKa ,D,el7|CTBI/IFI KomnnekTa KoYen.

5.5. The Client Recognition Act drawn up by
the Bank is handed over personally to the Client's
representative, the Client's courier, or sent to the
Client by mail. The act of recognition must be kept by
each of the Parties for at least 5 (Five) years after the
expiration of the Key Set.

5.6. O6sa3aTenbHoe

CepTudukaTta

aHHynMpoBaHue
npoBOAMTCS B cnyvae
KomnpomeTtaunu Kntoyeir 371eKTPOHHOM nognucu
KnunenTa.

5.6. Mandatory revocation of the Certificate
is carried out in case of Compromise of the Client's
electronic signature Keys.
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5.7. B cnyyvae KnueHTtom

Monb3osatens MoacucTemsl «MpsmMas MHTerpaums»

34,

BbiIBOAUTCA U3

nnuweHnsa

npasa noAnucbIBaTb aM Knnenta
cooTBeTCcTBYytOWMN  CepTudukaT
[ENCTBUS Ha OCHOBaHWUWM MUCbMEHHOTO 3asBleHus
06 oT3biBe (aHHyNMpoBaHMM)  cepTUdUKATOB
nonb3oBaTtesnel NMogcuctembl «MpsMas MHTErpaums»,

COCTaB/IEHHOTrO B cBO60AHOM chopmarTe.

5.7. If the Client deprives the User of the
Direct Integration Subsystem of the right to sign the
Client's electronic signature of the ED, the
corresponding Certificate is withdrawn from action
on the basis of a written Statement for revocation
(cancellation) of certificates of users of the Direct
Integration Subsystem, drawn up in a free format.

6. Ob6ecneuyeHune 6e3onacHOCTU Npoueaypbl o6MeHa OKyMeHTamum [
Ensuring the security of the document exchange procedure

6.1. bBeonacHocTb obMeHa 3/ pocTuraeTcs
3a cYeT NPUMEHEHNSs cnefyoLWwmnx CpeacTs:

6.1. The security of ED exchange is achieved
through the use of the following means:

6.1.1.
«KpuntotokeH 2 3l»

CK3U
B cocTaBe USB-TokeHOB

Ncnonb3oBaHnem

JaCarta-2 F'OCT, pa3paboTaHHbix AO «AnagauH P.0.»
(cepTndukat coorBetcTBMa N2 CP/124-3956 oT 17
HosI6pst 2020 ropga). Knto4y 3neKTPOHHOW nognucu
HUKOTAA He MOKUAAeT BHYTPEHHelW 3alivLieHHOM
namsaTn USB-TokeHa. MeHepaums n xpaHeHne Knwoya
3N1EeKTPOHHON nognuck, a

TaKXXe noanuncaHune

LOKYMEHTOB  MpOU3BOAUTCS  BO  BHYTPEHHeMN

3awmweHHon namatu USB-TokeHa. JocTyn K Kntouy
3N1EeKTPOHHOW

nognuncum ocyuiecTBnaeTcd C

ncnonb3osaHnem MNH-Kofa AOCTYNa K TOKEHY;

6.1.1. Utilization of CIPF Cryptotoken 2 ES in
conjunction with USB tokens JaCarta-2 GOST
developed by JSC Aladdin R.D. (certificate of
conformity issued by the Federal Security Service
(FSB) of the Russian Federation (FSB) No. SF/124 -
3956 of November 17, 2020). An electronic signature
key is never detached from the internal protected
memory of a USB token. ES keys are generated and
signing of documents is performed inside the internal
protected memory of a USB token. Access to ES key is
obtained with use of the PIN access code to the token.

6.1.2. CK3M Kpuntollpo CSP Bepcumn 4.x n
Ansa

HECAHKUMOHNPOBAHHOIO

BblLLIE. 3aLmThI AAHHbIX oT
gocrtyna B
TeIEKOMMYHUKALMOHHbIX  KaHanax WCnosb3yeTtcs
npotokon Transport Layer Security (TLS v. 1.2, RFC
2246),
anropuTmsl WndpoBaHua B cooTBeTcTBUM ¢ TOCT
34.13-2018, TOCT 34.12-2018,

cootBeTcTBUN c TOCT P 34.11-2012;

NPUMEHSIOTCS Kpuntorpaduyeckune

XoWwnpoBaHna B

6.1.2. CIPF CryptoPro CSP of version 4.0 and
higher. With a view to protect data from unauthorized
access in telecommunication channels, protocol
Transport Layer Security (TLS v. 1.2, RFC 2246) is used,
cryptographic encryption algorithms are used in
accordance with GOST 34.13-2018, GOST 34.12-2018,
hashing in accordance with GOST R 34.11-2012.

6.1.3. YpocTtoBepeHus NpUHAZNEXHOCTU
cepsepa MNopcuctembl NMAO POCBAHK ¢ nomouwbio
cepTndmKaTa, BblaHHOTO MNAO POCBAHK

aKKpeguToBaHHbIM YaocToBepsowmm ueHTpom 000
«KPUTMTO-TMPO».

6.1.3. Certificates of ownership of the server
of the Subsystem of PJSC ROSBANK using a certificate
issued by PJSC ROSBANK by an accredited
Certification Center LLC CRYPTO-PRO.

6.2. Ha
cornallueHmn

OCHOBaHWK OONONMHUTENbHbIX

mMexnay CTOpOHaMI/I BO3MOXHO
npuMmeHeHne ppyrux TexXHUYeCKUX CpeacTts no

3awwmTe uHdbopmaumm.

6.2. On the basis of additional agreements
between the Parties, it is possible to use other
technical means to protect information.

6.3. KnneHTy pekomeHpgyeTcsi obecneynTb

KoMnnaeKc OpraHmn3ayMOHHO-TEXHNYECKNX mep,

6.3. The client is recommended to provide a
set of organizational and technical measures aimed at
meeting the following safety requirements:
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HanpaB/€HHbIX Ha BbIMO/IHEHNE cnepyrowmnx
TpeboBaHMin 6esonacHOCTU:

6.3.1. Ob6ecneunTb UCMob30BaHMe 6.3.1. To ensure the use of exclusively
WUCKNIOYNTENBbHO  NIMLEH3NOHHOIO nporpammHoro | licensed software and operating system;
obecneyeHus 1 ONepaLMoOHHON CUCTEMbI;

6.3.2. OpraHunsoBaTb perynsipHyto 6.3.2. To organize regular installation of
YCTaHOBKY 06HOBNEH NI 6esonacHocTu | software and operating system security updates;
nporpaMmHoro ob6ecrneyeHuss U onepaLYoOHHON

CUCTEMBI;

6.3.3. VIckno4nTb NMCnonb3oBaHne CpeacTs
yAaNIeHHOro aAMUHUCTPUPOBAHUS;

6.3.3. To exclude the use of remote

administration tools;

6.3.4. O6ecneynTb

JINLUEH3NOHHOI0 MEeXCeTeBOro 3KpaHa (,D,OI'IyCKaeTCﬂ

npnmMeHeHne

6.3.4. To ensure the use of a licensed firewall
(itis allowed to use a personal firewall);

MCMONMb30BaHWE  MEPCOHANIbHOTO  MEXCEeTeBOro
JKpaHa);

6.3.5. BbinonHuTb KOMMIeKC 6.3.5. To carry out a set of organizational
OpraHu3aUMOHHbIX MeponpuaTUii No obecneyeHunto | measures to ensure information security (setting up
UHdopMaLMoHHON  6e3onacHocTu  (HacTponka | the security of the operating system, restricting
6e3onacHoCTU ornepaLoHHOM cucTemsl, | access rights to the information system, organizing
orpaHuYeHne npaB pgocTtyna wHgopmaunoHHon | password protection, preparing procedures for
CUCTEeMbl, OpraHuMsaumMs  naponbHOM  3awwuTsl, | responding to incidents, etc.);

MOAroTOBKa NpoLielyp pearmpoBaHuns Ha MHLMUAEHTbI
nT.M);

6.3.6.
TpeboBaHMn 6e3onacHOCTU.

KoHTponunpoBaTb cobntogeHne

6.3.6. To monitor compliance with safety
requirements.

6.4. KnueHT 0693aH:

6.4. The clients is obliged:

6.4.1. NCKNOYUTL MOSAB/IEHME B KOMMNblOTEPE

BUpyCcoB W” [Apyrnx nporpamMmm AecCTpyKTUBHOIO

[JENCTBUS, KOTOpble  MOFyT  paspyluTb  Wau
MoguduuMpoBaTb  MporpaMMHoe  obecnevyeHue
Mogcucremol «[pamas MHTerpaumsa»,
CKOMMpOMeTMpoBaTb K/I04n MNonb3oBaTens
MopcncTtemsl nocpeacTBoMm npUMeHeHuns

JIMLEH3NOHHBIX CPeACTB 3aluUTbl OT BPEAOHOCHOMO
KO[a 1 perynsipHoro ux obHoBNEHMS;

6.4.1. to exclude the appearance in the
computer of viruses and other destructive programs
that can destroy or modify the software of the Direct
Integration Subsystem, compromise the Subsystem
User's keys by using licensed means of protection
against malicious code and their regular updating;

6.4.2.
KomnpomeTauun

NCKNKYNTDb BO3MOXHOCTb

Kno4Yen B npouecce  wuX

JKCNnNyaTaunn n XxpaHeHua.

6.4.2. to exclude the possibility of
compromising keys during their operation and

storage;

6.5. CTOpOHbI 06513aHbI:

6.5. The Parties are obliged:

6.5.1. obecne4ynBaTb KOH(PUAEHUMANBHOCTb
Kntoyen 3n1eKTPOHHON MNOAMUCU, B 4aCTHOCTU He
[OMYyCKaTb MCMNONb30BaHUe TNpPUHAZNEeXaWUX UM
Kntoyei 3f1eKTpoHHOWM noanucy 6e3 ux coriacus;

6.5.1. to ensure the confidentiality of the
Electronic Signature Keys, in particular, prevent the
use of the Electronic Signature Keys belonging to
them without their consent;

6.5.2. yBegomnaTtb gpyryto CTOpoHY O
HapyLeHnm KOHMMAEHUMANBHOCTH Kntoya

3N1eKTPOHHON noanucy (KomnpomeTaumu Kiwoua) B

6.5.2. to notify the other Party about the
violation of the confidentiality of the Electronic
Signature Key (Key Compromise) within no more than
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TeuyeHune He 6osnee yem 1 (OgHOro) paboyero aHs €O
[HS nonyvyeHus nHGopMaLmMmM 0 TaKOM HapyLIeHUu;

1 (One) business day from the date of receipt of
information about such violation;

6.5.3. He ucnonb3oBaTb Koy 31eKTPOHHOM
nognnucn npn Haan4nm OCHOBaHUI nonaratb, 4TO
KOH(MAeHUManbHOCTb gaHHoro Kntoya HapylueHa.

6.5.3. not to use the Electronic Signature Key
if there are reasons to believe that the confidentiality
of this Key has been violated.

6.6. baHk BrpaBe B OQHOCTOPOHHEM
nopsagke 3abnokuMpoBaTb Ky  31eKTPOHHOM
nognucn Monb3oBatensa [lloacuctemol «Mpamas

NHTEerpauma» B ciy4vae nosasneHuA 060CHOBAHHbIX

MOAO3PEHU B HalAMYMM  Ha  KOMMblOTepe
Monb3oBaTtensi MogcucTtembl «Mpsimas UHTerpauus»
BMPYCOB WAW [APYrux Nporpamm [ecTpyKTUBHOMO
pgencteus. [ns Bo306HOBMeHUs paboTbl KnueHTy
nocne ypaneHuss ¢ KomnbloTepa [lonb3oBaTtens
MoacucTembl «MpsiMasi MHTerpauus» BUPYCOB UMM
APYrMx nporpamMm  [OeCTPYKTUBHOIO  AeNCTBUS
noTpebyeTcs 3aHOBO creHepupoBaTtb CepTuduKkat un

Kntoy 3neKTpoHHOM nognucu.

6.6. The Bank has the right to unilaterally
block the Electronic Signature Key of the User of the
Direct Integration Subsystem in the event of
reasonable suspicions of the presence of viruses or
other programs of destructive action on the User's
computer of the Direct Integration Subsystem. To
resume the work of the Client after removing viruses
or other destructive programs from the User's
computer of the Direct Integration Subsystem, it will
be necessary to re-generate the Certificate and the

Electronic Signature Key.

6.7.
KomnpomeTauunmu

B cnyyae BO3HUKHOBEHUS Yrpo3bl
Knoyei pernaMeHTupyeTcs

cnepytowias nocnefoBaTe/lbHOCTb AeNCTBUI CTOPOH.

6.7. In the event of a threat of Key
Compromise, the following sequence of actions by
the Parties is regulated.

6.8. B cnyyae KomnpomeTauuu Knrouen
nwboro Monb3oBaTens KnmeHTa, KnueHT 0693aH:

6.8. In case of Compromise of the keys of any
User of the Client, the Client is obliged to:

6.8.1. B cnyyasx pgoctynHoctn Komnnekra
KntoYen (nopgo3peHMe Ha HeCcaHKUMOHMpOBaHHOE
KOMMpPOBaHMeE), a Takke B Ciy4Yae HefoCTYMHOCTU
(yTpaTa,
coobwmTb AgMuHucTpaTopy Mopcuctemsl «Mpsimas

XvuleHMe 1 T.n.) KoMmnnekTa Kiwuven

MHTerpauus» no tenedoHy (TenedoH 1 31eKTPOHHbIN

appec
WHTErpauus» yKasaHbl B 3asiBleHUM O HACTpolike

ApmuHuctpatopa [llogcuctembl  «llpsimas

nonb3oBaTtenen Moacuctemsl «Mpsimas UHTErpaLms»)

o akTe KomnpomeTaymm unu yrpose

KomnpomeTauuun), ucnonb3ys pfns aBTopu3aLuu

AaHHble 3 CepTudukara.

6.8.1. In cases of availability of the Set of keys
(suspicion of unauthorized copying), as well as in case
of unavailability (loss, theft, etc.) of the Set of keys,
inform the Administrator of the Direct Integration
Subsystem by phone (telephone and email address of
the Administrator of the Direct Integration Subsystem
are indicated in the Application for Configuring Users
of the Direct Integration Subsystem) about the fact of
Compromise or the threat of Compromise), using the
data from the Certificate for authorization.

6.8.2. Mpwn 3TOM, AgMunHucTpaTop
MNogcuctembl  «llpsiMas uHTerpaums»  Bnpase
Npou3BecTU  [OMOJIHUTENbHbIE  AEWCTBUS MO

aBTopusauun MNonb3oBaTens MNopcuctemsbl «Mpsamas
MHTerpauus» (06paTHbI 3BOHOK NO YKa3aHHOMY B
3asBneHun TenedoHy, 3aNpoc Ha NpefocTaBiaeHne
[OMOMHUTENbHON  MHGOpMaLuu: o

Knnenta B

hamnnnn
KypaTopa BaHke/ynoAHOMOYEHHOIO
COTpyAHMKa BaHKa, KonuyecTBe nosnb3oBaTenen u
T.n.). B cnyyae HenpepocTaBneHuss mHdopmauun
AMUHUCTpATOp CTaBUT B WM3BECTHOCTb KypaTopa
KnueHta B BaHKe/ynofIHOMOYEHHOIO COTPYAHMKA

BaHKa 1 No cornacoBaHuIo C HUM pewaeT BoONpocC o

6.8.2. At the same time, the Administrator of
the Direct Integration Subsystem has the right to
perform additional actions to authorize the User of
the Direct Integration Subsystem (call back to the
phone number specified in the Statement, request for
additional
Customer's curatorin the Bank / authorized employee

information: about the name of the
of the Bank, the number of users and etc.). In case of
failure to provide information, the Administrator
notifies the Client's curator at the Bank / authorized
employee of the Bank and, in agreement with him,
decides on the continuation / blocking of the Client's
work in the Direct Integration Subsystem.
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npogo/HkeHun/6nokmpoBaHuy paboTel KnneHta B
MNopcucTteme «lpamas nHTerpaumsa».

6.8.3. B cpok He 6onee 3 (Tpex) pabouux
pHel nocne coobueHns no TenedoHy o dakTe
KomnpomeTauumn Kiwdeid, HanpaButb B BaHK Ha
6naHke  KnMeHTa  MUCbMEHHoe  O6bACHEHUE
CNy4YMBLUErocCsl, 3aBepeHHoe Hagaexalum obpasom
NoANuUCAMM  YNOMHOMOYEHHBIX /UL, U MevyaTblo
(npy  Hanuumu). B nucbMe [OMKHO
copepxaTbes pacrnopsxkeHune BaHky )

NPUOCTaHOBNEHUN fanbHelluen obpaboTkn [ Ao

KnuenTa

YCTPaHEHUS MPUYMH CyYMBLUErOCs U (MM) 3aMeHbl
Knoven;

6.8.3. Within a period of not more than 3
(three) business days after the telephone message
about the fact of Key Compromise, send to the Bank
on the Client's letterhead a written explanation of the
incident, duly certified by the signatures of authorized
persons and the Client's seal (if any). The letter must
contain an order to the Bank to suspend further
processing of ED until the causes of the incident are
eliminated and (or) the keys are replaced;

6.8.4. B cnyyae npuHATUSA pelleHns 0 3ameHe
KomnnekTa kntoyen — KnueHT 06513aH creHepupoBaTh
HOBbIN KOMMNEKT KAtYel CaMOCTOATENbHO U
HanpaBWUTb CBOero npeacTaBuTens B baHk gns ero

perucrpaumu.

6.8.4. If a decision is made to replace the Key
Set- the Client is obliged to generate a new Key Set on
his own and send his representative to the Bank for its
registration.

6.9. B cnyyae KomnpomeTauuu Kitoyen
BaHKa, nocnegHuii 0ba3aH:

6.9. In case of Compromise of the Bank’s
keys, the latter is obliged to:

6.9.1.
KoMMpomeTaunn

M3BecTutb KnumeHTa o dakTe

Komnnekta kntovelr  baHka,

NPOAOC/IKEHNUM\NPUOCTAHOBNEHNN paboTsl

Mopcuctembl  «MpsAMas  WHTerpauus» U CMeHe

Komnnekra Kntoyew BaHka nocpeAcTsoM
Mopcuctembl «lpsiMas WMHTerpauus» € yKasaHuem
fJaTbl U TOYHOrO BPEMEHU CMeHbl BbllleyKa3aHHOro

KomnnekTa kntoyeir;

6.9.1. Notify the Client about the fact of
compromise of the Bank's Key Set, continuation /
suspension of the Direct Integration Subsystem and
changing the Bank's Key Set via the Direct Integration
Subsystem, indicating the date and exact time of the
change of the above Key Set;

6.9.2. [lpou3sBecT BHEMIaHOBYD CMeHy
KomnnekTa Kntodeit baHka n nepegatb Ceptudmkar
Knto4va baHka KnuenTy.

6.9.2. Perform an unscheduled change of the
Bank's Key Set and transfer the Bank's Key Certificate
to the Client.

6.10.
cooblleHns o

Mpu nonyyeHun no TenedoHy

BO3HUKHOBEHMM yrpo3bl

KOMI'IpOMeTaLI,I/II/I Knoyen ot ABTOPM30BaHHOIO

KnneHTa bBaHK HeMmegneHHO npuocTaHaBAMBaeT
ncnonb3oBaHue Moacuctemol «Mpamas MHTerpauns»
gaHHbIM KnneHTOoM. C 3TOr0 MOMEHTa onepauuu

npoBoOAATCA TOJ/IbKO Ha OCHOBAaHMU OOKYMEHTOB,

6.10. Upon receipt by phone of a message
about a threat of Key Compromise from an authorized
Client, the Bank immediately suspends the use of the
Direct Integration Subsystem by this Client. From this
moment, operations are carried out only on the basis
of documents drawn up in paper form or using other
means of remote service not related to the Direct

0oOpPMNEHHBIX B OyMaxHOM Buge wWAu  C | Integration Subsystem.
WCMONb30BAHWEM  WHbIX, HE  CBSI3aHHbIX C
Mogcuctemont «[psAsmMas  UMHTerpauusi», CpeacTs
AUCTAHLMOHHOIO 06CyXNBaHUS.

6.11. [JanbHenwee ncrnonb3oBaHue 6.11. Further use of the Direct Integration
Mopgcuctembl «MpsiMas  uHTerpaums» KnueHtom | Subsystem by the Client is possible only after the
BO3MOXHO TO/IbKO nocfe ycTpaHeHus yrposbl | threat of Compromise of the Client's keys has been

KomnpomeTtauuu kntoyeit KnueHTa.

eliminated.
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Nopsagok nposepku 3/ v 3N npu pasHornacuax/ Procedure for

verification of ED and ES in the event of dispute

7.1. [Ans pa3peLleHns CnopoB OTHOCUTETbHO
NoaMHHOCTY 31 No 3asABNEHUIO 3aUHTEPECOBAHHOM
CTOpOHbI, MofarawLLen, 4To ee MpaBa HapyLUeHbl,
CTopoHamMu B ABYXHE[EeNbHbIA CPOK C JaTbl MOAaun
3asBfieHuns cosgaetcsa CornacutenbHas KOMUCCUS, B
NPUCYTCTBUM KOTOPOW MPOU3BOAATCS BCe onepauum
npouenypbl
B coctae CornacuTenbHoM

no MOArOTOBKE U  TMPOBEAEHUIO
paspelieHus cnopa.
KOMUCCUM BK/KOYaKOTCA npeacTtaBuTeny baHka B
KONMYeCTBe IBYX YeNIOBEK M NpeacTaBuTeny KnueHTa
ABYX
(no

B  KoOJ/ln4yecTBe 4yenoBekK, a B Ciy4ae

HEoBX0ANMOCTH cornaweHuto  CTOpoH) -
He3aBMCUMble 3KcnepTol. MpeacTtaBuTensamm baHka u
KnueHTa Moryt 6biTb Ha3HayeHbl KaK COTPYAHUKM
3TUX OpraHM3aLUmii, Tak U UHble KOMNETEHTHbIE 1L,
NMoSIHOMOYUS

KOTOPbIX noaTBepPXaakTCs

COOTBETCTBYHOWNMN OOBEPEHHOCTAMMN.

7.1. With a view to settle disputes regarding
ED authenticity following an application of the Party
concerned, which claims a breach of its rights, the
Parties shall, within two weeks following such
application, set up a Conciliation Commission, in the
presence of which arrangements will be made to
prepare and conduct the procedure of dispute
settlement. The Conciliation Commission is to
comprise two representatives of the Bank and two
representatives of the Client, and if necessary (subject
to the Parties’ consent) independent experts may be
invited to sit on the Commission. Representatives of
the Bank and the Client may be appointed from the
number of the personnel of such entities, as well as
other competent persons whose authority is to be
certified by relevant powers of attorney.

7.2. 34 3, s
OTHOWEHNN KOTOPOro OfHa CTOpOHa I'Ipeﬂ,'bﬂBJ'IFIeT

CI'IOprIM ABNAeTCA

NpeTeH3UN No ero NOANMHHOCTY apyroii CTopoHe.

7.2. An ED is deemed to be disputable with
regard to which one Party challenges its authenticity
to the other Party.

7.3. NMpoueagypa NpoBepKN NOANNHHOCTY 3]
npoBoguTCs Ha 060pyAoOBaHMM U B MOMELEHUM

7.3. The procedure of verification of
authenticity of an electronic document is to be

KOMMNbOTEPE YCTAaHOBUTb ONEPAUMOHHYH CUCTEMY

BaHkKa. conducted with use of the Bank’s equipment and
premises.

7.4. B NpUCyTCTBUN YneHoB 7.4. In the presence of the members of the

CornacutenbHo komuccum BaHk o06s3aH  Ha | Conciliation Commission, the Bank is obliged to

cBO6OgHOM  OT nporpammHoro  obecneyeHus | install an operating system Windows 7 and higher as

well as ES verification cryptographic program:

NOAJIMHHOCTL cnopHoro 3[], obs3aHa NpegocTaBuUTb
CNopHbIN 3[], felicTBOBaBLIME B MOMEHT CO3[aHus
cnopHoro 3[ CeptudukaTsl knoyelr CTOPOHBI,
34, bBaHk

rnognucaBllen  CNOpPHbIA 06s13aH

Windows7 " Bblle n nporpammy . For /CB Subsystem - this is ES
KpunTorpadu4eckoii nposepkm 3r: verification program provided by its manufacturer
. Ons Nopcuctembl «UKB» - 310 | CJS INIST specified in paragraph 1.10 of this
npepocTaBneHHass dupmoii-paspabotumkom 3A0 | Procedure;
«MHNCT» nporpamma nposepku 3l1, ykasaHHas B . For «Direct integration» Subsystem -
n.1.10 HacToswero Mopaaka; this is program CryptoPro CSP of version 4.0 and
. ans MoacucTembl «Mpsamas | higher.
MHTerpaums» - 310 nporpamma Kpuntollpo CSP
Bepcuu 4.X U BblLLe.
7.4.1. CTopoHa, oTCTauBarLias 7.4.1. The Party which upholds the

authenticity of a disputed ED is obliged to provide the
arguable document, the key certificates of the Party,
which signed the disputed document, effective as at
the date of generation thereof, and the Bank is
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npefocTaBuTb camu Knoum npoBepKu 3/1eKTPOHHOM
noanucu, 3anMcaHHblie Ha CbeMHOM HOCUTENE B BUAE
dalinos B dopmate, npumeHsemom Cucrtemol (B
cnyyae ecniv KNMeHT He NpeaocTaBnsieT CopHbii 3/,
OH npegocTaBnseTcs baHkom).

obliged to submit the ES verification keys properly
recorded on a removable media on files in the format
accepted by the System (in case the Client fails to
submit an arguable electronic document, the Bank is
obliged to furnish such document).

7.4.2. CTopoHbl 06513aHbl NpefoCcTaBUTb BCE
UMmewoLlnecss B ux pacnopskeHun CepTudumkaTbl
KntoYeln, MHOOPMaLMIO O MPOBEAEHHBIX MAHOBLIX U
BHEMAHOBbIX cMeHax KomnsekTa kitoyet CTOPOH 1

akTbl
Takke 06s3aHbl

OOKYMEHTbI, ygocToBepsoLne
Komnnekta kntoyeinr. CTOpPOHbI

npepocTaBuTb cnyxebHble [ CUCTEMbI, B KOTOPbIX

CMEHbI

yKa3aHbl aKTbl nofyyeHus 3/ u3 KaHasoB CBA3N U
pe3ynbTaTbl MX 06paboTKy (NpoBepKM).

7.4.2. Both Parties are obliged to submit all
available key certificates, information regarding
scheduled and unscheduled replacements of sets of
keys and the documents which certify the fact of
replacement of sets of keys. The Parties are also
obliged to provide internal electronic documents of
the System, which contain reference to receipt of ED
via communication channels and results of their
processing (verification).

7.5. CpegctBoMm  nopTeBepxgeHus 3
ABNAOTCA:
. Ona NMoacuctembl «NKB» Kntoyu

NMPOBEPKM 3EKTPOHHON NOANMCH, codepxalumecs B

CepTudukaTtax KawYen, C COOTBETCTBYHOLMUMYU

Kntoyamm NpoBepKM 31eKTPOHHON Nognucy;

7.5. ES verification keys are:

. the Keys for verifying the electronic
signature contained in the Key Certificated, with the
corresponding Keys for verifying the electronic
signature for «ICB» Subsystem;

o Key  Certificates for  «Direct
. Onsa Moacucremsl «Mpamas | Integration» Subsystem.
nHTerpauus» CepTudmnKaTbl KIOYen.
7.6. YneHbl CornacuTenbHOM KOMUCCUM 7.6. The Conciliation Commission members

OOJ/DKHbI BbINOJIHNUTDL Ciefgytoune ]J.ef;ICTBVIﬂZ

are obliged to carry out the following steps:

7.6.1. Mpon3BecTn € NOMOLLBI NPOrpamMMmbl
AN wn cpeacTBa
NCMNoNb30BaHHOro

KpmnTorpaquKoﬁ npoBEpPKU
aM,

nognucaHmmn cnopHoro 3/, onepauuto nposepku 3M1;

noATBEpPXAEHUA npun

7.6.1. To perform verification of ES with use
of the ES verification cryptographic software and ES
verification keys utilized in the course of signing of the
disputed ED;

7.6.2. Co3patb [lpoTOKON yCTaHOB/EHUA

nog/MHHOCTM 31 - [OKYMEHT Ha 6HyMaKHOM

HocuTene, cospaBaemblin CUCTEMOM B  KavyecTse
pe3synbTaTa nposepku 3I cnopHoro 3 (ganee -
MpoTokon). MpoTokon  poJ/KeH copepxaTb
pacneyaTaHHble Ha 6yMaxHOM HocuTene Knwoum
NMPOBEPKMW 3M1EKTPOHHOM MNOAMNUCH, UCMOIb30BAHHbIE
ANs YCTAaHOBNEHUS NOAANHHOCTY 3M, 1 3aKnYeHne
06 uTorax nposepku 3 crnopHoro 3[. lMpoTokon
[o/MKeH 6bITb MOANMCAH COHBCTBEHHOPYYHO BCEMMU

yneHamu CornacmTeNlbHON KOMUCCUY;

of ED
verification on paper media created by the System as

7.6.2. To generate a Protocol

a result of verification of ES of the arguable document
(hereinafter referred to as the Protocol). The Protocol
is to carry electronic signature verification keys
printed out on paper media employed for ES
authentication, as well as to submit findings on
verification of the disputed ED. The Protocol is to be
signed in hand by all members of the Conciliation
Commission;

7.6.3. CpaBHUTb Knto4yn NpOBEpPKU
371eKTPOHHOM nognucu, copepxalymecs B
CepTudukaTtax KawYen, ¢ COOTBETCTBYHOLUMYU

7.6.3. To compare the ES verification keys
contained in the Key Certificates with relevant ES
verification keys specified in the Protocol on
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Knoyamm  npoBepKM  3MEKTPOHHOW  MOAMUCH,
3adMKcMpoBaHHbIMU B [IpOTOKONE YCTaHOBNEHMS
nognvHHoctu 3l cnopHoro 3[,

TOXOECTBEHHbI I OHWU, BHECTU 06 3TOM 3anucb B

n YCTaHOBWUTD,

MpoTokoN (daHHas 3anucb 3aBepsieTCsl MOANUCAMU
yneHoB CornacuTeNibHOM KOMUCCUN);

authentication of ES of the arguable ED, as well as
determine theiridentity, make arelevantrecord in the
Protocol (such record is to be certified by the
signatures of the members of the Conciliation
Commission);

7.6.4. YcTaHOBUTb, sABNSAuUCbL nu  Knwouun
NPOBEPKM 3MeKTPOHHOM NogNUCY AeNCTBYIOLWUMU Ha
MOMeHT BbIpaboTku 3M crnopHoro 3[, U BHeCTM
3anucb 06 3Tom B [lpoTOKON (maHHas 3anucb
3aBepsieTcs nognucsaMu uYneHoB CornacutenbHon
KoMuceum). Kntoy npoBepKn 31eKTPOHHOW Nnognucu
NpU3HaeTCs OeNCTBYIOWMM Ha MOMEHT co3aaHus 3
cnopHoro 3f1 B cnyvae,
cnopHoro 3[ npuxoguTcs Ha nepuop [AencTBus

Kntoya npoBepKM 31EKTPOHHOM nognucu. B

ecnnM pata  co3faHusd

NMPOTMBHOM ciyyae Koy NMpoBEpKM 3MeKTPOHHOM
nognucu NpuU3HAeTCs HEeREeNCTBYOLWMM Ha MOMEHT
co3pgaHusa M.

7.6.4. To determine whether the electronic
signature verification keys were effective as at the
time of generation of the disputed electronic
document, and make a relevant record in the Protocol
(such record is to be certified by the signatures of the
members of the Conciliation Commission). An ES
verification key is deemed effective as at the date of
generation of ES of the disputed electronic document,
provided that the date of creation of the disputed
document falls within the period of the effect of the ES
verification key, failing which the ES verification key is
to be deemed invalid as at the time of ES generation.

7.7. CornacuTtenbHass KOMWUCCUS MpU3HaeT
3[1 nognvHHbLIM, eCc/ii OfHOBPEMEHHO BbIMOJIHEHbI
ycnosus:

Kntoun npoBepKn 3N1EKTPOHHON MOANUCK B
CepTudmkaTtax kntoyei u B NpoTokoie coBnagatorT,

Bce pe3synbTaTbl nposepku 3[1 B lNpoToKkone
NONOXNTENbHBI,

CornacutenbHass KoMmuccus npu3Hana BCe

Kntoum NMPOBEPKU  3MIEKTPOHHOMN noanucuy,
copepxalmecs B [poTokone, OEWCTBYOWMMU Ha

MOMEHT BblpaboTku 3.

B npotuBHOM cnyyae CornacutenbHas

KoMuccus NnpusHaeT 3/ HefelCTBUTENbHbIM.

7.7. The Conciliation Commission will
recognize ED as authentic, provided all of the

following conditions are met simultaneously:

ES verification keys specified in the Key
Certificates and the Protocol are identical,

All findings on ES verification recorded in the
Protocol are positive,

The Conciliation Commission recognized all
ES verification keys listed in the Protocol as valid as at
the time of ES generation.

Elsewise the Conciliation Commission is to
hold the electronic document invalid.

7.7.1. CpegctBa nopteepxpaeHus 3l
COBNajalwT C COOTBETCTBYOWMMU CpefcTBamu
nogTeepxpgeHns  3M,  3adUKCUPOBaHHbIMKM B
MpoTokone.

7.7.1. ES verification keys coincide with
corresponding means of ES verification keys, fixed in
the Protocol.

7.7.2. Bce pesynbTaTtbl nposepku 3l B

[MpoTOKOE MONOXKUTENbHbI.

7.7.2. All findings on ES verification recorded
in the Protocol are positive.

7.7.3. CornacutenbHass KOMUCCUSA NpU3HaNa
BCe cpeficTBa nopaTeepxaeHus M, cogepxawmecs B
MpoToKo/e, AeNCTBYOWNMIU Ha MOMEHT BbIpaboTKM
aM.

7.7.3. The Conciliation Commission
recognized all ES verification keys listed in the

Protocol as valid as at the time of ES generation
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