MpunoxeHne N2 3

K O6LWMM YCNIOBUSM UCMOJIb30BAHUS
3M1EeKTPOHHbIX JOKYMEHTOB/ Annex
No. 4

to General Terms and Conditions of
Use of Electronic Documents

MHCTPYKLUNA
O NOPAAKE B3AMUMOAENCTBUA CTOPOH MO OCYLIECTB/IEHUIO OBMEHA
3NEKTPOHHbIMU AOKYMEHTAMU'/ INSTRUCTION
ON INTERACTION OF THE PARTIES IN COURSE OF EXCHANGE OF ELECTRONIC
DOCUMENTS!

1. O6wmeH dnekTpoHHbIMU pokyMmeHTamu/ Exchange of electronic

documents

1.1. Ansa paboTbl B Cucteme Monb3oBatenib CUCTEMDI
MCMONb3yeT MNPOrpaMMHO-TEXHUYECKME CPeAcTBa,
ypoBneTBopsiolme TpeboBaHUAM, MPUBEREHHBIM B
Cnncke TEXHMYECKUX U MPOrpaMMHbIX CPeAcTs,
HeobxoAnMbIX Ans paboTbl mogcuctembl “KnneHt”
(nanee - Cnuncok).

1.1. For the purpose of working in the
System, a System User uses the hardware and
software which meet the requirements specified in the
List of Hardware and Software necessary for operation
of the Client subsystem (hereinafter referred to as the
List).

[Monb3oBaTenb
cnegywoume

1.2. B npouecce
CncTteMbl  BbLIMOAHSAET B
aencreums:

paboTbl
Cucreme

e Peructpaums B Cucrteme - dopmmpoBaHue
cneymanbHoro c)il “peructpaums”,
noanucanHoro 3N KnuneHTta (panee - 3MK).
PaboTa B CMcTeMe BO3MOXHA TO/IbKO Moche
ycrewHo  npoBepkn  3IMNK  cepBepom
Cucrtemsl.

e Pabota c 3[, ucxogawmmm ot KnueHTa,
npegnonaraeTt bopMUpoBaHMe HOBbIX I[ Ha
ocHoBe 3[, wumetowmxcs B Cucreme u
npegycMOTPeHHbIX B 3asaBneHun. [ns
Kaxpgoro Tuna 3 B Cucrteme wumeeTtcs
COOTBETCTBYHLLAA 3KpaHHas dopma. [Ans
LOKYMEHTOB “MnaTtexHoe nopyyeHue”
BO3MOXeH umnopT B Cuctemy daiinos
onpegeneHHoro baHkom ¢dopmara.
OnucaHuve CTpyKTypbl ¢akina wMnopTa
nmeeTcsa Ha cepBepe baHka.

e [lpocTaBneHue ansg Kaxporo 3/ ogHon unn
Heckonbkmx 3IlMK. Konnyectso 3MK pgns
Kaxxgoro Tvna 3/[1 onpepeneHo B 3asBneHUN.
Mocne noANNCaHns cJi BCEMU

1.2. In the course of operation, a System User is
obliged to perform the following actions within the
System:

e Registration in the System, which means
generation of a special Electronic Document
“Registration” signed by the Client’s
electronic signature (hereinafter referred to
as CES). It is only possible to work in the
System following successful authorization of
CES by the System server.

e Working with ED originated by the Client
implies generation of new EDs on the basis of
EDs stored in the System and specified in the
Application. With regard to each type of ED a
relevant display form exists in the System.
With regard to Payment Order documents it is
possible to import in the System files of the
format determined by the Bank. A description
of the structure of file import is available on
the server of the Bank.

e Provision of one or several CESs for each ED.
The number of CESs for each type of ED is
specified in the Application. Following the
signing of ED by all necessary CESs in

" HacToswaa MHCTpykums onpeaenseT nopsaok B3aumoaeiictens CTOPOH Npu Ncnosib3oBaHnn KNnneHToM NoacucTeMsl

«UIKB».
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HeobxoaumbiMn  3IMK B COOTBETCTBUM C
3asiBNeHMeM MpOUCXOAUT aBTOMaTU4YecKas
nepecoiika 3] B baHk gna ncnonHeHums.

e [lpocmoTp, neyaTb, coxpaHeHwe B cann
noctynueLwmnx n3 banka 3.

e Bbixog un3 Cucrtemsl.

compliance with the Application, ED is
automatically remitted to the Bank for
execution.

e Viewing, printing, storing and filing of EDs
which arrive from the Bank.

e Logging out of the System.

1.3. TMpouepypa ob6paboTkn I3[ cepBepom
CuCTEMbI MPOMCXOAMUT CiefyHoLM 06pasom:

Mo okoH4YaHun ¢opmupoBaHus 3 Monb3oBaTenu
Cuctembl  npoctaBnstioT IMNK B KonyecTse,
onpepeneHHoM B 3asBneHun v oTnpasnsoT 3[ B
BaHK.

CepBep bBaHka nonyyaer 3 wn nposepsieT
KOPPEKTHOCTb BCex nMmetoLmxcs B Hem 3MK.
OcHoBaHuneM ans NPUHATUA BaHkom 204,
nepegaHHoro KnuneHtom no Cucrteme, sBnseTcs
Hanu4yne B  KOAMYeCTBe, YCTAHOB/IEHHOM B
COOTBETCTBUMN C 3asiBfieHMEM, N KOPPEKTHOCTb BCeX
MK B 34. Tpv NOAOKMTENBHOM pe3synbTate
npoBepku cepBep baHka nNpocTaBnseT B fOKyMEHTe
OTMETKY 0 BpemeHu npuema 3/ n 3 baHka (ganee -
3NB), cBuAeTeNbCTBYOWYO O NojyYeHnn bankom 3/,
N CcoxpaHsieT fgaHHbim  3[ B Cucrteme. [pu
oTpuuaTenbHoM pesynbTate nposepku MK 3MB B 3/,
He npocTtasnseTcs, KnveHT nonyvyaeT coobueHne o6
ownbke cpepcTBamMu Cuctembl. Knounm nposepku

3/1eKTPOHHOW noanucu BaHka " Konuu
COOTBETCTBYHOLLMX CeptudmkaTos KtoYen
pa3mMeLLatTcs Ha cepsepe CUCTEMBI
https://www.bankline.ru. Ceptudukar Kntoya
NpoBepKM 3/1eKTPOHHOW noanucu baHka
nognucbiBaeTcs TOJIbKO YMO/ITHOMOYEHHbIM

npegctaButenem baHka. Cpok genctBusi Komnnekrta
Kntoyen baHka cocTaBnseT 5 feT.

1.3. The following procedure for ED processing
by the System server is now in place:

Following generation of ED by the System User, CESs
are fixed in the number specified in the Application,
and ED is then sent to the Bank. The server of the Bank
receives ED and verifies all CESs contained in ED.
Availability of all CESs in the number determined by
the Application and authenticity of all CESs in ED
constitute the ground for the Bank to accept ED
communicated by the Client via the System. In the
event of a successful verification, the server of the
Bank puts a mark in the document regarding the time
of acceptance of ED and ES of the Bank (hereinafter
referred to as BES), which confirms the Bank’s
acceptance of ED. and stores such ED in the System. In
the event of a negative result of verification of CES no
BES is fixed in ED, and the Client is given an
authorization error message via the System. Keys of
verification of the Bank’s electronic signature and
copies of relevant Key Certificates are stored on the
System Server at https://www.bankline.ru. The key of
authorization of the electronic signature of the Bank is
only signed by an authorized representative of the
Bank. The set of keys of the Bank is valid for five years.

1.4. T[pouepypbl, onucaHHble B n.1.3
HacTosiuen WMHCTpyKumMn, npeacTaBnsoT  coboit
€OQMHBIA U HEAENMMBIN Ha YacTu MPOLLECC NosydYeHus
BaHkoM 3[], He MOryT 6blTb BbIMOJIHEHbI B APYron
nocnegoBaTeNbHOCTU n paccmaTpuBaTbCs
He3aBMCMMO Apyr OT gpyra.

1.4. The procedures described in paragraph 1.3
of this Instruction constitute a single and indivisible
process of acceptance of EDs by the Bank and may not
be performed in another sequence and may not be
viewed separately from each other.

1.5. [OoKyMeHT cyuMTaeTCs nepefaHHbIM
KnneHTtom B BaHK, e€ciM OH COXpaHeH B apxuBe
NCxodaLmMx JOKyMeHTOB KnneHTa Ha cepBepe baHka.
KnueHT MoOXeT CcoxpaHuTb nboi  mncxoaaimi
JOKYMeHT B ail pgns BefeHuUss COBCTBEHHOro
apxuBa. ®ann pgomkeH cogepxatb MK, oTMeTKy 0
BpeMeHU npremMa fokymeHTa BaHkom 1 3MB. daisbl ¢
cepBepa baHka u u3 apxuBa KnveHTa Moryt 3aTem
MCNoNb30BaTbCA NpU  npouegype  paspelleHus
pasHornacuin mexgy CTopoHamu.

1.5. A document is deemed to be delivered by
the Client to the Bank, if saved in the archive of the
Client’s documents on the Bank’s server. The Client is
entitled to save any outgoing document in a file with a
view to keep its own archive. The file is to carry CES, a
mark about the time of acceptance of the document
by the Bank and BES. Files stored on the Bank’s server
and in the Client’s archive may be subsequently used
in the course of dispute settlement between the
Parties.

1.6. MepegaHHbIn KnneHTom B Bank 3/ B

1.6. ED handed over by the Client to the Bank at
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https://www.bankline.ru/
https://www.bankline.ru/

KaXabll MOMEHT BpeMeHU UMeeT Ha cepBepe baHka
onpefeneHHbli CTaTyC C OTMETKOW BPEeMeHW ero
nony4veHus. Cratyc 3 nsmeHsetcsd baHkoMm. KnueHT
UMeeT BO3MOXHOCTb MOCTOSAHHO MO/y4aTbh Ha
cepBepe baHka nHdopmauuio 06 3MeHeHUn cTaTyca
(B TOM u4ucne o BpeMEHU €ero U3MeHeHus)
nepepaHHoro B baHk 3[1. Cepeep baHka npucsansaeTt
nonyyeHHbIM oT KnueHTta 31 cnegyrowme cTaTychbl:

PybneBble nnaTeXxHble NOpPyYeHUs:

O noJjiyyeH baHKOM

O  [OKYMEHT OTMpPaB/IEH HA UCMOMHEHNE

o PaccuntaHa kommcens 3a PKO xx.xx.

o [MpuHsaTO MM «obpaboTaHO C OLWMHBKON» C
yKa3aHMeM MPUYMHbI, MO KOTOPON JOKYMEHT
OTBEPTHYT;

o OTnpaBneH Ha Ba/IlOTHBIN KOHTPO/lb

o BkntoueH B peiic gns PKLU

o MWcnonHeH

OcTanbHble TUMbl LOKYMEHTOB:

O noJjiyyeH 6aHKOM

O [OOKYMEHT OTrpaBfieH Ha UCMOJIHEHME

o TpWHAT K UcnonHeHuto nnu “obpaboTaHo ¢
OWNBKON” C yKa3aHWEM NMPUYMHBI, MO KOTOPOM
[OKYMEHT OTBEPTHYT;

o PeecTp k pocnucu

o PeecTp pacnucaH nnm 4acTM4yHO pacnucaH B
Cnyyae 4acTUYHOMN pocnucu

o CoobuieHune oTnpaeneHo B hunnan

o [OKyMeHT nosy4YeH COTPYZHUKOM Ba/IlOTHOFO
KOHTpONS.

CTOpOHbI  NpU3HaKT, YTO  Hagnexawmm
yBegomneHvem baHkom KnneHTa o npueme K
ucnosHenno 3  KnveHTa  bygeT  ABNSATbCA
npuceoeHune baHkom 3/ KnneHTta cTaTyca “gOKyMeHT
OTMpaBfeH Ha WCnofiHeHMe”, a npu pabote B
[Jeno3utapHom wmogyne Cuctembl - MofyyYeHue
KnueHToM pokymeHTa Tuna «CTatyc 06paboTku
pacnopsixeHus/3anpoca», B KOTOPOM YKa3aHO, YTO
cTaTyc 06paboTku cooTBeTcTBYtOWEro 3/ KnueHTa
«[IPUHATO K UCMOSTHEHWNION.

BaHk MHdopMupyeT KnneHTta 06 McnonHeHum
Kaxpgoro 3 KnueHta nytem HanpasfieHus KnueHTy
COOTBETCTBYIOLLErO  YBEAOM/IEHWS  NOCPEACTBOM
Cucremsl.

MNpumeyaHue: MNepeyeHb U ONMCaHMe CTaTyCoOB
a4, npucBanBaeMblx cepBepom BaHka B
[Jeno3ntapHom wmogyne Cuctembl, NpuBedeHbl B
pyKkoBoAcTBe Mosb3oBaTens [eno3nMTapHoOro moayns
Cucremsl.

each point of time has a relevant status on the Bank’s
server with a note of time of its receipt. ED status may
be modified by the Bank. The Client enjoys an
opportunity to receive on a continuous basis
information from the Bank’s server concerning status
modification (including the time of its modification) of
the electronic document handed over to the Bank. The
server of the Bank assigns the following statuses to
electronic documents received from the Client:

Payment order in rubles:
o Accepted by the bank
o Document sent for execution

o Cash and settlement service fee charged in the
amount of xx.xx.

o Accepted or processed with error, with
indication of the reason underlying rejection of
the document;

o Sentto foreign exchange control

o Put on the dispatch list for delivery to cash
settlement center

o Settled

Other types of documents:

o Received by the Bank

o Document sent for execution

o Accepted for execution or processed with
error, with indication of the reason underlying
rejection of the document;

o Register breakdown

o Register broken down or partially broken
down in the event of partial breakdown

o Message sent to subsidiary

o Document accepted by foreign-exchange
control officer.

The Parties acknowledge that assigning of the
Client’'s Document Sent for Execution status will
constitute the Bank’s appropriate notification of the
Client about acceptance of the Client’s document for
execution, and with regard to working in the
Depository Module of the System - receipt by the
Client of the document with the Status of Processing
of an Order/Request type which specifies that the
status of processing of a relevant ED of the Client is
Accepted for Execution.

The Bank notifies the Client about execution of
every ED of the Client by forwarding to the Client a
relevant notification via the System.

Note: The list and description of statuses of EDs
assigned by the Bank’s server in the Depository
Module of the System are given in the User Manual in
the Depository Module of the System.

1.7. Npu popmupoBaHum 3], ans KnueHta BaHk

1.7. When generating ED for the Client, the Bank
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npoctasnseT B Hem 3MB. 3/ cyntaeTcs nepegaHHbIM
BaHkom KnueHTy, ecnu oH nognucan 3MMb n BblnoxeH
Ha cepBep baHka, TO ecTb uMeeTca B CnucCKe
pxogawmx I KnueHTa Ha cepsepe baHka. KnueHT
MOXET COXPaHWUTb Mt0OON BXOASALWMNA [JOKYMEHT B
danin pgna BepeHus cobcTBeHHOro apxusa. dalinbl
apxMBa  MOryT  3aTeM  MCMOMb30BaTbCa  Mpu
paspeLlLeHnn pa3Horiacuil.

will fix its electronic signature in such document. ED is
deemed transmitted to the Client by the Bank, if
signed by BES and placed on the Bank’s server, i.e.
such ED is on the list of the Client’s incoming
electronic documents on the Bank’s server. The Client
may save any incoming document in a file for
maintaining its own archive. Archive files may
consequently be used in the course of dispute
settlement.

1.8. BaHK (UKCUMpPYET 3/1EKTPOHHbIE APXMBbI
nonyyeHHbix oT Knuenta 3/, cogepxawmx MK un 3MB,
N poctaBneHHbix KnuneHty 3], copgepxawmx 3Mb, n
XPaHUT ux crnocobom, obecnedymBarowmm KnmeHTy
AOCTYN K AaHHbIM 3[] Ha cepBepe baHka.

1.8. The Bank will record the electronic archives
of electronic documents obtained from the Client,
which carry CESs and BESs and EDs delivered to the
Client which carry CESs and kept in a mode which
provides the Client with access to EDs with BES on the
Bank’s server.

1.9. KnneHT ¢ noMoLLbio NporpamMmmbl MPOBEPKM
an CryptoManager.exe, YCTAHOBJIEHHOM Ha
MepcoHanbHOM KOMMbIOTEPE, MMEET BO3MOXHOCTb B
Mmobon MoMmeHT BpemeHu npoBepuTb 3MB u 3MK
noboro caiina apxvpa. BbllleykasaHHas nporpaMma
nposepku 31 N03BONAET BbIMOAHATL NPOBEPKY TUNOB
an (paspen 3 HacToALel NHCTpyKumm),
pa3speLleHHbIX 419 UCMoNb30BaHUA B Cucteme.

1.9. Based on the use of CryptoManager.exe
verification program installed in PC, the Client may at
any point of time verify BES and CES fixed in any
archive file. The above ES verification software
provides for verifying ES types (section 3 of this
Instruction), allowed for use in the System.

1.10. Mporpammy nposepku 3l
CryptoManager.exe MOXHO MONYy4YnTb Y PUpPMBbI-
pa3spaboTymka Cuctemsl - 3A0 “UHUCT” (JTnueH3us
®CB Poccnm N2 12818H o1 16.04.2013),
3aperncTpupoBaHHoON No agpecy 115035, r. MockBa,
KocMopamunaHckas Hab., 4.40-42, cTp.3.

1.10.  CryptoManager.exe ES verification
software may be obtained from the manufacturer of
the System CJSC INIST (License issued by the Federal
Security Service (FSB) of Russia No.12818N on April 16,
2013) registered at 115035, Moscow, 40-42 bldg 3
Kosmadamianskaya embankment.

2. Mopsapok nosyyYyeHus, 3aMeHbl U XpaHeHus Knwvei/ Procedure for
receiving, replacing and storaging of keys

2.1. ns KoMNAeKTOB K/kYel, CreHepMPOBaHHbIX AJis
paboTbl Ha MepcoHanbHOM KoMnbloTepe KnneHTamum,
OTHOCALMMUNCS K KOPNOPATUBHOMY CErMEHTY:

2.1. With regard to sets of keys generated for operation
of PCs by business segment Clients:

2.1.1. KnueHT MOXeT reHepupoBaTb KoMnnekTbl
Kntoyen ceomx [Monb3oBaTenen CUCTEMbl COracHoO
3asBNEeHNI0 C MOMOLBI MPOrpaMMHbIX CPeACTB,
npepoctaBneHHbix baHkoMmM, Ha USB-TokeHax ¢

Mncnosb3oBaHNEM CBOUX TEXHNYECKNUX CPEeACTB.

2.1.1. The Client may generate sets of keys for its
System Users on the basis of an Application with use of
the software provided by the Bank, on USB tokens on
the basis of its own technical facilities.

2.1.2. Knw4 npoBepKM 3MEKTPOHHOW MNoAnucu
kaxpgoro [lonb3oBaTtenss CucTeMbl perncrpupyertcs
baHkoM Ha ocHoBaHmu nognucaHHoro CTopoHamu

CepTudukaTa Kntova.

2.1.2. The key of verification of each System User’s
electronic signature is registered by the Bank on the
basis of the Key Certificate signed by both Parties.
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2.13. Cpok KtoYen

yka3biBaeTcsi B CepTudumkate knya. Cpok gencteus

pencteus  Komnnekra
KoMnnekTta K/OYel He MOXEeT MpeBbllaTbh CPOK
Jenctema nonHomoumin lMonb3oBaTens Cuctemsl B
COOTBETCTBMM C AOKYMEHTaMU, MOATBEPXKAAOLLNMU
ero noJIHOMOoYus.

B cnyvyae ecnn wucxopga u3

npeactaBeHHbIX KnueHntom OOKYMEHTOB He
CpoK

pencTens nonHomoumin Nonb3soBatenst CUCTEMbI, CPOK

npeacTaBnseTcss BO3MOXHbIM  YCTaHOBUTb
pencTeus KoMnnekta KntoYen He MOXeT MpeBblllaTh
Tpex net. [0 WCTEYEHUs YCTAHOB/IEHHOIO CPOKa
KnueHT 06s3aH MHMUMMPOBaTb NPOLEAYPY CMEHbI
KomnnekTtoB kntouel. Mo 3asBneHuto KnueHTa,
HanpasneHHoMy B BaHk B npou3BonbHON cdopme
cpepcTBaMmn CUCTEMbI O OKOHYAHUSI CPOKa AeNCcTBUSA
KoMnnekTa Ko4yen, ero pgenctene MOXeT ObiTb
NpoA/jeHo Ha CpPoK He 6bonee 3 wMmecsueB. [o
nHMuMaTrBe KnmeHTa KoMNeKT Ktoyell MOXeT ObiTh

3aMeHeH B /10601 MOMEHT ero paencrTeusi. Kaxapii

2.1.3. The period of validity of the set of keys is
specified in the Key Certificate. The said period may
not exceed the term of authority of a System User
pursuant to the documents which confirm his/her
authority. In cases where based on the documents
provided by the Client it is deemed impossible to
determine the term of effect of the System User’s
authority, the period of validity of ¢ set of keys may
not exceed three years. Prior to expiration of the
established period, the Client is obliged to initiate the
procedure of replacement of sets of keys. Based on the
Client’s application submitted to the Bank in a free
format via the System facilities prior to expiration of
the term of validity of a set of keys its effect may be
extended for a term not exceeding three months. At
the initiative of the Client, a set of keys may be
replaced at any point of time of its effect. Each new
key certificate signed by the Parties will automatically
supersede the effect of the previously issued key

HOBbIV CeptndmkaTt K/toYa, nognucaHHbii | certificate of a particular System User.

CTopoHamu, aBTOMATMYECKM OTMEHSET AelcTBUe

CeptudmkaTta knwyva  pgaHHoro  [onb3oBaTens

CucTeMmbl, BbINYLLEHHOTO paHee.

2.14. OdopMmneHHble  CO  CTOPOHbI BaHka | 2.1.4. The Client’s key certificates generated by the
CeptudmkaTtel  knwyer  KnaveHTa  BpydatoTcs | Bank are to be handed to an authorized representative

YNONHOMOYEHHOMY NpeacTaBuTento KnneHta NMbo
HanpaensTcs  KNMeHTy nocpeacTBOM MOYTOBOM
cBsI3M No agpecy KnveHTa, ykasaHHOMy B [lorosope.
CepTudmKaTbl KNHOUEN JOMKHBI XPaHUTLCS Y KaXgoi
13 CTOPOH He MeHee NATU eT NMOoC/e OKOHYaHUS UX
CpoOKa aencTBus.

of the Client, or mailed to the Client’s address
specified in the Agreement. Key certificates are to be
kept by each of the Parties for not less than five years
following expiration of the term of their validity.

2.1.5. B cnyyae nHgopmmupoBaHust baHkom KnneHTa B
Cucteme 0 HeObGXOAMMOCTU OCYLLECTBUTb 3aMeHy
USB-TOKeHa COOTBETCTBYOLLEro
06s3aH ocylecTBUTb 3aMeHy USB-TokeHa. C MOMeHTa
nHdopmmpoBaHma baHkom KnmeHta B Cucteme o

TMna, Knaunent

HeobXxogMMOCTU ocylwecTBUTb 3ameHy USB-TokeHa,
reHepauuss KomnaekToB K/kouyel ¢ nomoubto USB-
TOKeHa, Nofnexallero 3ameHe, He OCyLLeCTBASEeTCS.

2.1.5. In case the Bank notifies the Client via the
System about the need to replace a USB token of a
relevant type, the Client is obliged to replace the USB
token. As from the date of such notification, no key
sets may be generated with the help of the USB token
subject to replacement.

2.2. ins KOMNAEKTOB K/koYel, CreHepMpPOBaHHbIX A/1s
paboTbl Ha MepcoHanbHOM KoMnbloTepe KnneHTamum,
OTHOCSLLMMUCS K CErMEHTY NpeanpuHUMaTenei:

2.2. With regard to the key sets generated for
operation of PCs by business segment Clients:

2.2.1. KnuMeHT MOXeT reHepupoBaTb KoMnnekTbl
Kntoyer ceomx [onb3oBatenen CUCTeMbl COrMacHo
3asiBNIeHNI0 C TMOMOLWbBI NPOrpaMMHbIX CPeacTs,
npepocTaBneHHbix BbaHkom, Ha USB-TokeHax wam

2.2.1. The Client may generate sets of keys for its
System Users based on the Application with the help
of the software provided by the Bank, on USB tokens
or other information media (hard disks, removable
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WHbIX HOCUTensx uHQoOpMauum (KecTkuin puck,

media (flash disks, external hard disks), etc.) with use

CbeMHble  HocuTenu  (dnew-namaTte, BHewHun | of its own technical facilities.

BMHYeCTep) M T.N.) C WUCMNO/Ib30BAaHUEM CBOUX

TEXHUYECKMX CPESCTB.

2.2.2. Mepsbii Knwy npoBepku 3nekTpoHHon | 2.2.2. The first ES verification key of each System User
nognumcu Kaxgoro Monb3oBaTens Cuctembl | is to be registered by the Bank on the basis of the key
perucTpupyetcs BaHkoM Ha ocHoBaHuu | certificate signed by the Parties and executed in a hard

nognucaHHoro CtopoHamu CepTudmkata Kioua,
0(DOpPMNIEHHOrO Ha ByMaXXHOM HocUTeNe.

copy.

2.2.3. Btopoi 1 nocnegyowmii Knounm npoBepku
3M1EKTPOHHON Mnognucu pernctpupyetcs baHkoMm Ha
OCHOBaHMM noanuncaHHoro CtopoHamu CeptudukaTta
KntoYa, opopMaEeHHOro Ha ByMaXKHOM HoCUTene, Un
Ha OCHOBaHWWM 3/IEKTPOHHOrO 3anpoca Ha Bbigady
CepTudukaTa Kato4a, MNOAMNMCAHHOIO AElCTBYHOLEN
Ha MOMEHT MOAMMCAHUS 3/IEKTPOHHON MOANUCHHIO
Monb3oBaTens CuCTeMbl, U HaNpaBAeHHOro B baHK ¢
ncrnonb3oBaHMeM CucTeMbl.  YKasaHHbIM  3anpoc
TakKXe MOXeT BbITb NognucaH NPoCToN NEKTPOHHOM
nognucbio Monb3oBaTtens Cucrembl,
chOpMMPOBAHHON Ha OCHOBAHUWU MPERbABAEHHOIO
KnneHToM SMS-Koga, paHee HanpasneHHoro baHkom
Ha Homep TenedoHa pfaHHoro [lonb3oBaTens
CucTeMbl, YyKasaHHbIM B 3asiBieHUn  n/uam
npegocTasneHHbIl baHky Monb3oBaTtenem CUCTEMbI B
npouecce obcnyxusaHus B Cucteme. MNonb3oBaTesb
CucTtembl pomkeH o6nagath MOMHOMOYMSIMM  Ha
HanpaBneHune B baHk COOTBETCTBYHOLLErO
3N1eKTPOHHOro  3anpoca. [py  mMcnonb3oBaHWK
KnueHTom CucTeMbl NpU  HanMyMum  OTKPBLITOrO
pacyeTHOro cyeTa nognucb Takoro [Monb3oBaTtens
[JO/MKHA 6bITh BK/KOYEHA B KapToOyKy € obpasuamu
nognucein 1 oTTUCKA nevaTen, AeCTBYIOLLEN K CYeTy
KnueHTa, obcnyxmBaemomy B pamkax [orosopa, B
cnyvae ee odopmneHus. Mpu 3tom, baHk BnpaBe
3anpawwuBaTb, a KnveHT obs3aH no 3anpocy BaHka
npegoctaBnaTb B baHK pgokymeHTbl (B BuAe
NOANNHHUKOB nnu Hagexalimm obpasom
3aBepeHHbIX KONWiA), NOATBEPXAatoLwmne nosHOMOYNS
Monb3oBaTens  no  HanpaeneHuto B baHk
3N1EeKTPOHHOro 3anpoca Ha Bbigavy CepTudukaTa
KtoYa.

2.2.3. The second and subsequent ES verification keys
are to be registered by the Bank on the basis of the key
certificate signed by the Parties and executed in a hard
copy, or on the basis of an electronic application for
issuance of a key certificate signed by an electronic
signature of the System User effective as at the date of
signing by the System Users of ES and forwarded to
the Bank via the System. The above application may
also be signed by a System User’s basic electronic
signature generated on the basis of the SMS code
previously sent by the Bank to the telephone number
of such System User specified in the Application
and/or provided by the System User to the Bank in the
course of service in the System. A System User is to be
authorized to send to the Bank a relevant electronic
request. In case where the Client uses the System in in
conjunction with a current account, the signature of
such User is be recorded in the banking sample
signatures and seal card which are attached to the
Client’s account serviced within the framework of the
Agreement, if such card is in place. In such case the
Bank has the right to request, and the Client is obliged
following the Bank’s request, to submit to the Bank
the documents (in the form of originals or duly
certified copies), which confirm the User’s authority to
forward to the Bank an electronic request for issuance
of a key certificate.

2.2.4. Cpok penctBus  KomnnekTa  Kawoven
onpegenseTtcs BaHkoMm M yKasbiBaeTcs B
CepTudukaTte knwva. Cpok pgencteus Komnnekra
K/tO4eNn He MOXeT TnpeBbllaTb CPOK [AeilcTBus
NOJHOMOY MM MNMonb3oBaTtens Cuctemsl B
COOTBETCTBMWN C AOKYMEHTaMu, MOATBEpPXAaoWwmMu

ero nosHomouyusa. B cnyvyae, ecianm  ucxopga wu3
npeanctaBAeHHbIX KnneHToM OOKYMEHTOB He
npeacrtaBndeTcad  BO3MOXXHbIM - YCTAaHOBUTb  CPOK

p,eVICTBMﬂ nonHomounii NMonb3oBaTens Cucrembil, CPOK
p,eVICTBMﬂ KoMnneKkTa K/o4ein He MoXeT npeBbilWaTb

2.2.4. The term of validity of a set of keys is to be
determined by the Bank and specified in the key
certificate. The said term may not exceed the period of
validity of the authority of a System User in
accordance with the documents which confirm the
User’s authority. In cases where it is deemed
impossible to identify the term of validity of the
System User’s authority, the term of effect of a set of
keys may not exceed three years. Prior to expiration of
the established term of a set of keys the Client is
obliged to initiate the procedure of substitution of a
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Tpex neT. [o WCTeYeHUs YCTAHOBNEHHOIO CPOKa
pencteus  Komnnekta khawyeln KnmeHT o06s3aH
WHULMMPOBATb  Mnpouedypy cMeHbl  KomnjiekToB
Kntoven. Mpy 3TOM, 4O OKOHYAHMUS CPOKa AENCTBUS
Komnnekta knwouvei KaneHT MOXeT MNpopinTb €ro
[EVNCTBME Ha CPOK He 6onee 3 (Tpex) Mecsues,
HanpaBuB B bBaHK 3asBneHve MNocpeacTBOMMU
Cucrtemsl. Mo wHunuymatnee KnmeHTa KomnnekTt
KNoYel MOXeT ObiTb 3aMeHEH B 11060/ MOMEHT €ero
pevicteus.  Kaxpgplli  HoBbll  CepTudmkaTt  Kiwoua,
nognucaHHbli BbaHKOM, aBTOMATMYeCKM OTMeEHsieT
pencTene CepTtudumkara Kto4a JaHHOro
Monb3oBaTens CMCTeMBI, BbINMYLLEHHOTO paHee.

set of keys. In such case, prior to expiration of the term
of validity of a set of keys the Client may extend the
term of not more than 3 (three) months by forwarding
to the Bank a relevant application via the System. At
the initiative of the Client, a set of keys may be
replaced at any point of time of its effect. Each new
key certificate signed by the Bank automatically
supersedes the effect of the previously issued key
certificate of a particur System User.

2.2.5. OdopmneHHble co CTOPOHbI baHka
CepTudumkaTbl ktouven KnveHTa Ha 6ByMaXHbIX
HOCUTeNsX BpyYatoTCs YMNO/HOMOYEHHOMY
npegctasutento  KnneHta numbo  HanpansitoTcs
KnveHTy nocpeacTBOM MOYTOBOW CBA3W MO afpecy
KnueHTa, ykasaHHomy B [Jorosope. CepTudukaTsl
K/tOYEN [OMKHBI XPaHUTLCS Y Kaxaol 13 CTOpPOH He
MeHee nNATM feT MOC/e OKOHYaHUs MX CpoKa
aencrTeus.

2.2.5. The Client’s key certificates executed by the
Bank in hard copies are to be handed to an authorized
representative of the Client, or mailed to the Client’s
address specified in the Agreement. The Parties are
obliged to keep key certificates for not less than five
years following expiration of their validity.

2.2.6. MNpn nocTynneHnu 3neKTPOHHOro 3arnpoca Ha
Bbigavyy CepTudumkaTa  K/4a, MOAMMCAHHOMO
AEVCTBYIOLLEN HA MOMEHT MOANUCAHUS 3/IEKTPOHHOM
nognucbio Monb3oBaTtesns CucTembl, BaHk
HanpaBnsetT KnneHTy ¢ mMcnonb3oBaHWeMm Cuctemsl
CepTudurKkaT K/oYa, NOAMMCAHHBIN 3/1EKTPOHHOM
nognuMcbio YNoSHOMOYEHHOr 0 npeacTaBuTens baHka.
Mpwv 3ToM KnneHT BNpaBe 06paTuTbcs B BaHK ¢ Lenbto
noJsiydeHust konum CeptudnkaTta Krya Ha byMaxKHOM
HocuTene, 3aBepeHHON BaHkom Kak
YAOCTOBEPSIOLMM LLEHTPOM.

2.2.6. Upon arrival of an electronic application for
issuance of a key certificate signed by the System
User’s electronic signature effective as at the date of
signing, the Bank is to send to the Client via the
System a key certificate with an electronic signature of
an authorized representative of the Bank. In such case
the Client has the right to request to the Bank to issue
a hard copy of the key certificate certified by the Bank
acting as a certification authority.

2.2.7. B cnyyae nHgopmupoBaHus baHkom KnneHTa B
CucTeMe O MpeKpaleHUn OencTBUS MMeloLerocs y
KnuneHta USB-TOKeHa COOTBETCTBYHOLWEro TuNa,
KnneHT [po/mKeH ocylwecTBUTb Npoueaypy CMeHbI
KomnnekToB Kntoyen cBOUX Monb3oBaTtenei
Cucremsbl:

e nyTeM reHepupoBaHus KOMMNMEKTOB K/oYen
cBoux [Monb3oBaTenein CuUCTeMbl Ha  WHbIX
HOCUTENsX  MHbOPMaLMM  (KECTKMI  OUCK,
CbeMHble HocuTenu (dbnew-namsaTb, BHELIHWUA
BMHYeCTep) M T.N.) C WCMOMb30BAaHUEM CBOMUX
TEXHWYECKMX CPefCTB, IMb0

e [yTeM oOcywecTBneHns 3ameHbl USB-TokeHa,
nocpeacTsoM obpalleHus B nopgpasgeneHne
baHka.

2.2.7. In the event that the Client is notified by the
Bank about termination of the effect of the Client’s
USB token of a relevant type, the Client is obliged to
perform the procedure of replacement of the sets of
keys of its System Users:

e By way of generating sets of keys of its System
Users on other media (hard disks, removable
media (flash disks, external hard disks), etc.) with
use of its own technical facilities, or

e By way of replacing a USB token following a
relevant request to the Bank.

2.3. [na KomnnekTa Kto4el, CreHepupoBaHHOro
nocpeacTBoM MobUALHOMO MPUNOXKEHUS:

2.3. With regard to the set of keys generated with the
help of a mobile application:
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2.3.1. MNonb3oBaTenb BNpase reHepupoBaTb KomnaekT
Kntoyen gns MobuNbHOrO MPUOXKEHUS C MOMOLLbIO
NPOrpamMMmHbIX CPeAcTB, NPeaoCTaBleHHbIX baHKoM,
npu Hanuuuu pencreytolwero Komnnekta knwouen,
CreHepupoBaHHOro Ans paboTbl Ha lepcoHanbHOM
KoMMbloTepe.

2.3.1. The User has the right to generate a set of keys
for a mobile application with the help of the software
provided by the Bank in the existence of an effective
set of keys generated for working on PC.

2.3.2. Cpok pericTBus KomnniekTa Kito4ven
yka3biBaeTcsi B CepTudukaTe kntoya. Cpok gencTeus
KomnnekTa K/toveit, CreHepMpoBaHHOro
nocpeacTsoM MobMNbHOTO NPUNOXKEHUS, HE MOXET
npeBbllaTb CPOK AeNCTBUS KOMMeKTa Kntoyen
Monb3oBaTens, CreHepUPOBaAHHOIO ANs paboTbl Ha
MepcoHanbHOM KoMNbloTepe. [lo ucteveHms
yCTaHOB/IEHHOrO cpoka KnneHT 0bsi3aH
MHULMMPOBATb NPOLEAYPY CMEeHbI KOMMNNEKTOB
Kntoyen. Kaxapiin HoBbi CepTudurKaT KtoYa,
nognucaHHbln CTOpOHaMM, aBTOMATUYECKM OTMEHSIET
pevictere CepTudurkaTta KoYa gaHHoro
Monb3oBaTenst CUCTEMBI, BbIMYLLEHHOTO paHee.

2.3.2. The term of validity of a set of keys is specified in
the key certificate. The term of validity of a set of keys
generated with the use of a mobile application may
not exceed the term of validity of the User’s set of keys
generated for working on PC. Prior to expiration of the
established period, the Client is obliged to initiate the
procedure of replacement of a set of keys. Each new
key certificate signed by the Parties will automatically
supersede the effect of the previously issued key
certificate of such System User.

2.3.3. Cratyc 3N Tlonb3oBatens  Cucremol,
CreHepupoBaHHOl nocpeacTBoM KoMmmekTa Knoyen
gns MobunbHOro  MPUSIOXKEHUS, COOTBETCTBYET
Cratycy 30 Monb3oBaTtens Cuctemsl, yKazaHHOMY B
3asiBfeHnmn, Npu reHepaumm KomnaekTa Knoyeln Ha
USB-TOKEHax WAN WHBIX HOCUTENsiXx WHdopMaumm
(KecTKM gMCK, CbeMHble HocuTenn (dnew-namaTh,
BHELWHNN BUHYeCTep) 1 T.M.)

2.3.3. The status of ES of a System User generated with
the use of a set of keys for a mobile application
corresponds to the status of the electronic signature of
a System User specified in the Application upon
generation of a set of keys on USB tokens or other
media (hard disks, removable media (flash disks,
external hard disks), etc.).

2.3.4. O6s3aTenbHas 3aMeHa KoMnaeKTa Knro4den
NpOBOAMNTCA B CNeAyOLWMX CIyvasx:

e UCTeK CPOK AencTBna KomniekTa
KoY en;
e npowu3solna KomnpoMeTaums Kaoyei.

2.3.4. Itis required to replace a set of keys in the
following cases:

e Theterm of validity of a set of keys has
expired;
e The keys have been compromised.

2.4. B cnyyae nuweHus KnneHTtom MNonb3osaTens
Cuctemsbl Npasa nognuceiBaTb 3 3/
cooTBeTCTBYHOWME KOMMNIEKTbI KtOYEN BbIBOAATCS U3
[ENCTBUS HA OCHOBaHMM MUCbMEHHOTO 3asiBNEHUS
KnueHTa nnu 3 cBobogHoro hopmara,
HanpasfieHHoro B baHk nocpeacTBom CuCTEMBI U
noanMcaHHOro ynosHOMOYeHHbIM nuoM KnuneHTa.

2.4.In case the Client denies a System User the right to
sign an electronic document with ES the relevant key
sets are be disabled pursuant to a written application
of the Client or an electronic document of a free
format sent to the Bank via the System and signed by
an authorized representative of the Client.

2.5. baHk BrpaBe aHHyNnpoBaTb CepTuduKaT Koya
B CNegyoLwWwmx cnyyasx:

He NoLTBEPXAEHO, 4TO Bnagened,
CepTudukaTta KatoYa BNageeT KAKYOM 3/1eKTPOHHO

2.5. The Bank has the right to revoke a key certificate
in the following cases:

There is no confirmation that a certificate
holder possesses the ES key which corresponds to the

CtpaHuua 8 ns 17




noanucu, COOTBETCTBYHOLWNM KoYy NpoBEPKKN
3N1EKTPOHHON  MOAMWUCK, YKa3aHHOMY B TaKOM
ceptudukare;

YCTaHOB/EHO,  4TO copepxalumicst B

CepTudukaTe K04 npoBepkn Il yxke COAEPKUTCS B
MHOM paHee co3gaHHoM CepTudukare KYa;

BCTYMU/IO B CU/Y peELLeHNe cyfa, KOTOPbIM, B
4aCTHOCTM, YCTaHOBNeHOo, 4To CepTudukat kYa
COOEPXUT HE,OCTOBEPHYO MH(OPMaLHIO.

VHdopmaLms o npekpalLeHun AeicTBums
CeptudmkaTa Kntoda BHocuTcs BaHkom B
COOTBETCTBYHOLMI peecTp CepTUPUKATOB B CPOK,
YCTAHOB/IEHHbIN 1eNCTBYIOLWMM 3aKOHO4ATE/IbCTBOM
Poccuiickoln ®egepaumu.

ES verification key specified in such certificate;

It is established that the ES verification key
specified in the certificate already exists in another
previously generated key certificate;

A court decision came into effect, which in
particular established that the key certificate contains
unreliable information.

The Bank records information concerning
revocation of a key certificate in a relevant certificate
register within the term established by the applicable
law of the Russian Federation.

3. O6ecneyeHue 6esonacHOCTU NpoLeaypbl o6MeHa poKyMeHTamu/
Maintenance of security of document exchange procedure

3.1. Be3sonacHocTb o6MeHa 3[] gocTuraeTcs 3a cyeT
NPUMEHEHMS CneyroLnX CpeacTB:

3.1. Security of ED exchange is ensured via use of the
following facilities:

3.1.1. Ana NepcoHanbHOro KOMnboTEpa:

CpenctBo KpunTorpaduyeckoi 3aWwmnThI
nHdopmaumm (CK3M) Ha 6ase [porpaMMHOro
komnnekca «bukpunT 5.0.» (BapMaHT UCMNONHEHUS 2),
pa3paboTaHHoro 000 dupma  «MHdbOKpunT»
(ceptTudmkat cootBetcTBUsS OCH PO Cd/114-3021 oT
30 pekabpsa 2016 ropa). KnveHT, oTHoCAWMNCS K
CerMeHTy npeanpuHuUMaTenei, MMeeT NpaBo BMECTO
USB-TOKeHOB ncCnonb3oBaTb A8 XpaHeHus Knioda
3/1EKTPOHHOWN MOANUCK UHblE HOCUTENN MHdOopPMaLMK
(KecTKM [OMCK, CbeMHble HocuTenu (onTuyeckume
AUCKU, new-namsTb, BHEWHWIN BUHYECTEP) U T.0.).
KnneHT yBegomsieH BaHKOM 0  TOM, 4TO
MCNONb30BaHUe BMeCTO USB-ToKeHOB MHbIX
HocuTenen WHMOPMAUMM  CYLLECTBEHHO CHWKaeT
ypoBeHb 6e30nacHOCTU Npu obMeHe 3[4 1 NOMHOCTHHO
0CO3HaeT BO3HMKALME NpPU 3TOM PUCKU. BaHK He
peKkoMeHayeT UCMo/b30BaHWe fobbIX HocuTenen
nHdbopMaumn 3a ncknroveHnem USB-TOKEHOB.

Ncnonb3oBaHnem CK3W «KpuntoTokeH 3M 2» B
coctaBe USB-TokeHoB JaCarta NOCT/JaCarta-2 OCT,
pa3paboTaHHbix 3A0 «AnnaguH P.0.» (cepTudukat
cootBeTcTBUA DOCBE Poccum N2 Cd/124-3473 oT
10.08.2018 r 1 Ne C®d/124 - 3502 ot 11.09.2018 r.).
Kntoy 3neKkTpoHHOWM nognuncy HWKOrga He nokmugaet

BHYTPeHHel 3awuieHHon namaTtv  USB-TokeHa.
leHepaunss © XxpaHeHue Knoya 3MEKTPOHHOM
nognucu, a TakkKe MoAgnuMcaHne [OKYMEHTOB

NPOU3BOANTCS BO BHYTPEHHEW 3aLiMLLEHHOW NaMsSTU
USB-TokeHa. flocTyn K Kntouy 3n1eKTpOHHOM nognucu
OCYLLECTBASETCA C UCNONb30BaHMEM Napons. Knnexr,

3.1.1. With regard to personal computers:

Cryptographic information protection facilities (CIPFs)
on the basis of the software solution Bicrypt 5.0.
(version 2) developed by /nfoCrypt LLC (certificate of
conformity issued by the Federal Security Service
(FSB) of the Russian Federation (FSB) No. SF/114-3021
oof December 30, 2016). For the purpose of safe-
keeping electronic signature keys, a business segment
Client is entitled to use information media instead of
USB tokens (hard discs, removable media (optical
discs, flash memory, external hard discs), etc.). The
Client is notified by the Bank that utilization of other
information media in lieu of USB tokens significantly
reduces the level of security in the course of ED
exchange, and therefore is fully aware of resulting
risks. The Bank recommends to abstain from using any
information media other than USB tokens.

Utilization of CIPF Cryptotoken ES 2 in conjunction
with USB tokens JaCarta GOST/JaCarta-2 GOST
developed by CJSC Alladin R.D. (certificate of
conformity issued by the Federal Security Service
(FSB) of the Russian Federation (FSB) No. SF/124-3473
of August 10, 2018 and SF/124 - 3502 of September 11,
2018). An electronic signature key is never detached
from the internal protected memory of a USB token.
ES keys are generated and signing of documents is
performed inside the internal protected memory of a
USB token. Access to ES key is obtained with use of a
password. A business segment Client has the right to
use other information media in lieu of USB tokens
when safe-keeping ES keys (hard discs, removable
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OTHOCSILLMINCA K CErMeHTY NpegnpuHuMaTenei, umeeT
npaso BMecTo USB-TOKeHOB wucnonb3oBaTb [Ans
XpaHeHuss Knwya 3MEKTPOHHOW MOAMUCU  UHblE
HoCUTeNn WHGOPMALUUN (KECTKUA [UCK, CbEMHble
HocuTenu (dhnew-namsTb, BHEWHWUA BUHYECTEp) U

T.n.). KnneHT yBegomneH bBaHkoM 0O TOM, 4TO
MCMo/ib30BaHue BMeCTO USB-TokeHOB UHbIX
HocuTeNlem WHMOPMAUMM  CYLLECTBEHHO CHWKAeT

ypoBeHb 6e30MacHOCTU Npu ob6MeHe 3[], U NOMHOCTbIO
OCO3HaeT BO3HMKaKLLMe MPU 3TOM PUCKU. BaHK He
pekOMeHayeT UCMo/b30BaHuWe MobbIX HocuTenen
nHbopmaumm 3a ncknoyeHrem USB-TokeHOB.

lWndpoBaHMst [JaHHbIX B TeIEKOMMYHMKALMOHHBbIX
KaHanax ¢ mucnonb3oBaHnem CK3W Kpuntollpo CSP
Bepcun 4.0 un Bblwe. [Ang 3awmTbl JaHHbIX OT
HEeCaHKLMOHNPOBAHHOIO goctyna B
TENIeKOMMYHMKAUMOHHBIX ~ KaHanax WCNoJib3yeTcs
npoTokon Transport Layer Security (TLS v. 1.2, RFC
2246 v Bbile2).

YpocToBepeHUs nNpuHagnexHocTn cepeepa Cuctemsl
MAO POCBAHK ¢ nomoulbto cepTudurKkaTa, BblaHHOIro
MAO POCBAHK akkpeanToBaHHbIM YOOCTOBEPSOWMM
ueHTpom OO0 "KPUMTO-MNPO".

media (flash memory, external hard discs), etc.). The
Client is notified by the Bank that utilization of other
information media in lieu of USB token seriously
affects the level of security in the course of ED
exchange, and is fully aware of resulting risks. The
Bank recommends to abstain from using any
information media other than USB tokens.

Data encryption in telecommunication channels with
use of CIPF CryptoPro CSP of version 4.0 and higher.
With a view to protect data from unauthorized access
in telecommunication channels, protocol 7ransport
Layer Security (TLS v. 1.2, RFC 2246 and above 3) is
recommended for use.

Certification of appurtenance of the System server of
PJSC ROSBANK with the help of a certificate issued to
PJSC ROSBANK by the Certification Authority of
CRYPTO-PROLLC.

3.1.2. Ans MobUIBbHOTO MPUNOXKEHUS:

CpepcTtBa Kpuntorpadguyeckon 3aWmTl
WHdOpMaLMK € ncnonb3oBaHnemM anropnutma RSA gns
3aWMTbl AAHHbIX OT HECAHKLMOHNMPOBAHHOIO AOCTYNa
B TENeKOMMYHWMKALMOHHbIX KaHanax MCcrnosb3yeTtcs
npotokon Transport Layer Security (TLS v.1.2, RFC
2246), NPUMEHATCA KpunTorpaduyeckme
MeXayHapoaHble anropuTMbl WndgpoaHmsa RSA (3072
bit), obmeHa kntovelr no anroputmy Aunddu-
XennMaHa, XxawmnposaHus B cooTBeTcTBUM ¢ SHA 512,
CuMMmeTpuyHoe wndpoBaHue AES ¢ gnnHoi Knwva
256 bit., reHepauus 1 xpaHeHue Kntoya 3/1€KTPOHHOM
noanucu, a Takxke nognucaxHve 3 NnponsBoaNTCS BO
BHYTPEHHEN 3alMLEeHHON namMaTn  MobunbHOro
ycTporictBa. KnueHT yBegomneH BaHKOM O ToM, 4TO
McnoJsib3oBaHne BMeCTO USB-TokeHoOB WHbBIX
HocuTenen WHGOPMALMM  CYLLECTBEHHO CHIMKaeT
ypoBeHb 6e30nacHOCT Npu 0bMeHe I/ 1 NOSTHOCTbIO
0CO3HaeT BO3HMKawLWmMe Npu 3TOM pUCKU. BaHK He
peKoMeHZyeT UCMonb30BaHWe fobbIX HocuTenen
WHdopMaLmK, NpegHa3HayYeHHbIX AfiS reHepauum u
XpaHeHus kntoda 31, 3a uckndeHnem USB-TokeHOB.

3.1.2. With regard to mobile apps:

Cryptographic information protection facilities with
use of RSA algorithm for the purpose of protecting
data from unauthorized access in telecommunication
channels protocol Transport Layer Security (TLS v.1.2,
RFC 2246) is wused, as well as international
cryptographic encryption algorithms RSA (3072 bit),
exchange of keys on the basis of the Diffie-Hellman
algorithm and hashing in accordance with SHA512.
AES symmetric encryption with the key length of 256
bit., generation and safe-keeping of ES keys, as well as
signing with the help of ES are performed in the
internal protected memory a mobile device. The Client
is notified by the Bank that utilization of other
information media in lieu of USB token seriously
affects the level of security in the course of ED
exchange, and is fully aware of resulting risks. The
Bank recommends to abstain from using any
information media for generating and safe-keeping ES
keys other than USB tokens.

3.2. KnneHTy pekomeHpyeTcs obecnevynTb KOMMIEKC
OpraHn3aUMoOHHO-TEXHUYECKMUX Mep, HamnpaBlneHHbIX
Ha BbINOJIHEHME cnegyowmx TpeboBaHui
6e30nacHOCTU:

3.2. The Client is recommended to arrange a
comprehensive set of organizational and technical
measures designed to meet the following security
requirements:

2 PekomeHayeTcs Ucnonb3oBaTtb Bepcuio TLS v.1.2.

3 It is recommended to use version TLSv. 1.2.
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3.2.1. Ans paboTbl Ha MepcoHanbHOM KOMMblOTEpE:

OpFaHVIBOBaTb Bblp,el'leHHbIl‘;I KOMMNbOTEP NOACUCTEMbI
«KnneHT», npefHa3Ha4yeHHbIN WCKAYUTENIbHO Ans
paboTbl ¢ bBaHKOM;

leHepaunio 1 XpaHeHue KI4YeBoW MHdopMaumu, a
TaKKe MOoANucaHne [OKYMEHTOB MPOU3BOAUTL C
ncnosnb3oBaHnem USB-TokeHoB JaCarta FOCT/JaCarta
-2TOCT;

B cnyyae reHepaumm KnneHTOM, OTHOCAWMMCH K
CErmMeHTy npegnpuHumaTenen, Knoyen 31eKTPOHHOM
nognucu ceoux [onb3oBaTenell Ha HOCUTeNM,
OTNINYHbIE oT USB-TOKeHOB, OCYLLEeCTBAATb
3KCMyaTaumo paboyero mecta u obecnevyeHue ero
6€30MacHOCTN OPraHU3aLMOHHBIMU U TEXHUYECKMMMU
MepaMu B COOTBETCTBMM €  TpeboBaHMAMMU
3KCMyaTauMOHHOM  AoKyMeHTaumelnn pas  CK3U
«bukpunt  5.0» pgna  knacca KCl: «CpegctBo
Kpuntorpadguyeckon 3aWunThI NHbopMaLmm
«BbukpunTt 5.0». MpaBuna NnoJsib30BaHUA»
(MH®K.11485466.4012.027.31). [aHHbIA  [OKYMEHT
pa3MelleH Ha oduumanbHoMm cailite baHka B ceTu
WHTepHeT no agpecy http://www.rosbank.ru.

BBecTM orpaHuyeHvWe CeTEBOro B3aMMOLENCTBUS
KOMMbloTepa noAcucTeMbl  «KAMEHT» TOMbKO C
HeobXoMMbIM 1OBEPEHHBIM NepeyHeM IP-agpecos;

lpoBepsATb, YTO YCTAHOBMAEHO 3awmilieHHoe TLS-
coeguHeHne C oduuManbHbIM PecypcoM CcepBuca
https://www.bankline.ru

CpeactBamMy nofcuctembl «KaneHT» 3akpenuTb 3a
Monb3oBaTensmm Cuctembl IP-agpec/cnncok  IP-
afpecoB KOMMblOTEpPOB nogcucteMbl «KnveHT» B
Lensx obecrneyeHnss KOHTPOIS Ha CTOpoHe baHka;

06ecneynTb Ha BbigeNeHHOM KOMMblOTEpE Hanuuune
CpefcTB 3aluUTbl OT BPEAOHOCHOro MPOrPaMMHOrO
obecrneyeHns, nx paboTocnocobHOCTb N perynsipHoe
obHOBNEHUE;

NCKNoYnTb Ha BblgeNeHHOM KOMMNbKOTEPE OTKPbITUE
nnuceM C BNOXXEHNAMU, NONYHEHHbIMW OT HEN3BECTHbIX
nnn HegoBepPeHHbIX MICTOYHUKOB;

O6ecneynTb ncnonb3oBaHne NCKNKYNTENBbHO
NIMUEH3NOHHOIO  MporpaMmMHoOro obecneyeHns u
OﬂepaLl,VIOHHOVI CUCTEMDI;

OpraHu30BaTb perynasipHyto yCTaHOBKY OBGHOB/IEHWI
6e3onacHOCTM  MporpaMMHOro  obecrnevyeHus
onepaLMoHHON CUCTEMbI;

NCKNoYnTb  MCNONb30BaHUe cpeacTtes  yaaneHHoro
AAMUHUCTPUPOBaHNA;

O6ecneynTb npnMeHeHne NNMUEH3NOHHOTO
MeXCeTeBOro sKpaHa (,lJ,OI'IyCKaeTCﬂ ncnosb3oBaHue
NepCoOHabHOIo MeXXCeTeBOro aKpaHa;

BbINnonHUTb KOMMIEKC OpraHU3aLMOHHbIX
MeponpusaTUA No obecneyeHno MHPOPMaLMOHHOM

3.2.1. With regard to PC operation:

To allocate a dedicated PC of the Client subsystem
intended exclusively for communicating with the
Bank;

Generation and safe-keeping of key information, as
well as signing of documents shall only be performed
with use of USB tokens JaCarta GOST/JaCarta -2
GOST,

In case a business segment Client generates ES keys
for its Users on information media other than USB
tokens, it is necessary to operate workstations and
ensure their security with reliance on organizational
and technical measures in compliance with the
operating document requirements for CIPF Bicrypt 5.0
for class KS1: Cryptographic information protection
facility ~ Bicrypt  5.0.  Directions  for  Use
(INFK.11485466.4012.027.31). The said document is
available on the official web-site of the Bank at
http://www.rosbank.ru.

To introduce restriction of network interconnection of
the Client subsystem PC exclusively with the required
trusted list of IP addresses;

To verify whether a TLS protected connection with the
official resource https://www.bankline.ru service is in
place;

To assign, based on the Client subsystem facilities, to
System Users an IP address/list of IP addresses of the
Client subsystem PCs with a view to ensure control on
the side of the Bank;

To provide for availability on a dedicated PC of
malware protection facilities, as well as to ensure their
operability and regular updating;

To preclude opening on dedicated PCs of letters with
enclosures received from unknown or untrusted
sources;

To make use exclusively of licensed software and
operating system;

To organize regular installation of software and
operating system protection updates;

To rule out use of remote administration tools;

To put in place a licensed network firewall (it is
allowed to use personal network firewalls);

To carry out a set of organizational arrangements to
ensure information security (operating system security
settings, restriction of right to access an information
system, pass-wording, preparation of incident
response procedures, etc.);

To monitor security requirements compliance.
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6e3onacHoCTU (HacTpowka 6e3onacHocTn
onepaLmoHHOW CUCTEMBI, OrpaHMYeHre NpaB AOCTyNa

NHbOPMaLMOHHOM CUCTEMBbI, opraHusauus
MapofibHOW  3awmThl,  MOArOTOBKAa  Mpoueayp
pearMpoBaHUs HAa UHLUMAEHTbI U T.N.);
KoHTponupoBaTb cobnogeHne TpeboBaHNN
6e3onacHocCTy.

3.2.2. insi paboTbl c MOGMNBbHBIM YCTPOMCTBOM:

Ob6ecneunTb NCMNonb30BaHue UCK/TIYNTENBHO
JIMLEH3MOHHOTO MPOrpaMMHOro obecneyeHnss U
onepaLMoHHON CUCTEMBI;

OpraHun3oBaTb perynsipHyr0 YCTaHOBKY OGHOBAEHWI
6e30MacHOCTM  NpPOrpamMMHOro  obecneyvyeHuss U
OnepaLmoHHOW CUCTEMbI;

McknoumTb MCNonb3oBaHWe CPeAcTB  yAANeHHOro
AAMUHUCTPUPOBAHMS;

BbINonHUTb KoMnneKc OpPraHN3aLMOHHbIX
MeponpusaTUin Mo obecnevyeHno WHGPOPMaLMOHHOM
6e3onacHoCTU (HacTpoWika 6e3onacHoOCTH
onepaLmroHHOW CUCTEMBI, OFPaHMYeHMe NpaB AoCTyna

NHbOPMaLMOHHOM CUCTEMBI, opraHusauus
napofibHOW 3aluThl);

KoHTponupoBaTb cobnogeHne TpeboBaHui
6e30nacHoOCTY;

06ecneynTb HanN4YMe aHTUBUPYCHOTO MPOTrPaMMHOrO
obecneveHus.

3.2.2. With regard to a mobile device operation:

To make use exclusively of licensed software and
operating systems;

To arrange regular software and operating system
updating;

To preclude use of remote administration tools;

To perform a set of organizational measures to ensure
information security (operating system security
settings, restriction of right to access an information
system, pass-wording);

To monitor security requirements compliance;

To roll out anti-virus software.

3.3. Tonb3oBatenn Cuctembl, YMNOJHOMOYEHHbIE
ncnonb3oBaTb Cnuctemy KnmeHtamum, OTHOCALWMMUCS K
CEerMeHTy npegnpuHumaTenei, fo/mkHbl B Cucteme
BBECTM Homep TenedoHa COTOBOM CBS3M [Ans
MoJly4eHUsl Ha yYKa3aHHbIi HoMep MHMOPMaLMOHHBbIX
C006LLEHNI B COOTBETCTBUM C [JOrOBOPOM.

3.3. System Users authorized by business segment
Clients to use the System are obliged to enter into the
System a mobile phone number in order to receive to
such phone number information messages in
accordance with the Agreement.

3.4. KnneHT 064a3aH:

McknounTb nosiBneHue Ha MepcoHanbHOM
KoMMbtoTepe nan Mo6ubHOM ycTpoiicTee
noacucTemMbl “KnmeHT” BUPYCOB U Apyrnx nporpamm
QECTPYKTUBHOIO  [EWCTBUSA,  KOTOpble  MOryT
paspywuTb WM MoaMduUuMpoBaTb MNPOrpaMMHOE
obecneyeHne nOACUCTEMbI, CKOMMNPOMETMPOBATb
knoun  lNonb3oBatens  CucTeMbl  MOCPEACTBOM
NPUMEHEHUS JINLEH3NOHHbIX CPeAcTB 3aWuTbl OT
BPefOHOCHOI0 KOAa U PeryasipHoro ux 06HOBNEHUS;

MCKNIOYMTb  BO3MOXHOCTb HECAHKLMOHMPOBAHHbIX
BaHKOM M3MeHeHWUW B TEXHWYECKUX M NPOrpaMMHbIX
cpeacTtBax KnveHTa, onpegeneHHbix B ClncKe;

NCKNOYNTL BO3MOXHOCTb KOMHPOMETaLl,VIVI Knoven B
npouecce uX TPaHCNOPTUPOBKWM, 3KCnayaTauum wn
XpaHeHunA.

3.4 The Clientis obliged:

To eliminate penetration of viruses and other
destructive software into PCs or mobile devices of the
Client subsystem which may destroy or modify the
subsystem software, compromise the System Users’
keys, which protection should rely on application of
licensed malware protection facilities and regular
updating thereof;

To rule out a possibility to introduce unauthorized
modifications in the Clients’ hardware and software
specified in the List not authorized by the Bank;

To preclude a possibility of compromise of keys in the
course of their transportation, operation and safe-
keeping.
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3.5. CTOpOHbI 06513aHbI:

obecneynBaTb KOHMAEHLMANBHOCTD Kntoven
3NEKTPOHHbIX NOAMNUCEN, B YHAaCTHOCTU He [OMyCKaTb

Mcrnonb3oBaHWe  npuHagnexawmux wum  Knwoven
3/1eKTPOHHbIX Nognucelt 6e3 nx cornacus;
yBefoMnATb  Apyryto  CTOPOHY O  HapyLweHuu

KOHUAeHUManbHOCTK Ktoya 3/1eKTPOHHOM NoAnucu
(KomnpomeTaumu Kiw4va) B TeyeHue He bosee yem
ofHOro paboyero [JHs CO [AHS  MOJy4YeHus
MHbOpPMaLMKM O TaKOM HapyLLeHUU;

He 1cnosib3oBaTh Koy 3/1EKTPOHHON Nognucy npu
HanmMumm OCHOBaHWMI nonaraTb, yTo
KOH(UAEHUMANBHOCTb AAHHOTO K/0Ya HapyLUeHa.

3.5. The Parties are obliged:

To ensure confidentiality of ES keys. In particular, it is
not allowed to use the Parties’ ES keys without their
consent;

To notify the other Party about violation of
confidentiality of an ES key (Key Compromise) within
not more than one business day following the receipt
of information concerning such violation;

Not to use ES key, if there are reasons to believe that
confidentiality of a key was breached.

3.6. baHk BnpaBe B OOHOCTOPOHHEM
3abnokmpoBaTb  Knuy  3M1€KTPOHHOM  moanucu
Monb3oBaTens Cuctembl B C/y4ae MOSABNEHUA
000CHOBaHHbIX  MOAO3PEHU B HanM4MM  Ha
MepcoHanbHOM KoOMMblOTepe u/vnn  MobunbHOM
yctporictBe [Monb3oBatenss CUCTEMbl BUPYCOB WK
APYrMx nporpamMm  [AeCTPYKTUBHOIO  [AeWCTBUS.
BnokvpoBka  Knioya  3MEKTPOHHOM  mognucu.
Monb3oBaTensa Cuctembl cHUMaeTcs baHkom no dakTy
nonyyeHus ot KnmeHTa noareepxaeHuns ob yaganeHun
¢ lMepcoHanbHOro KomnbtoTepa u/unu MobunbHoro
ycTpoictBa Monb3oBatenss CUCTEMbl BUPYCOB WU
APYrvx NporpamMm fecTpyKTUBHOIO AeNcTBuS.

nopspke

3.6. The Bank has the right to unilaterally lock a
System User’s ES key in case there is reasonable
suspicion of virus infection or penetration of other
malware in a PC and/or mobile device. ES key locking
is realized by the Bank following receipt by the Client
of confirmation on removal of viruses and other
malware from a PC and/or a System User’s mobile
device.

3.7. B cnyyae BO3HUKHOBEHUS yrposbl
KomnpomeTaumm Kntoyen pernameHTMpyeTcs
cllepytoLas nocnefoBaTeNlbHOCTb feicTBMIN CTOPOH.

Ecnv npownsoluna KomnpomeTtauus kioyeit ntoboro
Monb3oBaTens KnueHTa, nociegHUin 0bs3aH:

B cayyae poctynHoctu  Komnjiekta — K/toyen
(nopgo3peHune Ha HeCaHKUMOHVPOBaHHOE
KONMUpoBaHMEe) HemepasieHHO nocnaTb B baHk 3[4
“bnokuMpoBKa  Kawya”.  Mpu  3tom  Cuctema
ABTOMATUYECKM 3abnokupyeT BO3MOXHOCTb
MCMOMb30BaHMUA  JaHHOro  KomnnekTa  K/toYen
Nonb3oBaTtens CUCTEMbI;

B cnyyae HefocTynHocTu (yTpaTa, XMLWEHUE U T.M.)
KomnnekTa KntoYen coobwmtb AgMUHUCTPATOPY
Cuctembl no TenedoHy (TenedoH M 3NEKTPOHHbLIN
agpec ADMMHUCTpaTOpa CUCTEMbI YKa3aHbl Ha cainTe
www.bankline.ru, a Takxe B 3asBneHuu, UCNOMb3ys
[1s aBTOpM3auMu KopoByk (pasy, NpUBELEHHYO B
CeptudmkaTte knwo4va, o dakte KomnpomeTauuu
KNtoyen;

B cnyyae yTtpatbl Monb3oBaTeneM CUCTEMbI KOJOBOM
¢ pa3bl AgMuHUCTpaTop CUCTEMbI BNpaBe NPON3BECTU
[OMOMHUTENbHbIE  OEeNCTBUS MO aBTOPU3aLMK
Monb3oBaTenss Cuctembl (0BpaTHbLIN 3BOHOK MO

3.7.In case there is a threat of a Key Compromise, the
following response sequence of the Parties is
established.

In case of a compromise of keys of any User of the
Client, the latter is obliged:

If a set of keys is available (suspicion of unauthorized
copying), to immediately send to the Bank a Aey
Locking electronic message, following which the
System will automatically block a possibility for
System Users to use the compromised set of keys;

If a set of keys is not available (as a result of loss, theft,
etc.), to notify the System Administrator via phone (the
System Administrator’s phone number and electronic
address are available on the web-site at
www.bankline.ru, as well as in the Application, by
using a code phrase for authorization specified in the
Key Certificate with a view to report a Key
Compromise;

In case of loss by a System User of a code phrase, the
System Administrator is entitled to undertake
additional actions on a System User’s authorization
(dial back the phone number specified in the
Application, send a request for additional information,
i.e. full name of the Client’s curator on the side of the
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yKa3aHHOMy B 3asiBneHuu TenedoHy, 3anpoc Ha
npegocTaBieHne JOMNOJIHUTENBHON MHGOpMauun: o
damunnmm KypaTopa KnneHTa B
BaHke/ynonHOMOYEHHOro COTPYyAHMKA BaHka,
KOnn4yecTBe Mosib3oBaTenen wu T.0.). B cnayyae
npegocTaBieHnss  HEOHOBEKTUBHOW  MHGOpMaLumn
AQMMHUCTPATOP CTaBUT B W3BECTHOCTb KypaTopa
KnueHta B BaHKe/yNOAHOMOYEHHOrO COTPYZAHUKA
BaHka 1 no cornacoBaHWO C HUM pellaeT BONPOC O
NpPoAo/MKEHNN/6NOKMPOBaHUN paboTbl KnneHTa B
Cuctewme;

B cnyyae komnpomeTauumu (yTpaTbl, pasriallieHus)
SMS-kofa He3amefnUTENbHO NpPOouHbOPMUMpPOoBaTb
BaHk no ntobomy kaHany ces3u;

B cpok He 6onee Tpex pabouux pHen nocne
coobuieHuns no tenedoHy o cdakte Komnpometauum
KMtoYen HanpaBuTb B baHk Ha 6naHke KnueHTa
NMCbMEHHOE 06bSICHEHNE cnyuvBLIerocs,
3aBepeHHOe Hapg/fexalwuMm ob6pas3oM MNoAnuUcAMU
YMOMIHOMOYEHHBIX AUl U nedvaTbio KnueHTa (npu
Hanuuum). B NMCbMe  [OMKHO  cofepxaTbcs
pacrnopsbkeHve  baHKky O  MpUOCTaHOBNEHUU
panbHenwen o6paboTkn [ A0 YCTPaHEHWUs NPUYMH
cnyymBlerocs v (Mnu) 3ameHbl KomnnekTa Kitoyei;

B cnyyae npuHsTUS peweHus o 3ameHe KomnnekTta

KﬂlO‘IeVI, creHepunpoBaHHOro pans I'Iepc0Ham>Horo
KOMMNbKOTEPA, CreHepmpoBaTb HOBbI  KomnnekT
KNoYel  CaMOCTOSITENIbHO U HanpaBnuTb CBOEro

npeactaBuTens B BaHk gns ero peructpauun. B
c/lyyae NpUHATAS pelleHMst O 3aMeHe KomnnekTta
Kntoyen, CreHepupoBaHHOTO NocpeacTBOM
MO6UABHOIO MPUNOXKEHUS,, CreHepUpPOoBaTb HOBBbIV
KoMnneKT K/ito4Yein caMocToATeNbHO B COOTBETCTBUM C
NHCcTpyKumen.

Ecnun nponsowna KomnpomeTtaums knoveii baHka,
nocneaHuii 0ba3ax:

M3Bectutb KnueHTa o (akTe KomnpomeTauumu
KomnnekTta Knroyen baHka,
npoAocMKeHMN\NpuocTaHoBaeHUn paboTbl CUCTEMBI U
cMeHe Komnnekta knwoyeid BaHka nocpegcTBOM
CncteMbl € yKa3aHuMeM f[aTtbl M TOYHOIO BpeMeHU
CMeHbI BbllleyKa3aHHOro KoMnnekTa Kntoven;

|_|pOVI3BeCT!/I BHEMJIAHOBYH CMEHY KomnnekTa KntoYen

BaHka, onybnMKoBaTb HOBbI Koy  npoBepku
3N1eKTPOHHOM nognucu n konuto CepTrdurkaTta Koda
BaHka, cogepalero HoBbIi Koy  npoBepku

3N1eKTPOHHOM Nnognuck baHka, Ha cepBepe CUCTEMBI.

Bank/authorized Bank officer, number of users, etc.).
In case unreliable information is furnished, the System
Administrator is to notify the Client’s curator on the
side of the Bank/authorized Bank officer, and to take a
decision based on the latter’s consent, to
continue/block the Client’s work in the System;

In case of a compromise (loss, disclosure) of SMS-
code, it is necessary to immediately notify the Bank via
any communication channel;

Within not more than three business days following
the phone call on a key compromise, to submit to the
Bank a written account of the incident executed on the
Client’s letterhead duly certified by the signatures of
authorized persons and the Client’s seal attached (if
available). The said written statement is to carry an
instruction to the Bank to suspend further processing
of electronic documents pending elimination of the
reasons underlying the incident and/or to replace the
keys;

In the event a decision is taken to replace the set of
keys generated for a PC, to independently regenerate
a new set of keys and send its representative to the
Bank with a view to register such new set of keys. In
the event a decision is taken to replace the set of keys
generated with use of a mobile application, to
independently regenerate a new set of keys in
accordance with the Instruction.

In case of a compromise of a set of keys of the Bank,
the latter is obliged:

To notify the Client about the compromise of the
Bank’s set of keys, continuation/suspension of
operation of the System and replacement of the set of
keys of the Bank by using the System facilities with
indication of the date and exact time of such
replacement;

To carry out an unscheduled replacement of the
Bank’s set of keys, to publish a new ES verification key
and a copy of the Bank’s Key Certificate with a new ES
verification key of the Bank on the System server.

3.8. Mpu nonyyeHun no TenedoHy coobuieHus o
BO3HWKHOBEHMM yrpo3bl KoMnpoMeTaLmmn Knoden ot
aBTOPM30BaHHOIO Mo KogoBoi dpase KnueHTa BaHk
HEMEeANEHHO MPUOCTAHABAMBAET  MCMNOMb30BaHNE
Cuctembl pgaHHbIM KnnenHtom. C 3TOro MOMEHTaA
onepauun MNpoBOAATCA TONbKO Ha OCHOBaHMU
LOKYMEHTOB, 0chOPMIIEHHBIX B ByMaXKHOM BUAE.

[JanbHenwee wucnonb3oBaHne Cuctembl KnveHTOM

3.8. When notified by the Client authorized with use of
a code phrase via the phone about a threat of a
compromise of keys, the Bank will immediately
suspend such Client’s work in the System. Thereafter
operations may only be performed on the basis of
paper documents.

Further use of the System by the Client is only possible
following elimination of a threat of compromise of the
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BO3MOXHO TO/IbKO MOCAe yCTpaHeHus
KomnpomeTauuum kntoyeit KnueHTa.

yrpo3sbi

Client’s keys.

4, Mopsapok npoBepku 3 n 3 npu pasHornacuax/ Procedure for
verification of ED and ES in the event of dispute

4.1. [Ana pa3peweHus CNopoB OTHOCUTENbHO
NOAANHHOCTY D[] No 3asiBNEHN0 3aUHTEPECOBAHHOMN
CTOpOHBI, Monarawoller, YTo ee MpaBa HapyLleHbl,
CTopoHamu B JBYXHefesnbHbIi CPOK C AaTbl Mogayn
3asBneHnsa cosgaetcsa CornacMTenbHasi KOMUCCUS, B
NPUCYTCTBUN KOTOPOI MPOM3BOAATCS BCE onepauunn
no noaroToBke M NpoOBeAeHU  npoueaypbl
pa3speweHns crnopa. B coctaB CornacutenbHom
KOMUCCUN BKNKYaKTCA nNpeactaBuUTenmn baHka B
Kon4yecTBe OBYX YEJSIOBEK U npeactaBuTenmn KnneHTa
B KOMMYeCcTBE [OBYX YeNoBeK, a B Cayyae
HeobxogumocTn (Mo cornaweHuto  CTOpPOH) -
He3aBucKMble 3KCnepThl. MpeacTtasutensmm baHka u
KnueHTa MoryT ObiTb Ha3HayeHbl Kak COTPYAHMKU
3TUX OpraHM3aLunii, TaK U MHble KOMMETEHTHblE NnLa,
NOSIHOMOYUS KOTOPbIX noaTBepxgaroTcs
COOTBETCTBYHOWNMN 0OBEPEHHOCTAMN.

4.1. With a view to settle disputes regarding ED
authenticity following an application of the Party
concerned, which claims a breach of its rights, the
Parties shall, within two weeks following such
application, set up a Conciliation Commission, in the
presence of which arrangements will be made to
prepare and conduct the procedure of dispute
settlement. The Conciliation Commission is to
comprise two representatives of the Bank and two
representatives of the Client, and if necessary (subject
to the Parties’ consent) independent experts may be
invited to sit on the Commission. Representatives of
the Bank and the Client may be appointed from the
number of the personnel of such entities, as well as
other competent persons whose authority is to be
certified by relevant powers of attorney.

4.2. CnopHbiM 3J[ sasnsetca 3[, B OTHOWEHUU
KoToporo ogHa CTopoHa NpeabaBaseT NpeTeH3um no
€ro nog/AMHHoCcTK apyroin CTopoHe.

4.2. An ED is deemed to be disputable with regard to
which one Party challenges its authenticity to the
other Party.

4.3. Tlpouepgypa MpoOBepKM NOAAMHHOCTM  3O[
NpoBOANTCS Ha O06OPYAOBaHUM W B MOMELLEHUU
baHka.

4.3. The procedure of verification of authenticity of an
electronic document is to be conducted with use of
the Bank’s equipment and premises.

44, B npucyTcTBUM uYneHoB  CornacuTesibHoW
KoMuccun  BaHk  o6sd3aH  Ha cBo6ogHOM  OT
NporpaMMHoOro obecneyeHus KoMMbloTepe

YCTaHOBUTb onepauuoHHyto cuctemy Windows7 u
Bbllle U MPEROCTABAEHHYIO (PUPMOI-pa3paboTINKOM
3A0 “UHUCT” nporpammy npoBepku 31, ykasaHHYIO B
n.1.10 HacTosiwen MHCTpyKunm

4.4. In the presence of the members of the Conciliation
Commission, the Bank is obliged to install an
operating system Windows 7and higher on a software-
free computer, as well as ES verification program
provided by its manufacturer CJS /N/ST specified in
paragraph 1.10 of this Instruction.

4.4.1. CTOopoOHa, oOTCTamBawwWwas MNOAJUHHOCTb
cnopHoro 3/[1, obsa3aHa NpefoCcTaBUTb CMOPHbIN 3/,
[EeNCTBOBaBLUME B MOMEHT CO3faHusi cnopHoro 3[

CeptudmkaTbl  Kntodyen CTOpOHbI, Nognucasluen
cnopHbin 3], BaHk 0653aH NpegocTaBUTb CaMu
Kntoun NpoBepKU 3M1eKTPOHHOM nognucu,

3anuncaHHble Ha CbeMHOM HocuTese B Buge alinios B
dbopmaTe, npumeHsemom Cuctemon (B cnyvae ecnu
KnueHT He npegocTaBnsieT CnopHbin  3f, OH
npegocTtasnsieTcs baHkom).

4.4.1. The Party which upholds the authenticity of a
disputed ED is obliged to provide the arguable
document, the key certificates of the Party, which
signed the disputed document, effective as at the date
of generation thereof, and the Bank is obliged to
submit the ES verification keys properly recorded on a
removable media on files in the format accepted by
the System (in case the Client fails to submit an
arguable electronic document, the Bank is obliged to
furnish such document).
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4.4.2. CrtopoHbl 06s3aHbl MpeaoCTaBUTb  BCe
umerwmecss B UX pacnopsbkeHun CepTudukathbl
Ktoyen, nHdopmMaLmio 0 NPOBedEHHbIX NAAHOBbIX U
BHEMaHOBbIX cMeHax Komnnekta kntoyen CTOPOH U
JOKYMEHTbl,  ypocToBepsiowme  ¢akTbl  CMEHb
Komnnekta knatoyen. CTOpPOHbI Takke 06s13aHbI
npegoctaBuTb ciyxebHole 3 CucTeMbl, B KOTOPbIX
yKa3aHbl aKTbl nosiydyeHus 3/ 13 KaHanoB CBA3M U
pe3ynbTaTbl UX 06paboTKM (MpoBepKN).

4.4.2. Both Parties are obliged to submit all available
key certificates, information regarding scheduled and
unscheduled replacements of sets of keys and the
documents which certify the fact of replacement of
sets of keys. The Parties are also obliged to provide
internal electronic documents of the System, which
contain reference to receipt of ED via communication
channels and results of their processing (verification).

4,5. YneHbl CornacuTenbHOM KOMMCCUM  [O/MKHbI
BbIMO/IHUTDL C/efytoLime OelCTBUS:

4,5. The Conciliation Commission members are
obliged to carry out the following steps:

4.5.1. [pon3BecTy C NOMOLLbIO NPOrpaMMbl MPOBEPKU
3N, ykazaHHoM B N.1.10 HacToswen NHCTpyKumu, v
kaxgoro Kntova npoBepku 3MeKTPOHHON Moanucy,
MCNONb30BAaHHOIrO MNpW MNoAMMCaHUM cnopHoro 3[,
onepauuio nposepku 3MT;

4.5.1. To perform verification of ES with use of the ES
verification software specified in paragraph 1.10 of
this Instruction and each ES verification key utilized in
the course of signing of the disputed ED;

4.5.2. CospaTtb MpoTokon YyCTaHOBNEHUS
NOAAMHHOCTM  3[] - AOKYMEHT Ha 6yMaXHOM
HocuTene, co3paBaemblli CuCTeMON B KayvecTse

pesynbtata nposepku 3M crnopHoro 3[ (panee -
MpoTokon). MpoTokon JOJDKeH cofepxaTb
pacrneyaTaHHble Ha bymaxHOM HocuTene Knouu
NMPOBEPKW 3MIEKTPOHHOM MOAMUCU, UCMONb30BaHHbIE
NS yCTaHOBAEHMSA nognuHHocTy M, 1 3aknyeHne
06 utorax nposepku 3M cnopHoro 3. MpoTokon
[O/MKeH 6blTb MOAMMCaH COHBCTBEHHOPYYHO BCEMMU
4yneHamu CornacuTenibHON KOMUCCUY,

4.5.2. To generate a Protocol of ED verification on
paper media created by the System as a result of
verification of ES of the arguable document
(hereinafter referred to as the Protocol). The Protocol
is to carry electronic signature verification keys
printed out on paper media employed for ES
authentication, as well as to submit findings on
verification of the disputed ED. The Protocol is to be
signed in hand by all members of the Conciliation
Commission;

45.3. CpaBHUTb KnwounM npoBepKU 3/IEKTPOHHOM
nognucu, cogepxatmnecs B Ceptudukatax Knyew, c
COOTBETCTBYIOLNMN Kntovamu NpOBEPKMU
3M1eKTPOHHOW  nognucu, 3adMKCMPOBaHHLIMA B
MpoTokone  ycTaHOBNEHUS nognuHHoctn 3l
cnopHoro 3/, 1 yCTaHOBUTb, TOXAECTBEHHbI I OHMU,
BHeCTU 06 3ToM 3anuchb B MPOTOKON (AaHHas 3anuch
3aBepsieTcs nognucsMu  YneHoB CornacuTesibHOM
KoMuccum);

4.5.3. To compare the ES verification keys contained in
the Key Certificates with relevant ES verification keys
specified in the Protocol on authentication of ES of the
arguable ED, as well as determine their identity, make
a relevant record in the Protocol (such record is to be
certified by the signatures of the members of the
Conciliation Commission);

4.5.4. YctaHOBUTb, ABASAAUCH K Knoym npoBepku
3M1eKTPOHHOW MNOoANUCKH AEeNCTBYIOWMMM Ha MOMEHT
BblpaboTky 3 cnopHoro 3/, U BHeCTU 3anucb 06
3ToMm B [lpoToKon (paHHas 3anucb 3aBepsieTcs
nognucaMm yneHoe CornacuTeslbHON Kommuccuu).
Kntoy npoBepKM 3/1EKTPOHHON MOAMUCU NPU3HAETCS
[ENCTBYIOLLMM Ha MOMEHT co3gaHus 3 cnopHoro 3/,
B C/lyyae, ecnu paTta co3gaHua crnopHoro 3[
NpUXoAMUTCS Ha nepuop aencteus Knwouva npoBepku
3M1eKTPOHHOW nognucu. B npoTuBHOM ciiydae Kntou
NMPOBEPKWU  3MIEKTPOHHOM  MOAMUCU  MPU3HAETCS

4.5.4. To determine whether the electronic signature
verification keys were effective as at the time of
generation of the disputed electronic document, and
make a relevant record in the Protocol (such record is
to be certified by the signatures of the members of the
Conciliation Commission). An ES verification key is
deemed effective as at the date of generation of ES of
the disputed electronic document, provided that the
date of creation of the disputed document falls within
the period of the effect of the ES verification key,
failing which the ES verification key is to be deemed
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HEepEeNCTBYHOLWMM Ha MOMEHT co3gaHus 3.

invalid as at the time of ES generation.

4.6. CornacuTenbHass Komuccua npusHaetr 3]
NOAJINHHBIM, eCIn  OfHOBPEMEHHO  BbIMOJIHEHDI
yc/osus:

Kntoun npoBepkM  3NEKTPOHHON  mognucn B
CepTtudumkaTtax kntoyelt u B [poTokone coBnagatoT,
Bce pesynbtathl nposepkn 3l B [lpoToKone
NOIOXKUTESbHbI,

CornacutenbHas Kkomuccusi npusHana Bce Kntouu
NPOBEPKW 3MIEKTPOHHON MOAMUCHK, Cofepxalimecs B
MpoToKoNe, OeACTBYOWMMM Ha MOMEHT BbIpaboTKK
an.

B npoTvBHOM cnyyae CornacutenbHas KOMUCCUS
npu3sHaeTt 3[ HepelCTBUTENbHbIM.

4.6. The Conciliation Commission will recognize ED as
authentic, provided all of the following conditions are
met simultaneously:

ES verification keys specified in the Key Certificates
and the Protocol are identical,

All findings on ES verification recorded in the Protocol
are positive,

The Conciliation Commission recognized all ES
verification keys listed in the Protocol as valid as at the
time of ES generation.

Elsewise the Conciliation Commission is to hold the
electronic document invalid.
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