MprnnoxeHne N2 4

K O6LMM YC/TOBUAM UCMONb30BaHNS
3/1EKTPOHHBIX IOKYyMeHTOB/ Annex
No. 4

to General Terms and Conditions of
Use of Electronic Documents

MHCTPYKL A
O NOPAAKE B3AUMOAENCTBUSA CTOPOH MO OCYLLECTB/IEHUIO OBMEHA
3NEKTPOHHbIMU AOKYMEHTAMW'/ INSTRUCTION
ON INTERACTION OF THE PARTIES IN COURSE OF EXCHANGE OF ELECTRONIC
DOCUMENTS!

1. O6meH dneKkTpoHHbIMU pokymeHTamu/ Exchange of electronic

documents

1.1. Ons paboThbl B Cucrteme 1.1. For the purpose of working in the
Monk3oBaTtens Cuctembl ucnonb3yeT | System, a System User uses the hardware and
NporpaMMHoO-TEXHUYECKME cpeacTea, | software which meet the requirements specified in

yaoBneTeopstowme TpeboBaHnsaM, NpUBEAEHHbIM
B Cnucke TEXHUYECKMX U MPOrpaMMHbIX CpPeacTs,
HeobxoaumbIx ansa paboTtbl nogcuctembl “KnneHt”
(oanee — Cnucok).

the List of Hardware and Software necessary for
operation of the Client subsystem (hereinafter
referred to as the List).

1.2. B npouecce pabotbl lNonb3oBaTternb
Cuctembl BbinonHaetr B Cucteme crniegywowime
nencrTeus:

o Peructpaums B Cucteme - dopmumpoBaHue

34

nognucaHHoro 3MN KnueHTta (panee - 3MNK).

cneunanbHoOro “perncrpaumsa’,
PaboTa B CcTeMe BO3MOXHa TO/IbKO Mocie

ycnewHon  npoBepkun  3MK  cepBepom

Cucrembl.
o PaboTta c¢ 3[, ucxopawmMmum oT KnueHTa,
npepnonaraet hopMmMpoBaHue HOBbIX 3/ Ha
B Cuncteme wu

Onsa

kKaxgoro Tuna 3 B Cucteme wumeeTcs

ocHoBe 3[1, wuMerowmxcs

NpesycMOTPEHHbIX B 3asiBNEHUMN.
COOTBETCTBYIOWAsA 3KpaHHas dopma. [ns

JOKyMeHTOB  “llnaTexHoe  nopyyeHue”
BO3MOXeH wumnopT B Cuctemy ¢aiinos

onpegeneHHoro BaHkoM

CTPYKTYpbl
nMeeTcs Ha cepsepe baHka.

dopmara.

OnucaHue daina wumnopTa

1.2. In the course of operation, a System
User is obliged to perform the following actions
within the System:

o Registration in the System, which means
generation of a special Electronic Document
“Registration” signed by the Client’s
electronic signature (hereinafter referred to as
CES). It is only possible to work in the System
following successful authorization of CES by
the System server.

o Working with ED originated by the Client
implies generation of new EDs on the basis of
EDs stored in the System and specified in the
Application. With regard to each type of ED a
relevant display form exists in the System.
With regard to Payment Orderdocuments it is
possible to import in the System files of the
format determined by the Bank. A description
of the structure of file import is available on

the server of the Bank.

" HacTosiwas MIHCTpyKUuMsa onpenensieT nopsaaok B3ammoneinctens CTOPOH Npu UCNoib3oBaHuM KnmeHTomM noacnctemMsl

«NKB».
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o [pocTaBneHune ansa kaxgoro 3/ ogHon unu
Heckonbkmx 3IMK. Konunyectso 3IMK pgnsa
Kaxgoro Tuna 3/ onpegeneHo B 3asBAEHUN.
Mocne 24
HeobxoaumbiMu  IMNK B COOTBETCTBUMU C

noanucaHua BCeEMU

3asBNeHNEM MNpPOUCXOANT aBTOMaTU4yecKas
nepecoblnika 3 B baHK gns ncnonHeHus.

o [lMpocmoTp, ne4yaTb, coxpaHeHue B daiin
noctynuswmnx u3 banka 3.

o Bbixog n3s Cucremsl.

o Provision of one or several CESs for each ED.
The number of CESs for each type of ED is
specified in the Application. Following the
signing of ED by all necessary CESs in
compliance with the Application, ED is
automatically
execution.

remitted to the Bank for

o Viewing, printing, storing and filing of EDs
which arrive from the Bank.

o Logging out of the System.

1.3. MNpouenypa obpaboTkn 3 cepepom
CuncTeMbl MPONCXOAMUT CreayroLMM obpasom:

o Mo  oKkoHYyaHMM  HOPMMPOBAHUA

34
Monb3osaTtenn Cuctembl npoctasnstoT MK B
KONn4yecTBe, onpefeieHHoM B 3asaBAeHUN U

oTnpasnstoT /1 B baHk.

o Cepsep baHka nony4vaetr 3[ wn nposepseT
KOPPEKTHOCTb BCex nMmetowmnxcs B Hem JlMK.

o OcHoBaHvem pgns npuHatus baHkom 3I[,

nepegaHHoro KnueHToM no  CucTeme,

ABNAeTCA Hanun4vune B Konn4yecTse,

YCTaHOB/IEHHOM B COOTBETCTBUMU C
3aaBneHuem, n KoppekTHocTb Bcex MK B 3.
Mpn NnonoXunTenbHOM pesysibTaTe NPOBEPKU
cepBep baHka npocTaBnseT B [OKYMeHTe
OTMeTKYy 0 BpeMmeHu npuema 3[4 n 3 baHka
(nanee - 23NB),
nonyyeHun baHkom 3/, 1 coxpaHseT faHHbIN
20 B
pe3synbTaTe nposepkn IMNK 3MNb B 31 He

CBUAETENLCTBYIOWYO O

Cucteme. [lpu oTpuuaTesibHOM

npocTaBnseTcs, KnueHT nonyyaet

coobuieHne 06  owwubke

Cuctembl. Knouum nNpoBepKM 31eKTPOHHOW

cpeacTBaMu

nognucu baHka M KOMUU COOTBETCTBYIOLLMX
CepTuduKaToB K/IOYEN pasMelarTcs Ha
cepBepe cuctembl https://www.bankline.ru.
CepTudukat Kntoya npoBepKM 31eKTPOHHOMN

nognucy baHka noAnuCbIBaeTCcs TOJMbKO
YNOMIHOMOYEHHbIM npeacTaBuTeneM baHka.
Cpok pelictBus KomnnekTa knwouvel baHka

cocTtaBnsget 5 net.

1.3. The following procedure for ED
processing by the System server is now in place:
o Following generation of ED by the System
User, CESs are fixed in the number specified in
the Application, and ED is then sent to the
Bank. The server of the Bank receives ED and
verifies all CESs contained in ED. Availability of
all CESs in the number determined by the
Application and authenticity of all CESs in ED
constitute the ground for the Bank to accept
ED communicated by the Client via the
System. In the event of a successful
verification, the server of the Bank puts a mark
in the document regarding the time of
acceptance of ED and ES of the Bank
(hereinafter referred to as BES), which
confirms the Bank’s acceptance of ED. and
stores such ED in the System. In the event of a
negative result of verification of CES no BES is
fixed in ED, and the Client is given an
authorization error message via the System.
Keys of verification of the Bank’s electronic
signature and copies of relevant
Certificates are stored on the System Server at
https://www.bankline.ru. The key of

authorization of the electronic signature of

Key

the Bank is only signed by an authorized
representative of the Bank. The set of keys of
the Bank is valid for five years.

1.4. Tlpouepypbl, onucaHHele B n.1.3
HacTosawen WHCTpykumu, npeactaBnsitoT cobow
eduVHbIi 1M HeJenMMmbIn  Ha 4YacTu npouecc
nonydenmss baHkom 3, He wMoryT ObITb

1.4. The procedures described in
paragraph 1.3 of this Instruction constitute a single
and indivisible process of acceptance of EDs by
the Bank and may not be performed in another
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BbINOMHEHbI B APYroi nocrnefoBaTenibHOCTU U
paccmaTtpvBaTbCs He3aBMCUMO ApYr OT Apyra.

sequence and may not be viewed separately from
each other.

1.5. [loKyMeHT cuuTaeTca nepegaHHbIM
KnneHtom B BaHk, ecnnm OH coxpaHeH B apxuBe
ucxogsawmx pokymeHtoB KnueHta Ha cepBepe
BaHka. KnueHT MoxeT coxpaHuTb nobon
UCXOASLMN OOKYMEHT B dpann Ana BedeHus
cobcTBeHHoro apxusa. ®avin OormkeH coaepXaTtb
OlK, oTmMeTKy O BpeMeHu npvema [OKyMeHTa
baHkom n Olb. ®annbl ¢ cepeepa baHka n u3
apxuBa KnueHTa MoryT 3aTeM UCMNosfb3oBaTbCA
npuv Npoueaype paspeLlleHnsi pasHornacum mexay
CTopoHamu.

1.5. A document is deemed to be delivered
by the Client to the Bank, if saved in the archive of
the Client’s documents on the Bank’s server. The
Client is entitled to save any outgoing document in
a file with a view to keep its own archive. The file is
to carry CES, a mark about the time of acceptance
of the document by the Bank and BES. Files stored
on the Bank’s server and in the Client’s archive
may be subsequently used in the course of dispute
settlement between the Parties.

1.6. MNMepepaHHbI KnueHtom B baHk 3 B
KaXXgbli MOMEHT BpeMeHUW MMeeT Ha cepBsepe
BbaHka onpegeneHHbln cTatyc C OTMETKOM
BpemeHu ero nonyyeHus. Ctatyc 3L nameHsetcs
BaHkom. KnueHT nmeet BO3MOXHOCTb MOCTOSIHHO
nonyy4atb Ha cepBepe baHka WHdopmauuo 06
n3MeHeHun ctatyca (B TOM YMCMEe O BPEMEHU €ro
n3meHeHns) nepepaHHoro B bank 3[. Cepsep
BaHka npuceavBaeT nonyyeHHbIM oT Knuenta 3
cnepywoLne crtaTychbl:

PybneBble nnaTexHble NOPyYEHUsI:

o nony4eH 6aHKoMm

O [JOKYMEHT OTNpaBrieH Ha UCTONHEHNE

o PaccuutaHa komuccua 3a PKO xx.xx.

o MMpuHato wnm  «obpaboTtaHo ¢
owmnbKom» C yKasaHWeM MpUYMHbI, NO
KOTOPOW JOKYMEHT OTBEPrHYT;

o OTnpaBneH Ha BanoTHbIA KOHTPOSb
o BknoueH B peric gna PKL,
o WcnonHeH
OcTanbHble TUMbl JOKYMEHTOB:
o nony4eH 6aHKoMm
O [JOKYMEHT OTnpaBrieH Ha UCMNOMNHeHne

o anHHT K MCNOJTHEeHnto mnnn

“0bpaboTaHo ¢ oWMbKOW” C yKkasaHnem

MPUYMHBI, MO  KOTOPOW  [OKYMEHT
OTBEPIHYT;

o PeecTp Kk pocnvcu

o Peectp pacnucaH wnu  4acTU4YHO
pacnMcaH B Ccfnydae  4acTUYHOWN

pocnucu
o CoobLeHune oTnpasneHo B ounuan

o [oKymeHT  nonydeH
BarltoTHOrO KOHTPONS.

COTPYAHMKOM

1.6. ED handed over by the Client to the
Bank at each point of time has a relevant status on
the Bank’s server with a note of time of its receipt.
ED status may be modified by the Bank. The Client
enjoys an opportunity to receive on a continuous
basis information from the Bank's server
concerning status modification (including the time
of its modification) of the electronic document
handed over to the Bank. The server of the Bank
assigns the following statuses to electronic
documents received from the Client:

Payment order in rubles:
o Accepted by the bank
o Document sent for execution

o Cash and settlement service fee
charged in the amount of xx.xx.

o Accepted or processed with error, with
indication of the reason underlying
rejection of the document;

o Sent to foreign exchange control

o Put on the dispatch list for delivery to
cash settlement center

o Settled

Other types of documents:

o Received by the Bank

o Document sent for execution

o Accepted for execution or processed
with error, with indication of the reason
underlying rejection of the document;

o Register breakdown

o Register broken down or partially
broken down in the event of partial
breakdown

o Message sent to subsidiary
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CTOpOHbI MpU3HAIOT, YTO Haanexawum
yBegomneHveM baHkom KnveHTa o npueme K
ucnonHennto 3 KnueHnta Oypetr aBnsATbCA
npuceoeHne baHkom 31 KnmeHTa craTyca
“0OKYMEHT OTnpaBfieH Ha WCMNOSIHEeHME”, a npu
pabote B [enosutapHom wmogyne Cuctembl -
nonyyeHve KnueHtom gokymeHTta Tuna «Ctartyc
0b6paboTkn pacnopsikeHus/3anpoca», B KOTOPOM
yKasaHo, yTO crartyc obpaboTkun
cootBetcTBytowero Of1 KnueHta «[lpuHaTto «
WCMOMHEHNION.

BaHk  mHdopmupyeT  KnueHta 06
ucnonHeHnn kaxgoro 3 KnumeHta nyTtem
HanpaBneHns KnueHty COOTBETCTBYHOLLENO
yBegomIeHus nocpeactsom Cuctemsi.

MpumevaHne: T[lepevyeHb W onucaHue
ctaTycoB O[1, npucsamBaemMbix cepepom baHka B
[enosntapHom moayne Cuctembl, NpuBeneHbl B
pykoBOACTBEe  nofb3oBatens  [enosutapHoro
moaynsa Cuctemel.

o Document accepted by
exchange control officer.

foreign-

The Parties acknowledge that assigning of
the Client's Document Sent for Execution status
will constitute the Bank’s appropriate notification of
the Client about acceptance of the Client's
document for execution, and with regard to working
in the Depository Module of the System — receipt
by the Client of the document with the Status of
Processing of an Order/Request type which
specifies that the status of processing of a relevant
ED of the Client is Accepted for Execution.

The Bank notifies the Client about
execution of every ED of the Client by forwarding
to the Client a relevant notification via the System.

Note: The list and description of statuses
of EDs assigned by the Bank’s server in the
Depository Module of the System are given in the
User Manual in the Depository Module of the
System.

1.7. Npwn dopmuposanum 3 ana Knnenta
baHk npoctaBnsetr B Hem Jlb. 3 cumTaertca
nepeaaHHbiM baHkom KnneHTy, ecnu oH nognuncaH
OlMNb wn BbINOXeH Ha cepBep baHka, To ecTb
mmeetca B cnucke Bxogdawmx 3 KnueHta Ha
cepBepe baHka. KnneHT MoXeT coxpaHuTb nobon
BXOOAWMA OOKYMEHT B (pavin ana BedeHus
cobcTBeHHoro apxua. ®dannbl apxuBa MOryT

1.7. When generating ED for the Client, the
Bank will fix its electronic signature in such
document. ED is deemed transmitted to the Client
by the Bank, if signed by BES and placed on the
Bank’s server, i.e. such ED is on the list of the
Client’s incoming electronic documents on the
Bank’s server. The Client may save any incoming
document in a file for maintaining its own archive.

3aTeM ucnonb3oBaTbCad  npu  paspelwweHun | Archive files may consequently be used in the
pasHornacum. course of dispute settlement.

1.8. BaHKk duKCUpyeT  3NEKTPOHHbIE 1.8. The Bank will record the electronic
apxmBbl  nonyyeHHolx  oT  KnueHta  3[, | archives of electronic documents obtained from the

cogepxawmx OMNK u 3Mb, u pocTtaBneHHbIX
Knventy 3, cogepxawmx 3Mb, n xpaHUT ux
cnocobom, obecneumBatowmm KnueHTy goctyn K
AaHHbIM O[] Ha cepBepe baHka.

Client, which carry CESs and BESs and EDs
delivered to the Client which carry CESs and kept
in a mode which provides the Client with access to
EDs with BES on the Bank’s server.

1.9. KnveHT ¢ nomouwplo nporpaMmmsl
NpoBEPKM arn CryptoManager.exe,
YyCTaHOBMEHHOW Ha [lepcoHanbHOM KOMMbIOTEpE,
UMeeT BO3MOXHOCTb B f0OOON MOMEHT BPEMEHMU
nposeputb AMNBb 1 3K nwboro darna apxuea.
BblweykasaHHasa nporpamma nposepku 3l
Nno3BomnsieT BbIMOMHATbL MpoBepKy Tunos 3l
(paspen 3 HacTosLen WHucTtpykumm),
paspeLLeHHbIX A58 UCnonb3oBaHus B Cucteme.

1.9. Based on the use  of
CryptoManager.exe verification program installed
in PC, the Client may at any point of time verify
BES and CES fixed in any archive file. The above
ES verification software provides for verifying ES
types (section 3 of this Instruction), allowed for use
in the System.

1.10. MNporpammy nposepku 3l
CryptoManager.exe MOXHO Nony4nTb y PUpMbI-

1.10. CryptoManager.exe ES verification
software may be obtained from the manufacturer of
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pa3pabotunka Cuctembl — 3A0 “UHNCT”
(JTnueHnausa ®CBb Poccun Ne 12818H ot
16.04.2013), 3aperncTpMpoBaHHOW Mo agpecy
115035, r. MockBa, KocmogamunaHckas Hab.,
0.40-42, ctp.3.

the System CJSC INIST (License issued by the

Federal Security Service (FSB) of Russia
No0.12818N on April 16, 2013) registered at
115035, Moscow, 40-42 bidg 3

Kosmadamianskaya embankment.

2.

Mopsapok nonyyeHusl, 3ameHbl U XpaHeHus knruen/ Procedure for

receiving, replacing and storaging of keys

2.1. Ona KomnnekTtoB KMo4ven,
creHepupoBaHHbIX Ans paboTbl Ha NepcoHanbHOM
KomnbtoTepe  KnueHTamu, OTHOCSWMMMUCS K
KopnopaTMBHOMY CETMEHTY:

2.1. With regard to sets of keys generated
for operation of PCs by business segment Clients:

21.1. KnneHT MOXeT reHepupoBaTb
KomnnekTtbl kntoden cBoux [lonb3oBatenemn
Cuctembl cornacHo 3asiBNEHUIO C  MOMOLLbIO
NporpaMMHbIX cpeacTs, npeaocTaBneHHbIX
BaHkom, Ha USB-TokeHax C WCMOfb30BaHUEM

CBOUX TEXHNYECKUX CpencTs.

2.1.1. The Client may generate sets of
keys for its System Users on the basis of an
Application with use of the software provided by
the Bank, on USB tokens on the basis of its own
technical facilities.

21.2. MepBbIn Knioy npoBepKn
3ANEKTPOHHOM noanucu Kaxgoro [lonb3oBaTtens
Cuctembl peructpupyetcsa baHkom Ha OCHOBaHUK
nognucaHHoro CtopoHamu CepTudbukara knoua,
0hOPMIIEHHOTO Ha BymaXHOM HocuTene.

2.1.2. The first Electronic Signature
verification key of each System User shall be
registered by the Bank on the basis of the Key
Certificate signed by the Parties and executed in
hard copy.

2.1.3. Brtopon u nocnegywowmi Knoun
NPOBEPKN ANEKTPOHHOW NOAMNUCU perucTpupyeTcs
BaHkoM Ha ocHoBaHuM noanucaHHoro CTopoHamu
Ceptucpukata  knwova,  OPOPMMAEHHOrO  Ha
OymaxXHOM HocuTene, WNM Ha  OCHOBaHWUU
3NEKTPOHHOro 3anpoca Ha Bbligady CepTudmkata
Kntoya, nNognucaHHoOro AencTByowen Ha MOMEHT

noanucaHus 3NEKTPOHHOWN NoANUCHIO
MNonb3oBaTtens Cucremsl, ABnsoLLerocs
€ANHONUYHBIM WCMNOMNHUTENBHBIM OopraHom
KnneHta wn  HanpaeneHHoro B baHk ¢

ucrnonb3oBaHmem Cuctembl. [lpu atom, baHk
BrnpaBe 3anpawuBatb, a KnneHT o06s3aH no
3anpocy baHka npegoctaBnsaTb B baHK JOKYMEHTbI
(B BUAE NOASIMHHWUKOB UIMK Hagnexawmm oopasom
3aBEpPEHHbIX Konum), nogTBepxgarLme
nonHomounsa [lonb3oBaTens, B TOM 4uUcne
ABMNSAOWMMUCA €OUHOMUYHBIM UCMONMHUTENbHBIM
opraHom.

2.1.3. The second and subsequent
Electronic Signature verification keys shall be
registered by the Bank on the basis of the Key
Certificate signed by the Parties executed in hard
copy, or on the basis of a request for release of the
Key Certificate to be signed by the System User’s
electronic signature effective at the date of signing,
which System User acts as a sole executive body
of the Client, and thereafter to be sent to the Bank
via the System. In such case the Bank shall be
entitled to request, and the Client shall be obliged
pursuant to such request to submit documents to
the Bank (in the form of the originals or duly
certified copies thereof), which confirm the powers
of the User, including those of the sole executive
body.

2.1.4. Cpok gencteua Komnnekra knroyen
ykasbiBaetcss B Ceptudukare knwova. Cpok
genctBust Komnnekrta  KnwYen He  MOXeT
npeBbilaTb  CPOK  OeWCTBUS NOSTHOMOYMI
Monb3oBatensa CucTeMbl B COOTBETCTBUN C
OOKyMeHTamu, noaTBepXXaarLwmmMm ero

2.1.4. The period of validity of the set of
keys is specified in the Key Certificate. The said
period may not exceed the term of authority of a
System User pursuant to the documents which
confirm his/her authority. In cases where based on
the documents provided by the Client it is deemed
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nonHomounsi. B cnyyae ecnm  wucxoga w3
npeacTaBneHHbiX KnMeHToM  OOKYMEHTOB He
NPeAcTaBnsieTcsi BO3MOXHbIM YCTAHOBUTb CPOK
nencTeust nonHomoumn MNonb3oBatens Cuctemsl,
Ccpok penctBua Komnnekrta knwyen He MoxeT

npeebllwate  Tpex net. [Jo  ucTeveHus
YCTaHOBMEHHOrO Cpoka Knuent 0653aH
MHULMUpoBaTb npoueaypy cmeHbl KomnnekTos

kntoyen. MNo 3aseneHuto KnveHta, HanpasneHHoOMY
B baHk B npousBonbHom dopme cpeacTBammu
Cuctembl OO OKOHYaHWs CpoKa  [OEencTBUS
Komnnekra Kknwo4en, ero OencTBMe MOXeT ObiTb
NpoAaneHo Ha cpok He Gonee 3 wmecaueB. [Mo
nHmumnatmee KnueHta Komnnekt knwo4ven moxeT
ObiTb 3aMeHeH B NOOOM MOMEHT ero AecTBUS.
Kaxabin HOBbIN Ceptudukar Ko4a,
NoANNCaHHbIN CtopoHamu, aBTOMaTUYECKUN
oTMmeHsieT gencteue Ceptudumkara knova gaHHOro
Monb3oBaTtens Cuctemsbl, BbINYLLEHHOTO paHee.

impossible to determine the term of effect of the
System User’s authority, the period of validity of ¢
set of keys may not exceed three years. Prior to
expiration of the established period, the Client is
obliged to initiate the procedure of replacement of
sets of keys. Based on the Client’'s application
submitted to the Bank in a free format via the
System facilities prior to expiration of the term of
validity of a set of keys its effect may be extended
for a term not exceeding three months. At the
initiative of the Client, a set of keys may be
replaced at any point of time of its effect. Each new
key certificate signed by the Parties will
automatically supersede the effect of the
previously issued key certificate of a particular
System User.

2.1.5. OdopmrieHHble co CTOpoHblI baHka
Ceptndukatbl knioden KnueHta spydatotcs YIK
nMbo HanpasBngawTca  KnueHTy nocpeacTtBom
MoYTOBOW CBA3M No agpecy KnveHTta, ykasaHHOMY
B [orosBope. CepTudukaTtbl KoYen [OOIDKHbI
XpaHuTbcs y kaxgon m3 CTOpPOH He MeHee NATK
neT nocne OKOHYaHUsA UX Cpoka AenNCTBUS.

2.1.5. The Clients key certificates
generated by the Bank are to be handed to ARC,
or mailed to the Client's address specified in the
Agreement. Key certificates are to be kept by each
of the Parties for not less than five years following
expiration of the term of their validity.

2.1.6. lMpn nocTynneHnn 3nekTPOHHOro

3anpoca Ha Bblgady CepTudmkara knoua,
MOANUCAHHOTO  OEWCTBYHOWENW  HA  MOMEHT
noanucaHus 3NEKTPOHHOWN NoANUCHIO
Monb3oBatena Cuctembl, baHk HanpaBngaer
KnneHTty c NCcnonb3oBaHNEM Cuctemsl

Ceptundumkat knoya, nognmncaHHbIA 3NEKTPOHHON
noanucblo  YNONTHOMOYEHHOro  npeacraBuTens
BaHka. MNpu atom KnueHT BnpasBe obpatuTbecsa B
BbaHk ¢ uenbto nonyyeHus konum CepTtudukarte
Knoya Ha OymaxHOM HocuTene, 3aBepeHHOW
BaHkOM Kak yaoCTOBEPSOLLMM LIEHTPOM.

2.1.6. Upon arrival of an electronic request
for issuance of a Key Certificate signed by the
System User’s Electronic Signature effective at the
date of signing, the Bank shall send via the System
the Key Certificate signed by the electronic
signature of an authorized representative of the
Bank. In such case the Client is entitled to apply to
the Bank for a hard copy of the Key Certificate
certified by the Bank as a certification center.

2.17. B cnyyae uvHpOpMUpOBaAHUSA
BaHkom KnueHnta B Cucteme o HeobxoamMmocTu
OCyLeCTBUTb 3aMeHy USB-TokeHa
cooTBeTcTBylowero  Tuna, KnueHt  06sa3aH

ocyuwiectButb 3ameHy USB-TokeHa. C mMomeHTa
nHdopmmnposaHmsa baHkom KnmeHnta B Cucteme o
HeobGxogMMOCTU  ocywecTButb 3ameHy USB-
TOKeHa, reHepaumss KomnnektoB krouyen c
nomouwbio USB-TokeHa, nognexatiero 3aameHe, He
OCYLLLEeCTBNSAETCS.

2.1.7. In case the Bank notifies the Client
via the System about the need to replace a USB
token of a relevant type, the Client is obliged to
replace the USB token. As from the date of such
notification, no key sets may be generated with the
help of the USB token subject to replacement.

2.2. Ons KomnnekroB Krnoyen,
creHepupoBaHHbIX Anis paboTel Ha NepcoHanbHOM

2.2. With regard to the key sets generated
for operation of PCs by business segment Clients:
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KomnbtoTepe  KnneHtamu,
CEerMeHTy npegnpuHUMaTtenen:

OTHOCALLMMUCA K

2.2.1. KnueHT MOXeT reHepupoBaTb
KomnnekTtel kntoyen cBomx [lonb3oBatenen
Cuctembl cornacHo 3asiBEHUI0 C MOMOLLbIO
nNporpaMmHbIX cpeacTs, npeaocTaBneHHbIX
BbaHkom, Ha USB-TokeHax unM WMHbIX HOCUTENAX
WHpopmaunm (KeCTKUA ANCK, CbeMHblE HOCUTENW
(dbnew-namaTb, BHELWHUA BUH4YECTEpP) U T.M.) C

Mcnosfib3oBaHneM CBOUX TEXHNYECKUNX CpeacTB.

2.2.1. The Client may generate sets of
keys for its System Users based on the Application
with the help of the software provided by the Bank,
on USB tokens or other information media (hard
disks, removable media (flash disks, external hard
disks), etc.) with use of its own technical facilities.

2.2.2. MepBbIn Koy npoBepKn
3ANEKTPOHHOM noanucyn kKaxgoro [lonb3oBaTens
Cuctembl peructpupyetcsa baHkom Ha OCHOBaHUK
nognucaHHoro CtopoHamu CepTtudukarta Knwoua,
0OpPMMEHHOIO Ha ByMaXXxHOM HOcUTEnE.

2.2.2. The first ES verification key of each
System User is to be registered by the Bank on the
basis of the key certificate signed by the Parties
and executed in a hard copy.

2.2.3. Btopon n nocnegyowmn Knoum
NPOBEPKN 3NIEKTPOHHOM NOANUCU perncTpupyeTcs
BbaHkoM Ha ocHoBaHMM noanMcaHHoro CTopoHamMu
Ceptndumkara  knwo4va, OQOPMIIEHHOrO  Ha
OymMaxXHOM HocuTene, WNU Ha  OCHOBaHUM
3NEKTPOHHOro 3anpoca Ha Bblgady CepTudmkata
Knto4ya, NoanMcaHHOro OencTByloLWEn HA MOMEHT
nognucaHuns 3MEKTPOHHOM noanucbto
Monb3oBatenss CuUCTEMbI, M HaMpaBfiEHHOrO B
BaHk ¢ wncnonb3oBaHuem Cuctembl. YKasaHHbIN
3anpoc Takke MOXeT ObiTb mnognucaH NpoCToMn
3MeKTpPOHHOM noanuceto MNMonb3oatena CucTemsl,
cchopmmpoBaHHON Ha OCHOBaHMN
npegbsBNeHHoro kKnneHtom SMS-koga, paHee
HanpaBneHHoro baHkom Ha Homep Tened)oHa
AaHHoro [Monb3oBatens CucTtembl, yka3aHHbIA B

3asBneHun w/unu nNpepocTaBrneHHbIn  BaHky
Monb3oBaTtenem Cucremsl B npouecce
obcnyxumBaHns B Cucteme. [lonb3oBartenb

CwuctemMbl pgormkeH obnagatb MOMHOMOYMSAMU Ha
HanpaBneHne B baHk  cooTBeTCTBYHOLLErO
3ANeKTpOoHHOro 3anpoca. [lpn wucnonb3oBaHUK
KnveHTom Cuctembl nNpyv HamMuuu OTKPbITOroO
pac4eTHOro cyeTa nognuce Takoro lNonb3oBatens
OOJKHa ObITb BKMOYEHA B KAPTOYKy C obGpasuamu
nognucenm uM oTTUCKa nedvaTen, OeUCTBYHOLEN K
cuety KnueHta, oOcnyxvMBaemomy B pamMkax
HoroBopa, B cnyyae ee ocopmneHus. Npu atom,
baHk Bnpase 3anpawwuBaTb, a KnveHT 065a3aH no
3anpocy baHka npegoctaBnaTb B baHK JOKYMEHTbI
(B BMAE NOANMHHUKOB UNW Hagnexalimm obpasom
3aBepeHHbIX Konum), noAreepxagaroLune
nonHomouus lonb3oBaTens Mo HamnpaBfeHUo B
BaHk anekTpoHHOro 3anpoca Ha Bblgady
CepTtndukara krrova.

2.2.3. The second and subsequent ES
verification keys are to be registered by the Bank
on the basis of the key certificate signed by the
Parties and executed in a hard copy, or on the
basis of an electronic application for issuance of a
key certificate signed by an electronic signature of
the System User effective as at the date of signing
by the System Users of ES and forwarded to the
Bank via the System. The above application may
also be signed by a System User’s basic electronic
signature generated on the basis of the SMS code
previously sent by the Bank to the telephone
number of such System User specified in the
Application and/or provided by the System User to
the Bank in the course of service in the System. A
System User is to be authorized to send to the
Bank a relevant electronic request. In case where
the Client uses the System in in conjunction with a
current account, the signature of such User is be
recorded in the banking sample signatures and
seal card which are attached to the Client’s
account serviced within the framework of the
Agreement, if such card is in place. In such case
the Bank has the right to request, and the Client is
obliged following the Bank’s request, to submit to
the Bank the documents (in the form of originals or
duly certified copies), which confirm the User’s
authority to forward to the Bank an electronic
request for issuance of a key certificate.
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2.2.4. Cpok genctBusa Komnnekra knoven
onpegensietca  baHkomM ©n  ykasbiBaeTcsas B
CepTtndukarte kmtoda. Cpok gencteus Komnnekra
KMntoYyer He MOXET NpeBbiaTb CPOK OeNCTBUS
NOSTHOMOYMIA Monb3oBaTtens Cuctemsl B
COOTBETCTBUMN c OOKyMeHTamu,
noaTBepXaarLwmmMm ero nonHomouud. B cnyvae,
ecnn ucxogs w3 npegcrtaeneHHblXx KnveHTom
OOKYMEHTOB He MpeacTaBnsieTCss BO3MOXHbIM
YCTaHOBUTb CPOK  OencTeus NMONHOMOYNIA
Monb3oBatenss  Cuctembl, CPOK  OencTeus
Komnnekra knto4ern He MOXeT MpeBbIWATb Tpex
net. [O wuCTe4YeHMs YCTAHOBIIEHHOrO CpokKa
pencteus KomnnekTta knoden KnneHT o6sa3aH
WHUUMMpOBaTb Mpoueaypy cMeHbl KomnnekToB
kntoyen. MNMpu 3TOM, O OKOHYAHUSA CpoKa AenCTBUS
Komnnekra knoyen KnveHT MOXeT npoanuTb ero
OelcTBne Ha cpok He Bornee 3 (Tpex) mecsues,
HanpaBuB B baHK 3asBneHwe nocpeacTBamm
Cuctembl. Mo umHunumatmee Knunenta Komnnekr
Kntoyen MoxeT ObITb 3aMeHeH B NoOOM MOMEHT
ero pewncteua. Kaxpgbim HoBbii  CepTudomkat
Knoya, noanucaHHbln BaHkoM, aBTOMaTU4Yecku
oTMeHsieT gercteue Ceptudukara knova gaHHoro
Monb3oBaTtenst CucTeMbI, BbIMYLLEHHOrO paHee.

2.2.4. The term of validity of a set of keys
is to be determined by the Bank and specified in
the key certificate. The said term may not exceed
the period of validity of the authority of a System
User in accordance with the documents which
confirm the User’s authority. In cases where it is
deemed impossible to identify the term of validity
of the System User’s authority, the term of effect of
a set of keys may not exceed three years. Prior to
expiration of the established term of a set of keys
the Client is obliged to initiate the procedure of
substitution of a set of keys. In such case, prior to
expiration of the term of validity of a set of keys the
Client may extend the term of not more than 3
(three) months by forwarding to the Bank a
relevant application via the System. At the
initiative of the Client, a set of keys may be
replaced at any point of time of its effect. Each new
key certificate signed by the Bank automatically
supersedes the effect of the previously issued key
certificate of a particur System User.

2.2.5. OchopmneHHble co cTopoHbl baHka
Ceptndukartbl knoyen KnueHta Ha OymaxkHbIX
HoCUTENAX Bpy4YarTcs YNOMHOMOYEHHOMY
npeactasutento KnueHta nmbo HanpaBnsioTcA
KnueHTy nocpencTBOM NOYTOBOM CBSI3U MO aapecy
KnueHTa, ykazaHHomy B [loroBope. CepTudukaTsl
Kntoyen OOMKHbl XpaHUTbCA Yy Kaxaon n3 CTopoH
He MeHee MATU NEeT Mocre OKOHYaHWst UX CpokKa
OencTBus.

2.25. The Clients key certificates
executed by the Bank in hard copies are to be
handed to an authorized representative of the
Client, or mailed to the Client’'s address specified
in the Agreement. The Parties are obliged to keep
key certificates for not less than five years following
expiration of their validity.

2.2.6. Tpyn nocTynneHMn SneKTPOHHOro

3anpoca Ha Bblgayy CepTudumkata Ko4a,
MOANUCAHHOTO  OEWCTBYHOWENW  HA  MOMEHT
noanucaHus 3NEeKTPOHHOM noanucbto
Monb3oBatena Cuctembl, baHk HanpaBngaer
KnueHty c NCMonb30BaHNEM Cuctemsl

CepTudumkaT Knoya, NOAMUCaHHbIA 3NEKTPOHHOM
MOANUCBLID  YMOMHOMOYEHHOrO  MpeacTaBuTeNns
BbaHka. MNpu atom KnueHT BnpaBe obpatuTbcsa B
BbaHk ¢ uenbto nonyyeHus konum CepTtudumkarta
knoya Ha OymaxHOM HocuTene, 3aBepeHHOW
BaHKOM Kak ya0CTOBEPSIOLLMM LIEHTPOM.

2.2.6. Upon arrival of an electronic
application for issuance of a key certificate signed
by the System User’s electronic signature effective
as at the date of signing, the Bank is to send to the
Client via the System a key certificate with an
electronic  signature of an authorized
representative of the Bank. In such case the Client
has the right to request to the Bank to issue a hard
copy of the key certificate certified by the Bank
acting as a certification authority.

227. B cny4ae wvHpOPMUMPOBaAHUSA
baHkom KnmneHta B Cucteme 0O npekpalleHun
nencteus umetoweroca y Knuenta USB-TokeHa
cooTBeTCcTBylOWEro Tuna, KnneHT  gomkeH

2.2.7. In the event that the Client is notified
by the Bank about termination of the effect of the
Client's USB token of a relevant type, the Client is
obliged to perform the procedure of replacement of
the sets of keys of its System Users:
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OCYLLECTBUTb npouenypy cMeHbl Komnnekros
kntoyen ceounx MNMonb3oBatenen Cuctemsl:

e MyTeM  reHepupoBaHuss  KomnnekToB
kntoyen ceomx MNMonb3oBatenen CUCTEMbI HA UHbIX
HoCUTENSAX MHOPMaLMKN ((KECTKUI ANCK, CbEMHbIE
HocuTenu (cnew-nNamsTb, BHELLHUA BUHYECTEP) U
T.N.) C WCMNOJSIb30BAHNEM CBOMX TEXHUYECKUX
cpeacts, nNnbo

e yTemM ocylwecTBrneHns 3ameHol USB-
TOKEHa, nocpeacTsom obpaLleHus B
nogpasgenenue baHka.

e By way of generating sets of keys of its
System Users on other media (hard disks,
removable media (flash disks, external hard disks),
etc.) with use of its own technical facilities, or

By way of replacing a USB token following
a relevant request to the Bank.

2.3. Ons
CreHepupoBaHHOro
NPUNOXEHNS:

Komnnekrta KITOYen,
nocpeactesom MobunbHoro

2.3. With regard to the set of keys
generated with the help of a mobile application:

2.3.1. Monb3oBaTtenb Brnpase
reHepupoBaTtb KomnnekT kntoyven gns MobunsHoro
MPUMOXEHNS C MOMOLLBIO NMPOrPaMMHBbIX CPeacTs,

npegocTtaBneHHblx  BaHkom, npu  Hanuyuum
OencTBytoLLero KomnnekTa Kroyen,
CreHepMpoBaHHOTO ons paboTbl Ha

nepCOHaJ'IbHOM KOMNbLOTEpPE.

2.3.1. The User has the right to generate a
set of keys for a mobile application with the help of
the software provided by the Bank in the existence
of an effective set of keys generated for working on
PC.

2.3.2. Cpok genctBus Komnnekra knoven
ykasbiBaetcs B Ceptudumkate knwodva. Cpok
pencteua Komnnekra kroyen, creHepMpoBaHHOro
nocpeactsom MoOOGWMNBHOrO MPUMOXEHUs, He
MOXeT MpeBbiaTb CpoK Aenctsus Komnnekra
kntoven [loneb3oBaTtens, creHepupoBaHHOro Ans
pabotel Ha [lepcoHanbHOM komnbtoTepe. [o
NCTeYEeHUs yCTaHOBMNEHHOro cpoka KnueHT obsizaH
WHULMMpoBaTb npoueaypy cMeHbl KomnnekTos
kntoden. Kaxagbin HoBbl CepTudoumkaT Knoua,
noanucaHHbIN CtopoHamu, aBToOMaTU4YeCKu
oTMeHsieT gencteue Ceptudukara knova aHHOro
Monb3oBaTtenst CucTeMbl, BbiMYLLEHHOrO paHee.

2.3.2. The term of validity of a set of keys
is specified in the key certificate. The term of
validity of a set of keys generated with the use of a
mobile application may not exceed the term of
validity of the User’'s set of keys generated for
working on PC. Prior to expiration of the
established period, the Client is obliged to initiate
the procedure of replacement of a set of keys.
Each new key certificate signed by the Parties will
automatically supersede the effect of the
previously issued key certificate of such System
User.

2.3.3. Cratyc O3l [lonb3oBatens
Cwncrembl, CreHepMpoBaHHOM nocpeacTBOM
Komnnekra Krtoyen ans MobunbHoro
npunoxeHusi, cootBetctByeT Ctatycy Ofl
Monb3oBatensa  Cuctemsl, yKazaHHOMy B

3asBneHun, npu reHeparmm Komnnekra knodemn Ha
USB-TOKeHax MM UHbIX HOCUTENAX MHopmaumn
(kecTkMA OWNCK, CbeMHble HocuTenu (dnew-
NamsTb, BHELUHWUIN BUHYECTEP) U T.M.)

2.3.3. The status of ES of a System User
generated with the use of a set of keys for a mobile
application corresponds to the status of the
electronic signature of a System User specified in
the Application upon generation of a set of keys on
USB tokens or other media (hard disks, removable
media (flash disks, external hard disks), etc.).

2.3.4. ObsasatenbHasa 3ameHa Komnnekra
KrntoYern NpoBOAUTCS B CMEAYOLLMX Criyyasx:
® UCTEK CpOK aencTtemna Komnnekra Kroyen;
e nNponsoLuna KomnpomeTtaumsa Krnoven.

2.3.4. It is required to replace a set of keys
in the following cases:

e The term of validity of a set of keys has
expired;

e The keys have been compromised.
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24, B cnydyae nuweHnsa KnueHtom
Monb3oBatens Cucrtemsl npasa nognuceisatb Il

9Ll cootBetcTBylOWME KoMnnekTbl  Kroyen
BbIBOASATCA M3  [OEWCTBMSE Ha  OCHOBaHWUU
nMcbMeHHoro 3asiBneHust KnuenHta wnu 31

cBobogHoro copmaTta, HanpaeneHHoro B bBaHk
nocpeacteom  Cuctembl M MOAMUCAHHOMO
YNOMHOMOYEHHBLIM NLOM KnneHTa.

2.4. In case the Client denies a System
User the right to sign an electronic document with
ES the relevant key sets are be disabled pursuant
to a written application of the Client or an electronic
document of a free format sent to the Bank via the
System and signed by an authorized
representative of the Client.

2.5. baHk  BnpaBe  aHHynNupoBaTb
CepTudhmkar knioya B cnegyloLwmx criyyasix:

e He noATBepXAeHO, YTOo Bragenew
Ceptudpmkara Kntova Bnageet Krnto4yom
3NEeKTPOHHOW NOoANUCKU, COOTBETCTBYIOLLUM KITHOYY
NPOBEPKN 3NEKTPOHHOW MOANUCK, YKasaHHOMY B
Takom cepTudukare;

e YCTaHOBMEHO,
Ceptucdpmkate  kntod
COOEPXKUTCA B UHOM
CepTtndukare kno4a;

e BCTYNMWO B CUMy pelleHve Ccyaa,
KOTOpbIM, B 4acCTHOCTM, YCTaHOBIEHO, 4TO
CepTndumkar knova COAEPXKUT HEOOCTOBEPHYHO
nHdopmaumio.

MHdopmauma o npekpalieHun [ercTBus
Ceptncdmkara knwova BHocuTcsl baHkom B
COOTBETCTBYIOLLMIA peecTp cepTU(UKaToB B CPOK,
YCTaHOBMEHHbIN OEeNCTBYIOLLMM
3akoHogaTenbcTBOM Poccuinckon ®eagepaunn.

4yTO coaepxaliuiics B
nposepkn 3 yxe
paHee  CO34aHHOM

2.5. The Bank has the right to revoke a key
certificate in the following cases:

e There is no confirmation that a certificate
holder possesses the ES key which corresponds to
the ES verification key specified in such certificate;

e Itis established that the ES verification key
specified in the certificate already exists in another
previously generated key certificate;

* A court decision came into effect, which in
particular established that the key certificate
contains unreliable information.

The Bank records information concerning
revocation of a key certificate in a relevant
certificate register within the term established by
the applicable law of the Russian Federation.

3.

Ob6ecnevyeHune 6e3onacHOCTU Npoueaypbl 06MeHa OKyMeHTamu/

Maintenance of security of document exchange procedure

3.1 Bes3onacHocTb obmeHa c)i|
AOCTUraeTcd 3a cueT npmmeHeva CﬂeﬂyI-OLIJ.I/IX
cpencTs:

3.1. Security of ED exchange is ensured
via use of the following facilities:

3.1.1. Ana MNMepcoHanbHOro kKoMneTEpa:

Cpencteo kpuntorpaduyeckon 3aluTbl
nHgpopmaumm (CK3N) Ha 6Gasze [MporpammHoro
komnnekca «bukpunt 5.0.» (BapuaHT NCNOMNHEHUS
2), paspaboTtaHHoro OO0 dupma «MHPoKpmnT»
(ceptucbmkar coorsetctBugs ®Cb PP Cd/114-
3021 ot 30 pekabpsa 2016 roga). KnwueHrT,
OTHOCALUMACA K CerMeHTy npegnpuHuMmartenemn,
nmeeT npaBo BMecTo USB-TOKEHOB UCNONb30BaTh
ansa xpaHenus Kntoya anekTpoHHOM No4NUCK UHbIe
HocuUTENn MHOPMaLMN ((KECTKUN OUCK, CbEMHbIE
HocuTenu (onTudeckMe AUCKM, dnew-namaTb,
BHELLHWI BMHYecTep) 1 T.n.). KnnueHT yBegomneH

3.1.1. With regard to personal computers:

Cryptographic  information  protection
facilities (CIPFs) on the basis of the software
solution Bicrypt 5.0. (version 2) developed by
InfoCrypt LLC (certificate of conformity issued by
the Federal Security Service (FSB) of the Russian
Federation (FSB) No. SF/114-3021 oof December
30, 2016). For the purpose of safe-keeping
electronic signature keys, a business segment
Client is entitled to use information media instead
of USB tokens (hard discs, removable media
(optical discs, flash memory, external hard discs),
etc.). The Client is notified by the Bank that
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BaHkom 0 TOM, 4TO ncnonb3oBaHne eBmecto USB-
TOKEHOB NHbIX HocuTenemn NMHopmaumnm
CYLLIECTBEHHO CHWXaeT ypoBeHb 6e3onacHocTh
npyu obmeHe B ©M MOMHOCTLIO OCO3HaeT
BO3HMKalOLWMe Npu 3TOM puckn. baHk He
pekoMeHayeT MCMorb3oBaHue nobbix HOcUTenen
nHpopmaumm 3a ucknroyeHnem USB-TokeHOB.

Wcnonb3oBaHnem CK3UN  «KpuntoTokeH
O 2» B coctaBe USB-tokeHoB JaCarta
FOCT/JaCarta-2 TOCT, paspabotaHHbix 3A0
«AnnagwuH P.[0.» (cepTncpmkat coorsetctang ®Chb
Poccun Ne C®/124-3473 ot 10.08.2018 r 1 Ne
Co/124 - 3502 ot 11.09.2018 r.). Knioy
3NEKTPOHHOM MOAMUCUM HUKOTr4a He nokuaaet
BHYTpPeHHen 3awmweHHon namatn USB-TokeHa.
leHepauma n XxpaHeHue Knioya 3neKTPOHHOM
nognucu, a Takke MOAMUCAHWE [OOKYMEHTOB
Npou3BOOUTCA BO BHYTPEHHEN 3alUULLEHHON
namatn  USB-tokeHa. [Toctyn k  Knouy
9MNEKTPOHHOW  MOAMUCM  OCYLLECTBNsieTCA  C
ncnonb3oBaHnem napons. KnueHT, oTHOCALWMNCA
K CerMeHTy npegnpuHumatenen, MMeeT npaBo
Bmecto  USB-TokeHOB  ucnonb3oBaTb  AniA
XpaHeHus Kntova SnekTpoHHOM MOAMUCU UHbIe
HoCUTENWU MHopMaLUn (KECTKUN ANCK, CbEMHbIE
HocuTenu (dnew-namsTb, BHELUHUA BUHYECTEP) U
T.n.). KnveHT yBegomneH bBaHkOM O TOM, 4TO
ucnono3oBaHne BMecTO USB-TOKEHOB UWHbIX
HocuTenen uHdopmaunm CyLIeCTBEHHO CHWXaeT
ypoBeHb Ge3onacHocT npu obmeHe 3L w
MOMHOCTBIO OCO3HAEeT BO3HMKaKLWMe Npu STOM
puckn. baHk He pekomeHOyeT MCrnonb3oBaHue
nobbIX HOCcUTEeNew HopMaLuuy 3a UCKIKYEHNEM
USB-TOKEHOB.

WndposaHnsa OaHHbIX B
TEeNeKOMMYHMKaLMOHHbIX KaHanax c
ucnonb3osaHvem CK3W Kpuntollpo CSP Bepcum
40 w Bblwe. [Ons 3awuTbl  AaHHbLIX  OT
HeCaHKLMOHUPOBAHHOTO gocrtyna B
TEeNeKOMMYHMVKAUMOHHBIX KaHanax ucnonb3yeTcs
npotokon Transport Layer Security (TLS v. 1.2,
RFC 2246 v Bbllwe?).

YpaoctoBepeHus NPUHaANEXHOCTN
cepepa Cuctembl NMAO POCBAHK ¢ nomouipbto
ceptudmkata, BblgaHHoro [MAO POCBAHK
aKKpPeOUTOBaHHLIM  YIOCTOBEPSIOLLUM  LLEHTPOM
000 "KPUNTO-MPO".

utilization of other information media in lieu of USB
tokens significantly reduces the level of security in
the course of ED exchange, and therefore is fully
aware of resulting risks. The Bank recommends to
abstain from using any information media other
than USB tokens.

Utilization of CIPF Cryptotoken ES 2 in
conjunction  with USB tokens JaCarta
GOST/JaCarta-2 GOST developed by CJSC
Alladin R.D. (certificate of conformity issued by the
Federal Security Service (FSB) of the Russian
Federation (FSB) No. SF/124-3473 of August 10,
2018 and SF/124 — 3502 of September 11, 2018).
An electronic signature key is never detached from
the internal protected memory of a USB token. ES
keys are generated and signing of documents is
performed inside the internal protected memory of
a USB token. Access to ES key is obtained with
use of a password. A business segment Client has
the right to use other information media in lieu of
USB tokens when safe-keeping ES keys (hard
discs, removable media (flash memory, external
hard discs), etc.). The Client is notified by the Bank
that utilization of other information media in lieu of
USB token seriously affects the level of security in
the course of ED exchange, and is fully aware of
resulting risks. The Bank recommends to abstain
from using any information media other than USB
tokens.

Data encryption in telecommunication
channels with use of CIPF CryptoPro CSP of
version 4.0 and higher. With a view to protect data
from unauthorized access in telecommunication
channels, protocol Transport Layer Security (TLS
v. 1.2, RFC 2246 and above 3) is recommended
for use.

Certification of appurtenance of the
System server of PJISC ROSBANK with the help of
a certificate issued to PJISC ROSBANK by the
Certification Authority of CRYPTO-PRO LLC.

3.1.2. Ana MobunbHOro NpunoXxeHus:

3.1.2. With regard to mobile apps:

2 PekomeHayeTca Mcnosb3osartb Bepcuio TLS v.1.2.

3 It is recommended to use version TLSv.1.2.
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CpencTtBa kpuntorpaduyeckon 3aliuTbl
WHpopMaumm ¢ ucnonb3oBaHnem anroputma RSA
ONns 3aWmnTbl AaHHbIX OT HECAHKLMOHUPOBAHHOMO
Joctyna B TeNEeKOMMYHWMKALMOHHbLIX KaHanax
ncnonbdyetcs npoTtokon Transport Layer Security
(TLS v.1.2, RFC 2246), npumeHstoTCA
Kpuntorpaduyeckne MexxgyHapoaHble anroputMbl
wndgposaHms RSA (3072 bit), obmeHa kntoyen no
anroputmy Ouddun-XennmaHa, X3awmnpoBaHua B
cooTBeTCcTBMU ¢ SHA 512.

CummeTpuyHoe wundpoBaHne AES ¢
AnvHon knioya 256 bit., reHepaums n xpaHeHue
Kntoya  SnekTpoHHOW  moanucu, a  Takke
nognucanne 3Ol npou3BoaUTCA BO BHYTPEHHEMN
3aluileHHon namsat MobunbHoro ycTponcTsa.
Knuent yeBegomneH baHkom o ToMm, 4TO
ucrnionb3oBaHne BMecTo USB-TOKEHOB WHbIX
HocuTenen uHopmaunm CyLLEeCTBEHHO CHWXaeT
ypoBeHb ©OesonacHoctM npu obmeHe B0 wun
MOMHOCTBID OCO3HAET BO3HMKAKOLWME NPU ITOM
puckn. baHk He pekomeHOyeT ucrnonb3oBaHue
noobbIX HocuTenen MHdopMaLnn,
npeaHasHadeHHbIX ONs FeHepauuMm U XpaHeHus
kntoya 3l1, 3a ncknoyeHnem USB-TokeHOB.

Cryptographic  information  protection
facilities with use of RSA algorithm for the purpose
of protecting data from unauthorized access in
telecommunication channels protocol Transport
Layer Security (TLS v.1.2, RFC 2246) is used, as
well as international cryptographic encryption
algorithms RSA (3072 bit), exchange of keys on
the basis of the Diffie-Hellman algorithm and
hashing in accordance with SHA 512.

AES symmetric encryption with the key
length of 256 bit., generation and safe-keeping of
ES keys, as well as signing with the help of ES are
performed in the internal protected memory a
mobile device. The Client is notified by the Bank
that utilization of other information media in lieu of
USB token seriously affects the level of security in
the course of ED exchange, and is fully aware of
resulting risks. The Bank recommends to abstain
from using any information media for generating
and safe-keeping ES keys other than USB tokens.

3.2. KnueHTty pekomeHayeTcsa obecneunTtb
KOMMMEKC OpPraHm3auMOHHO-TEXHUYECKUX  Mep,
HanpaBlieHHbIX Ha BbINOMHEHME CNefyrLunx
TpeboBaHu 6e30nacHoOCTK:

3.2. The Client is recommended to
arrange a comprehensive set of organizational and
technical measures designed to meet the following
security requirements:

3.2.1. Ona paboTtbl Ha [lepcoHanbHOM
KOMMNblOTEpE:

OpraHn3oBaTb BblAENEHHbIA KOMMbIOTEP
noacucTeMbl «KnueHT», npeaHasHavYeHHbI
NCKIMIOUYUTENBHO AN paboTkl ¢ BaHkoM;

eHepauuio ©M  XpaHeHWe  KINH4YeBOW
nHdopmaumm, a Takke nognucaHue OOKYMEHTOB
npou3BoauTe C ucnonb3oBaHunem USB-TokeHoB
JaCarta OCT/JaCarta -2 TOCT;

B cnyyae reHepauuu KnneHTtom,
OTHOCALUMMCS K CErMeHTy npegnpuHumartenen,
Knouen ANEeKTPOHHOM nognucu CBOUX

Monb3oBaTtenen Ha HocuTenu, oTnu4YHble oT USB-
TOKEHOB, OCYLLECTBMATb IKCNyaTaumio paboyero
mMecta wu obecneyeHne ero 6GesonacHocTu
OpPraHM3auMoHHbIMU U TEXHUYECKMMU Mepamun B
COOTBETCTBUU c TpeboBaHMAMHK
aKcnnyaTauMoHHOW aokymeHTaunen ans CK3U

«Bbukpunt 5.0» gna knacca KC1: «Cpepctso
KpunTtorpacduyeckomn 3aWmThI MHdOopMaLnK
«Bukpunt  5.0». lMpaBuna  nonb3oBaHUA»
(MHDK.11485466.4012.027.31). OaHHbI

3.2.1. With regard to PC operation:

To allocate a dedicated PC of the Client
subsystem intended exclusively for communicating
with the Bank;

Generation and safe-keeping of key
information, as well as signing of documents shall
only be performed with use of USB tokens JaCarta
GOST/JaCarta -2 GOST;

In case a business segment Client
generates ES keys for its Users on information
media other than USB tokens, it is necessary to
operate workstations and ensure their security with
reliance on organizational and technical measures
in compliance with the operating document
requirements for CIPF Bicrypt 5.0 for class KS1:
Cryptographic information protection facility Bicrypt
5.0. Directions for Use
(INFK.11485466.4012.027.31). The said
document is available on the official web-site of the
Bank at http://www.rosbank.ru.

To introduce restriction of network
interconnection of the Client subsystem PC
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OOKYMEHT pasmelleH Ha odumumnanbHoOM canTe

bavka B cetm WHTepHeT no  agpecy
http://www.rosbank.ru.

Beectun orpaHuyeHue CeTeBoro
B3aMMOJENCTBMSA  KOMMblOTEpa  MNOACUCTEMbI

«KnuneHT» TOnMbKO C HEOBXOOAMMBIM OOBEPEHHBLIM
nepeyvHem IP-agpecos;

MpoBepsiTh, yTO YCTaHOBIIEHO
3awuuieHHoe TLS-coeanHeHue ¢ odumumanbHbIM
pecypcom cepsuca https://www.bankline.ru

CpeactBamn  noacuctembl  «KnueHT»
3akpenuTb 3a [lonb3oBatenamu Cucrtembl |IP-
agpec/cnmcok IP-agpecoB KOMNbIOTEPOB
noacucteMbl «KnueHT» B Uensx obecneyeHus
KOHTpoOns Ha cTopoHe baHka;

Ob6ecneuntb Ha BblAENIEHHOM
KOMMbIOTEPE HanuuMe CpPeacTB  3awutbl  OT

BPE€OOHOCHOIO MpOrpaMMHOro obecneveHusi, ux
paboTocnocobHOCTL 1 perynsapHoe OOHOBMEHUE;

MckniounTb Ha BblgENEHHOM KOMMNbOTEPE
OTKPbITUE NUCEM C BITOXXEHNUAMU, NOJNTy4EHHbIMU OT
HEen3BeCTHbIX NN HeaoBepPEeHHbIX NCTOYHUKOB;

Ob6ecneunTb ucnonb3oBaHue
UCKIMIOYUTENBHO  JNIMLIEH3NOHHOTO MPOrpamMmmHOro
oGecneyeHnst U onepaLyoHHON CUCTEMBI;

OpraHusoBaTb pPerynsipHyl0 YCTaHOBKY
o6HOBNEHU A  GesonacHocTM  MPOrpaMMHOro
obecrneyeHnsi U ornepaLnoHHOR CUCTEMBI;

MckniounTb  1Ucnorb3oBaHue
yOaneHHoro agMMHNCTPUPOBaHUS;

cpeacTs
Obecneuntb npuMeHeHne
NULUEH3NOHHOTO MEXCeTeBoro aKpaHa
(monyckaeTcA MCNOMb3OBaHWe MNEPCOHANbHOro
MEXCEeTeBOro akpaHa;

BbINOMHUTL KOMMMEKC OpraHM3auuoHHbIX
MeponpusiTUin No obecnevyeHnto NHHPOPMAaLMOHHON
©e3onacHocTH (HacTpovika ©6es3onacHocTu
OnepaLnoHHON CUCTEMbI, OrpaHU4YeHne npas
gocrtyna MHOPMaLIMOHHOM CUCTEMBI,
opraHu3aumsi naponibHOW 3alWTbl, MOArOTOBKA
npoweayp pearMpoBaHust Ha UHUUAEHTbI U T.N.);

exclusively with the required trusted list of IP
addresses;

To verify whether a TLS protected
connection with the official resource
https://www.bankline.ru service is in place;

To assign, based on the Client subsystem
facilities, to System Users an IP address/list of IP
addresses of the Client subsystem PCs with a view
to ensure control on the side of the Bank;

To provide for availability on a dedicated
PC of malware protection facilities, as well as to
ensure their operability and regular updating;

To preclude opening on dedicated PCs of
letters with enclosures received from unknown or
untrusted sources;

To make use exclusively of licensed
software and operating system;

To organize regular installation of software
and operating system protection updates;

To rule out use of remote administration
tools;

To put in place a licensed network firewall
(it is allowed to use personal network firewalls);

To carry out a set of organizational
arrangements to ensure information security
(operating system security settings, restriction of

right to access an information system, pass-
wording, preparation of incident response
procedures, etc.);

To monitor security requirements
compliance.

KoHTponupoBatb cobnogeHvne
TpeboBaHu 6e30nacHOCTML.

3.22. [Ona pabotel ¢ MoOGunbHbLIM 3.2.2. With regard to a mobile device
YCTPOWMCTBOM: operation:

Ob6ecneuntb NCrnosib3oBaHue To make use exclusively of licensed

UCKIMKOYUTENBHO  NIULIEH3UOHHOTO MPOrpamMmmMHOro
obecrneyeHnst 1 onepaLoHHON CUCTEMBI;

software and operating systems;

To arrange regular software and operating
system updating;
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OpraHu3oBaTb PErynsipHyH YCTaHOBKY
ob6HOBNEHUN ©e3onacHocTn NPOrpaMmMHoOro
obecneyeHns 1 onepaunoHHON CUCTEMBI;

UcknounTb ncnoJjib3oBaHue
yaaneHHoro agMnHNCTpmupoBaHud;

cpencrte

BbINONHWTL KOMMNNEKC OpraHvM3aumOHHbIX
MeponpusiTUiN No obecneyeHnto HPOPMaLMOHHOM
©e3onacHocTn (HacTpolika ©e3onacHocTu
OnepaLnoHHON CUCTEMbI, OrpaHU4YeHne npas
JocTtyna NHEOPMALIMOHHOMN CUCTEMBbI,
opraHusaums naposibHOW 3aLnThl);

KoHTponupoBsaTb cobntoaeHve

TpeboBaHu 6e3onacHoCTH;

ObGecneuntb Hanuuue aHTUBUPYCHOTO
nporpaMmHoOro obecneyeHus.

To preclude use of remote administration
tools;

To perform a set of organizational
measures to ensure information security (operating
system security settings, restriction of right to
access an information system, pass-wording);

To
compliance;

monitor ~ security  requirements

To roll out anti-virus software.

3.3. Nonb3oBatenu Cucrtemsl,
YMOSTHOMOYEHHbIE ncrnonb3oBaTb Cucrtemy
KnueHtamu, OTHOCALLMMUCS K CErMeHTy

npegnpvHumaTtenen, AomkHbl B Cucteme BBECTU
HoMmep TenedoHa COTOBOW CBA3W ANS MOMyYeHus
Ha  yKasaHHbll  HOMEp  MHAPOPMALMOHHbLIX
coobLeHun B cooTBETCTBUU C [loroBopoMm.

3.3. System Users authorized by business
segment Clients to use the System are obliged to
enter into the System a mobile phone number in
order to receive to such phone number information
messages in accordance with the Agreement.

3.4. KnueHT obsA3aH:

Wcknounts nosisneHne Ha
lMepcoHanbHOM KoMmnbioTepe wnuM  MobBunsHom
ycTponctee noacuctembl “KnneHt” BupycoB w
Opyrux nporpamMmm [ecTPYKTUBHOMoO [AenCTBUSA,
KOTOpble MOTyT paspyLinTb UM moguduumposaTtb

nporpammHoe obecneyeHne noaCcuUCTeEMBbI,
CKOMMpomMeTnpoBaTb KIkio4n MNonb3oBaTtens
Cuctemsl nocpeacTtesom npuMeHeHnd

NULUEH3NOHHBIX CPEACTB 3aLUThl OT BPE4OHOCHOIO
Koga v perynsipHoro nx o6HoBneHus;

NcknounTb BO3MOXHOCTb
HEeCaHKUMOHNPOBaHHbIX bBaHKkoM u3MeHeHun B
TEXHUYECKMX 1 MporpamMmmHbIX cpeacTBax KnneHra,
onpegeneHHbix B Cnncke;

UcknounTb BO3MOXHOCTb
KOMHpOMeTaLI,VII/I KIirouen B npouecce nx
TPaHCNOPTUPOBKK, 3KCNNyaTaununm n XxpaHeHuA.

3.4 The Client is obliged:

To eliminate penetration of viruses and
other destructive software into PCs or mobile
devices of the Client subsystem which may destroy
or modify the subsystem software, compromise the
System Users’ keys, which protection should rely
on application of licensed malware protection
facilities and regular updating thereof;

To rule out a possibility to introduce
unauthorized modifications in the Clients’
hardware and software specified in the List not
authorized by the Bank;

To preclude a possibility of compromise of
keys in the course of their transportation, operation
and safe-keeping.

3.5. CTOpOHbI 06513aHBbI:

obecneunBaTtb KOHdMAeHUMANbHOCTb
Kntoueln anekTpoHHbIX NOAMUCEN, B YACTHOCTU He
Jonyckatb MCMNOMb30BaHWE MpuHagnexawux uv
Kritouen aneKkTpoHHbIX noanucen 6e3 nx cornacus;

yBeJOMNATb  ApYryto CtopoHy o
HapyLLUeHnK KOH(p1aeHUManbHOCTH Kntoua
anekTpoHHon nognucy (KomnpomeTauumm knoya) B

3.5. The Parties are obliged:

To ensure confidentiality of ES keys. In
particular, it is not allowed to use the Parties’ ES
keys without their consent;

To notify the other Party about violation of
confidentiality of an ES key (Key Compromise)
within not more than one business day following
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TeyeHne He bonee Yyem ofgHOro pabo4vero gHA co
OHS  MofyyYeHnss  WHdopmauum O  TakoMm
HapyLleHuu;

He wucnonb3oBaTb Knto4 3neKTpoHHON
noanucy NpuM HanuU4yMM OCHOBaHMM nonaraTb, YTO
KOH(pMAEHUMaNbHOCTb AHHOMO KITlova HapyLleHa.

the receipt of
violation;

information concerning such

Not to use ES key, if there are reasons to
believe that confidentiality of a key was breached.

3.6. baHk BnpaBe B OQHOCTOPOHHEM
nopsigke 3abnokvpoBaTb Krnow  ameKkTpoHHON
nognucu [onb3oBatens Cuctembl B cryvyae
nosiBfieHns  0BOCHOBAHHbLIX  MOAO3PEHUN B
Hanuumm Ha [llepcoHanbHOM KOoMMbKOTEPE W/MNK
Mo6unsHom ycTponcTse lNonek3oBatens Cuctemsl
BMPYCOB MMM OPYrMx NporpaMmm OeCTPYKTUBHOIO
pencteus. briokupoBka Knioda  9nekTpOHHON
nognucu. [llonb3oBatens Cuctembl CHUMaeTCS
BbaHkom no dakty nonydeHna ot KnueHTa
noaTeepxaeHust ob yganenum c lNMepcoHansbHoro
koMmnbloTepa wu/mnu  MobunbHOro ycTponcTea
Monb3oBatensa Cuctembl BUPYCOB WU APYrnx
nporpaMmm OecTpPYKTUBHOIO OENCTBUS.

3.6. The Bank has the right to unilaterally
lock a System User's ES key in case there is
reasonable suspicion of virus infection or
penetration of other malware in a PC and/or mobile
device. ES key locking is realized by the Bank
following receipt by the Client of confirmation on
removal of viruses and other malware from a PC
and/or a System User’s mobile device.

3.7. B cnyyae BO3HUKHOBEHWUS Yrpos3bl
KomnpomeTauun  knioyen  pernameHTupyetcs
cregywoowas  nocnegoBaTenbHOCTb — AEWCTBUN
CTOpOH.

Ecrin npowunsoLuna KomnpomeTauus
kntoyen  nwboro  [lNonb3oBaTtens  KnueHTa,
nocrneaHun obs3aH:

B cnyyae poctynHoctu Komnnekta
Krnoyen (nogo3peHne Ha HeCaHKUMOHMPOBAaHHOE
KonupoBaHue) HemeaneHHo nocnatb B baHk 3[
‘brnokupoBka  knwoya”. [Tlpu atom Cwucrtema
aBTOMaTuyeckun  3abnokupyeTr  BO3MOXHOCTb
ncrnonb3oBaHna gaHHoro Komnnekta Knouen
Monb3oBatens Cuctemsl;

B cnyyae HepoctynHoctu  (yTparTa,
xuwieHme u T.n.) KomnnekTta knwo4yen coobwuTb
AaomuHuctpatopy Cuctembl no  TenedoHy
(TenedoH " 3IEKTPOHHbIN agpec
AOMUHUCTpaTOpa CUCTEMbl YKasaHbl Ha caunTe
www.bankline.ru, a Takke B 3aaBneHuu,
ucnonb3ys Ans aesTopusauum KoaoByk dpasy,
npuBedeHHylo B CepTudumkarte knoda, o dakre
KomnpomeTauum knoven;

B cnyyae ytpatbl [lonb3oBaTtenem
Cuctembl kogoBon pasbl  AgMUHUCTpATOpP
CucteMbl BnpaBe MPOU3BECTU AOMNONHUTESNbHbIE
jencteus no  asTtopusaumm  [lonb3oBaTens
Cuctembl (0GpaTHbIA 3BOHOK MO YKa3aHHOMY B
3asBneHun TenedoHy, 3anpoc Ha
npegocTaBneHne JONOSHUTENbHOW MHGOPMaLMK:

3.7. In case there is a threat of a Key
Compromise, the following response sequence of
the Parties is established.

In case of a compromise of keys of any
User of the Client, the latter is obliged:

If a set of keys is available (suspicion of
unauthorized copying), to immediately send to the
Bank a Key Locking electronic message, following
which the System will automatically block a
possibility for System Users to use the
compromised set of keys;

If a set of keys is not available (as a result
of loss, theft, etc.), to notify the System
Administrator  via phone (the System
Administrator's phone number and electronic
address are available on the web-site at
www.bankline.ru, as well as in the Application, by
using a code phrase for authorization specified in
the Key Certificate with a view to report a Key
Compromise;

In case of loss by a System User of a code
phrase, the System Administrator is entitled to
undertake additional actions on a System User’s
authorization (dial back the phone number
specified in the Application, send a request for
additional information, i.e. full name of the Client’s
curator on the side of the Bank/authorized Bank
officer, number of users, etc.). In case unreliable
information is furnished, the System Administrator
is to notify the Client’'s curator on the side of the
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o] damunum KypaTtopa KnneHTta B
BaHke/ynonHomoyeHHOro  cotpygHuka  bBaHka,
KonvMyecTBe nonb3oBatenen u T1.n.). B cnydvae
npenocTaBneHnsi HeoOBbEKTUBHOW UHGOPMaLUn
AOMUHMCTPATOp CTaBWUT B M3BECTHOCTb KypaTopa
KnueHta B BaHke/ynonHOMOYEHHOro COTpyOHMKa
BaHka 1 no cornacoBaHuio C HUM peLuaeT BOMpocC
0 npogormkeHnn/6noknposaHnn pabotsl KnueHta
B Cucrewme;

B cnyyae komnpomeTtauun (yTpaTl,
pasrnaweHna) SMS-koga  HeszameanuTENbHO
npovHgopmupoBatb baHk no nwbomy kaHany
CBA3Y;

B cpok He Gonee Tpex pabouux AHen
nocne coobuweHnsas no TenedgoHy o dakre
KomnpomeTaumm knoyen HanpaBuTb B baHk Ha
OnaHke KnueHTa nucbMeHHOe O0ObSACHEHMEe
Cny4uBLLErocH, 3aBepeHHOe Haanexawum
o6pa3oM noanucsiMM  YNONTHOMOYEHHbIX JnL, U
neyatoto KnueHwta (npu Hanuuum). B nuceme
OOJDKHO cofepxaTtbecs pacnopsbkeHne baHky o
NpUoOCTaHOBIEHUN AanbHenwern obpaboTkm 3L oo
YCTPaHEHUS1 MpPUYMH  cryyuBllerocss u  (Mnw)
3ameHbl Komnnekra knioyen;

B cnyyae npuHSATUA pelleHus O 3aMeHe
Komnnekra kniwo4ven, CcreHepumpoBaHHOro Ans
MepcoHanbHOro  KOMMbIOTEPA, CreHepupoBaTb
HOBbI KOMMNEeKT Kryen CcamMoCTOATESNIbHO U
HanpaBuUTb CBOero npeactasutens B baHk ans ero
pernctpaumn. B criyyae npuHATUMA pelueHus o
3ameHe Komnnekra knw4yen, CreHepupoBaHHOMO
nocpeacTsom MobunbHoro NpUNoXeHus,
creHepupoBatb  HOBbIM  Komnnekt  knwoyen
CaMOCTOSTENbHO B COOTBETCTBUM C VHCTpYKLMEn.

Ecnn npowusoLuna KomnpomeTaums
kntoyen baHka, nocneaHuin 06a3aH:

N3BecTutb KnneHTta o] dakTe
komnpomeTtauun Komnnekta kntoden bBaHka,
NpPoAOCMKEHNN\NMPMUOCTAHOBNEHNN paboTbl

Cuctembl n cmeHe Komnnekrta kntoden bBaHka
nocpeactesom Cuctembl C ykasaHuMem fatbl U

TOYHOrO BPEMEHU CMEHbl  BblLLEYKa3aHHOro
KomnnekTa knoyen;
MpounssecTn BHEMNAHOBYIO CMEHY

KomnnekTa kntodert baHka, onybnunkoBaTb HOBbIN
Kroy npoBepky 3MEeKTPOHHOW MOAMUCKA U KOMUKO
CepTtndukara kniova baHka, cogepxalyero HoBbI
Kntoy npoBepkn anekTpoHHou nognucu baHka, Ha
cepBepe CucTeMbl.

Bank/authorized Bank officer, and to take a
decision based on the latter's consent, to
continue/block the Client’s work in the System;

In case of a compromise (loss, disclosure)
of SMS-code, it is necessary to immediately notify
the Bank via any communication channel;

Within not more than three business days
following the phone call on a key compromise, to
submit to the Bank a written account of the incident
executed on the Client’s letterhead duly certified by
the signatures of authorized persons and the
Client's seal attached (if available). The said
written statement is to carry an instruction to the
Bank to suspend further processing of electronic
documents pending elimination of the reasons
underlying the incident and/or to replace the keys;

In the event a decision is taken to replace
the set of keys generated for a PC, to
independently regenerate a new set of keys and
send its representative to the Bank with a view to
register such new set of keys. In the event a
decision is taken to replace the set of keys
generated with use of a mobile application, to
independently regenerate a new set of keys in
accordance with the Instruction.

In case of a compromise of a set of keys
of the Bank, the latter is obliged:

To notify the Client about the compromise
of the Bank’s set of keys, continuation/suspension
of operation of the System and replacement of the
set of keys of the Bank by using the System
facilities with indication of the date and exact time
of such replacement;

To carry out an unscheduled replacement
of the Bank’s set of keys, to publish a new ES
verification key and a copy of the Bank's Key
Certificate with a new ES verification key of the
Bank on the System server.

3.8. Tlpu nonyyeHnn no TenedoHy
coobLeHuns o] BO3HUKHOBEHUN yrposbl
KomnpomeTauumm Knoyen oT aBTOPM3OBaAHHOIO Mo

3.8. When notified by the Client authorized
with use of a code phrase via the phone about a
threat of a compromise of keys, the Bank will
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kogoson dpase KnueHta baHk HemeaneHHo
npuocTaHaenuBaeT ucnonb3oBaHne CucTeEMbI
AaHHbIM KnveHTom. C 3TOro MomeHTa onepauum
NpoBOAATCA TONMbKO HA OCHOBaHUM OOKYMEHTOB,
0OpMIIEHHBbIX B BymMaXkHOM Buae.

HanbHelwee wcnonb3oBaHne Cuctemsl
KnueHToM BO3MOXHO TONbKO MOCME YCTpaHeHus
yrpo3bl KomnpomeTaumm knoven KnuenTa.

immediately suspend such Client's work in the
System. Thereafter operations may only be
performed on the basis of paper documents.

Further use of the System by the Client is
only possible following elimination of a threat of
compromise of the Client’s keys.

4. MNMopsagok npoepku 3 v 3NN npu pasHornacuax/ Procedure for
verification of ED and ES in the event of dispute

4.1, Ons paspeLueHus cropos
OTHOCUTENBLHO MOANMMHHOCTU 31 No 3asBNEeHuto
3amMHTepecoBaHHON CTOpPOHbLI, MonaratLen, 4to
ee npaea HapyLLEHbI, CtopoHamu B
OBYXHeOernbHbIA CPOK C AaTbl Nogayn 3asiBNneHust
co3paetca  CornacutenbHass  KOMuUccus, B
NPUCYTCTBUN  KOTOPOWM  MPOM3BOAATCA  BCe
onepauunm No NOAroTOBKE W NPOBEAEHMIO
npouenypbl  paspewweHua cnopa. B coctas
CornacutenbHomn KOMMCCUn BKMOYAOTCS
npeactasutenu baHka B konmMyectBe  OBYX
yenosek u npeacrasutenu KnueHta B Konuyectee
OBYX 4eroBek, a B crydyae HeobxogumocTtu (no
cornatennto CTOpoH) — He3aBUCKMbIE 3KCMEPTHI.
MpencrtaButenamu BaHka n KnveHTa moryT GbiTb
HasHayeHbl Kak COTPYOHWKU 3TMX OpraHumsauum,
Tak U WHble KOMMETEHTHble nuua, MoSTHOMOYMS
KOTOpbIX MOATBEPXOAlTCss COOTBETCTBYHOLLUMMU
OOBEPEHHOCTAMM.

4.1. With a view to settle disputes
regarding ED authenticity following an application
of the Party concerned, which claims a breach of
its rights, the Parties shall, within two weeks
following such application, set up a Conciliation
Commission, in the presence of which
arrangements will be made to prepare and conduct
the procedure of dispute settlement. The
Conciliation Commission is to comprise two
representatives of the Bank and two
representatives of the Client, and if necessary
(subject to the Parties’ consent) independent
experts may be invited to sit on the Commission.
Representatives of the Bank and the Client may be
appointed from the number of the personnel of
such entities, as well as other competent persons
whose authority is to be certified by relevant
powers of attorney.

4.2, CnopHbim 3 sasnsetca 3, B
OTHOLLIEHMM KOTOpPOro ogHa CTopoHa NpeabsaBnseT
npeTeH3nun No ero nognuHHocTn apyroi CTopoHe.

4.2. An ED is deemed to be disputable
with regard to which one Party challenges its
authenticity to the other Party.

4.3. lMNpoueanypa NpoBepkM MNOASIMHHOCTU
O[1 npoBoanTCA Ha 06OPYAOBAHUN U B MOMELLEHUN
baHka.

4.3. The procedure of verification of
authenticity of an electronic document is to be
conducted with use of the Bank’s equipment and
premises.

4.4, B NpUCYTCTBUU yrieHoB
CornacutensHon komuccun bBaHk o06a3aH Ha
cBobOJHOM OT MporpaMMHOro  obecnevyeHus
KOMMNbIOTEPE YCTAHOBUTb ONEPAaLNOHHYIO CUCTEMY
Windows7 v Bbille 1 NpeaocTaBrneHHyo pupmon-
paspabotunkom 3A0 “UHNUCT” nporpammy
nposepkn 31, ykasaHHyto B n.1.10 HacToswewn
MHCTpyKumn

4.4. In the presence of the members of the
Conciliation Commission, the Bank is obliged to
install an operating system Windows 7 and higher
on a software-free computer, as well as ES
verification program provided by its manufacturer
CJS INIST specified in paragraph 1.10 of this
Instruction.
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4.4.1. CT1opoHa, oTcTamBaloLlas
NOANMHHOCTb CMOPHOro oA, obszaHa
npegocTtaBuTb CrnopHbid O[], AencTBoBaBLIME B
MOMEHT co3gaHusa cnopHoro 3 CepTudmkaTsl
kntoden CTOpPOHbI, nognucaBwen crnopHbid 3L,
baHk 00sa3aH npepoctaBuTb camu  Knoum
NMPOBEPKN IMEKTPOHHOW MOAMMCU, 3anucaHHble Ha
CbeEMHOM HocuTene B Buae ¢annos B opmarTe,
npumeHseMmoM Cuctemon (B criyqae ecnu KnuneHt
He npegocraBnsaet CMOpPHbI a0, OH
npepocTasnseTca baHkom).

4.4.1. The Party which upholds the
authenticity of a disputed ED is obliged to provide
the arguable document, the key certificates of the
Party, which signed the disputed document,
effective as at the date of generation thereof, and
the Bank is obliged to submit the ES verification
keys properly recorded on a removable media on
files in the format accepted by the System (in case
the Client fails to submit an arguable electronic
document, the Bank is obliged to furnish such
document).

4.4.2. CtopoHbl 0653aHbl NpeaocTaBuUTb
BCE UMMewWMecs B UX  pacnopsKeHun
CepTtndukarsbl Kroyen, MHopMaLmto o]
NPOBEAEHHbIX MITAHOBLIX N BHEMMAHOBbLIX CMEHax
Komnnekta «knoderr CTOPOH UM OOKYMEHTbI,
yaoctoBepsiowme Gaktel  cmeHbl  Komnnekta
kntoyen. CTOpoHbl Takke 00A3aHbl NPeaoCTaBnUTb
cnyxebHole 31 Cwncrtembl, B KOTOPbIX YKa3aHbl
akTbl nonydeHnss Ol u3 KaHanoB CBA3N U
pesynbTathl nx 06paboTku (nposepku).

4.4.2. Both Parties are obliged to submit
all available key certificates, information regarding
scheduled and unscheduled replacements of sets
of keys and the documents which certify the fact of
replacement of sets of keys. The Parties are also
obliged to provide internal electronic documents of
the System, which contain reference to receipt of
ED via communication channels and results of
their processing (verification).

4.5. Ynenbl CornacutenbHoW KOMUCCUU
OOIKHbI BbIMOMHUTL criegylolimne 0enCcTBus:

45. The Conciliation Commission
members are obliged to carry out the following
steps:

4.5.1. MpounssecTn c NMOMOLLIbIO
nporpammbl nposepkn 3, ykazaHHon B n.1.10
HacTosawen WHcTpykuun, u kaxgoro Knioda
npoBepKn 3NEKTPOHHOWN noanucum,
NCMNOMb30BaHHOMO NpW NoanucaHny cnopHoro A,
onepauunto nposepkn 3,

4.5.1. To perform verification of ES with
use of the ES verification software specified in
paragraph 1.10 of this Instruction and each ES
verification key utilized in the course of signing of
the disputed ED;

4.5.2. Cospgatb [NpoTokon ycTaHoOBReHus
noanuMHHoctn 3 — [OKYMEHT Ha GyMaxHoMm
HocuTene, co3gaBaemMbin CucTteMon B KadvecTBe
pesynbtata nposepku Al cnopHoro 3] (nanee -
Mpotokon). TlpoTokon  OOIMKEH  copepXxaTb
pacnevyaTaHHble Ha OymaxxHoM Hocutene Kroum
NpoBEPKM 3NEKTPOHHON noanucu,
NCMONb30BaHHbIE ans YCTaHOBMEHMS
nognuHHoctn Jl, W 3aknideHne o6 wuTorax
nposepkn 3l cnopHoro 3[. lMpoTokon [osmKeH

45.2. To generate a Protocol of ED
verification on paper media created by the System
as a result of verification of ES of the arguable
document (hereinafter referred to as the Protocol).
The Protocol is to carry electronic signature
verification keys printed out on paper media
employed for ES authentication, as well as to
submit findings on verification of the disputed ED.
The Protocol is to be signed in hand by all
members of the Conciliation Commission;

ObiTb  nmognuMcaH  COBCTBEHHOPYYHO  BCEMM
yneHamu CornacuTernbHON kKomuceum,

45.3. CpaBHute Knioun npoBepku 4.5.3. To compare the ES verification keys
3NEKTPOHHOM  nognucu,  coaepxawmecsa B | contained in the Key Certificates with relevant ES
Ceptndumkarax knrouyen, ¢ cooteeTcTBytowmmMuK | verification keys specified in the Protocol on
Kntoyamn npoBepkuM  anekTpoHHOM  noanucy, | authentication of ES of the arguable ED, as well as

Sad)I/IKCI/IpOBaHHbIMI/I B npOTOKOJ'le YyCTaHOBIIEHUA

determine their identity, make a relevant record in
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noganuHHoctn Ol cnopHoro 3/, u yCTaHOBUTb,
TOXOECTBEHHbI N OHW, BHECTU 00 3TOM 3anuchb B
MpoTokon (naHHas 3anucb 3aBepsieTcs
noanucsamm yneHoe CornacutenbHON KOMUCCUN);

the Protocol (such record is to be certified by the
signatures of the members of the Conciliation
Commission);

4.5.4. YctaHoBUTb, aBnsnucb nn Knoun
NPOBEPKN 3MNEKTPOHHOW NOAMNUCU AENCTBYOLLMMUN
Ha MOMeHT BblpaboTku 31 cnopHoro 3/, 1 BHeCTH
3anuce o6 atom B [lpoTokon (gaHHas 3anucb
3aBepsieTca nognucamm yneHos CornacutenbHON
komMuccum). Knoy npoBepKu aNeKTPOHHOM NOANNCH
npu3HaeTca OENCTBYIOLWUM HA MOMEHT CO3aHus
3l cnopHoro 3[] B cny4ae, ecnu garta co3gaHus
cnopHoro 31 npuxoguTcst Ha nepuoa LeNcTBus
Knioya npoBepkn anekTpoHHoOW nognucu. B
NPOTUBHOM criyqae Koy npoBepKn 3NeKTPOHHON
noanucu NPU3HaeTCs HegEeNCTBYHOLLUM HA MOMEHT
cosgaHus 3l1.

4.5.4. To determine whether the electronic
signature verification keys were effective as at the
time of generation of the disputed electronic
document, and make a relevant record in the
Protocol (such record is to be certified by the
signatures of the members of the Conciliation
Commission). An ES verification key is deemed
effective as at the date of generation of ES of the
disputed electronic document, provided that the
date of creation of the disputed document falls
within the period of the effect of the ES verification
key, failing which the ES verification key is to be
deemed invalid as at the time of ES generation.

4.6. CornacutenbHasi KOMUCCHUS Nnpu3HaeT
3,El, noannHHbIM, eCclii OAHOBPEMEHHO BbINOJIHEHbI
ycrnoBuA:

Krntoum npoBepkM 3NeKTPOHHOW NOANUCH B

Ceptndumkarax «knovern wn B [poTtokone
coBMagator,
Bce pesynbtatel nposepkun 3l B

[poTokone NonoOXUTENbHbI,

CornacutenbHasi KOMUCCUSA Npu3Hana Bce
Kroun  npoBepkM  3NEKTPOHHOW  MnoAanucw,
copepxawmecs B [1poTokorne, AeNCTBYIOWMMU Ha
MOMEHT BblpaboTkn 3.

B npotuBHoM cnydyae CornacurenbHas
Komumccus npuaHaeT O] HeAenCTBUTENbHbBIM.

4.6. The Conciliation Commission will
recognize ED as authentic, provided all of the
following conditions are met simultaneously:

ES verification keys specified in the Key
Certificates and the Protocol are identical,

All findings on ES verification recorded in
the Protocol are positive,

The Conciliation Commission recognized
all ES verification keys listed in the Protocol as
valid as at the time of ES generation.

Elsewise the Conciliation Commission is
to hold the electronic document invalid.
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