MpunoxeHne N2 4

K O6LMM YC/TIOBUAM UCMONb30BaHUS
3/1EKTPOHHBIX IOKYyMeHTOB/ Annex
No. 4

to General Terms and Conditions of
Use of Electronic Documents

MHCTPYKL A
O NOPAAKE B3AUMOAENCTBUSA CTOPOH MO OCYLLECTB/IEHUIO OBMEHA
3NEKTPOHHbIMU AOKYMEHTAMW'/ INSTRUCTION
ON INTERACTION OF THE PARTIES IN COURSE OF EXCHANGE OF ELECTRONIC
DOCUMENTS!

1. O6meH dneKkTpoHHbIMU pokymeHTamu/ Exchange of electronic

documents

1.1. Ans pab6oTbl B Cucteme MNonb3oBaTenb
CuctemMbl  Mcnonb3yeT MNPOrpamMMHO-TEXHUYECKNE

CpeacTBa,  ygoBneTBopsiolme  TpeboBaHMsM,

npmnBeaeHHbIM B Cnucke TEXHNYECKUX n
nporpaMMHbIX CpeacTs, H606XO,D,MMbIX ansa pa6OTbI

noacuctembl «<KnneHT» (nanee - Cnmcok).

1.1. For the purpose of working in the
System, a System User uses the hardware and
software which meet the requirements specified in
the List of Hardware and Software necessary for
operation of the Client subsystem
referred to as the List).

(hereinafter

1.2. B npouecce paboTtbl [onb3oBaTesb

Cuctembl BbinonHseT B Cucteme cnepyroume

gencreus:

o Peructpaums B Cucteme - dopmumpoBaHue

cneumanbHoro a4 «perncrpaums»,
nognucaHHoro 3MN KnueHTta (panee - 3MNK).
PaboTa B CcTeMe BO3MOXHa TO/IbKO Mocie
ycrnewHowm MK

NnpoBepKU cepBepoM

Cucrembl.
o Pabota ¢ 3, ucxogawmmu oT KnuneHTa,
npepnonaraet dopMMpoBaHue HOBbIX 3/ Ha

ocHoBe 3[, B Cuncteme wu

Ons

kaxgoro Tuna 3 B Cucteme wumeeTcs

MMeroLMXCs
NpesycMOTPEHHbIX B 3asiBNEHUMN.
COOTBETCTBYIOWAsA 3KpaHHas dopma. [ns

OOKYMeHTOB  «[lnaTexHoe  nopyyeHue»
BO3MOXeH wumMnopT B Cuctemy dannos

onpegeneHHoro BaHkoM

CTPYKTYpbI
nMeeTcsa Ha cepsepe baHka.

dopmara.

OnucaHue danna wmnopTa

1.2. In the course of operation, a System User
is obliged to perform the following actions within the
System:

o Registration in the System, which means
generation of a special Electronic Document
“Registration” signed by the Client’s
electronic signature (hereinafter referred to as
CES). It is only possible to work in the System
following successful authorization of CES by
the System server.

o Working with ED originated by the Client
implies generation of new EDs on the basis of
EDs stored in the System and specified in the
Application. With regard to each type of ED a
relevant display form exists in the System.
With regard to Payment Orderdocuments it is
possible to import in the System files of the
format determined by the Bank. A description
of the structure of file import is available on
the server of the Bank.

" HacTosiwas MIHCTpyKUuMsa onpenensieT nopsaaok B3ammoneinctens CTOPOH Npu UCNoib3oBaHuM KnmeHTomM noacnctemMsl

«NKB».
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o [pocTaBneHune ansa kaxgoro 3/ ogHon unu
Heckonbkmx 3IMK. Konunyectso 3IMK pgnsa
Kaxgoro Tuna 3/ onpegeneHo B 3asBAEHUN.
Mocne
HeobxoaumbiMu  IMNK B COOTBETCTBUMU C
3asBNeHNEM NpoOUCXOANT aBTOMaTU4yecKas
nepecoblnika 3 B baHK gns ncnonHeHus.

noanucaHus 24 BCEMU

o [lMpocmoTp, ne4yaTb, coxpaHeHue B daiin
noctynuswmnx u3 banka 3.

o Bbixog n3s Cucremsl.

o Provision of one or several CESs for each ED.
The number of CESs for each type of ED is
specified in the Application. Following the
signing of ED by all necessary CESs in
compliance with the Application, ED is
automatically remitted to the Bank for

execution.

o Viewing, printing, storing and filing of EDs
which arrive from the Bank.

o Logging out of the System.

1.3. Mpouepypa obpaboTkn 3[ cepBepom

CrCTeMbI MPOUCXOANT CeaytoLwmM obpasom:
OKOHYaHuUM  dopmupoBaHus 3/

Monb3oBatenun Cuctembl npoctasnstoT MK B

o o

KONn4yecTBe, onpegeieHHOM B 3asiBNEHUN U
otnpasnsatoT 3/ B baHk.

o CepBep baHka nonyyaet 3[ n nposepseT
KOPPEKTHOCTb BCEX MMerLWMnXcs B Hem MK,

o OcHoBaHveMm pna npuHatua baHkom 3/,

nepegaHHoro KnueHtom no Cucteme,

ABNAETCA Hann4vune B Konn4yectee,

YyCTaHOB/EHHOM B COOTBETCTBUN d
3aaBneHuem, n KoppekTHocTb Bcex MK B 3.
Mpn NONOXUTENbHOM pe3yfibTaTe NPOBEPKU
cepBep baHka npocTaBnseT B [OKYMeHTe
OTMeTKy 0 BpemeHu npuema 3/ n 3 baHka
(nanee - 23NB),
nonyyeHnn baHkom 3/, M COXpaHsieT AaHHbIN
240 B Mpwn
pe3synbTaTe nposepkn 3IMNK 3MNb B 3 He

CBUAETENLCTBYIOWYO O

Cucteme. OTpULATENBHOM

npocTtaBndeTcq, KnuneHTt nony4vyaet

coobweHne 06 owmnbke  cpeacTBamu
Cuctembl. Kntoun npoBepKM 3/IEKTPOHHOM
noanucu baHKa M KOMMWM COOTBETCTBYHOLLMX

CepTndMKaTOB K/toYel pasmelialoTcs Ha

cepBepe cuctembl https://www.bankline.ru.
CepTudmkaTt Knroya NpoBEPKN 3/IEKTPOHHOM
nognucu baHka nopnucbiBaeTcs  TONMBKO
YNOTHOMOYEHHbIM NpefcTaBuTenem baHka.
Cpok pelictBus KomnnekTta knwouvel baHka

cocTaBnseT 5 nert.

1.3. The
processing by the System server is now in place:

following procedure for ED

o Following generation of ED by the System
User, CESs are fixed in the number specified in
the Application, and ED is then sent to the
Bank. The server of the Bank receives ED and
verifies all CESs contained in ED. Availability of
all CESs in the number determined by the
Application and authenticity of all CESs in ED
constitute the ground for the Bank to accept
ED communicated by the Client via the
System. In the event of a successful

verification, the server of the Bank puts a mark

in the document regarding the time of
acceptance of ED and ES of the Bank
referred to as BES),
confirms the Bank’s acceptance of ED. and

(hereinafter which
stores such ED in the System. In the event of a
negative result of verification of CES no BES is
fixed in ED, and the Client is given an
authorization error message via the System.
Keys of verification of the Bank’s electronic
signature and copies of relevant Key
Certificates are stored on the System Server at
https://www.bankline.ru.  The
authorization of the electronic signature of
the Bank is only signed by an authorized

representative of the Bank. The set of keys of

key of

the Bank is valid for five years.

n.1.3
npeactaBnsoT cobol

1.4. Tllpouepypbl, OMUCaHHble B
HacTosiwel MHCTpyKuuy,
€AMHBIV U HefleIMMBIN Ha YacCTW NPOLLECC NOyYeHUs

BaHkoMm 3[l, He MOryT 6bITb BbIMOJ/IHEHbI B APYrow

1.4. The procedures described in paragraph
1.3 of this Instruction constitute a single and
indivisible process of acceptance of EDs by the Bank
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https://www.bankline.ru/
https://www.bankline.ru/

nocnenoBaTe/ibHOCTU n paccMaTpmnBaTbCA

He3aBWCUMO pyr OT Apyra.

and may not be performed in another sequence and
may not be viewed separately from each other.

1.5.
KnueHtom B BaHK, eciv OH COXpaHeH B apxuBe

[OKyMeHT cyMTaeTcs nepefaHHbIM
NCXOAALWMX OOKYMeHTOB KnveHTa Ha cepBepe baHka.
KNMeHT MOXeT CoxpaHuTb Jobol  ucxoasawnii
JOKYMeHT B cain pAns BefeHWs COBCTBEHHOro
apxuBa. ®ann pomkeH copgepxatb MK, oTMeTKy 0
BpeMeHu npuema gokymeHTa baHkom 1 3MB. dannbl
C cepBepa baHka 1 n3 apxusa KnneHta MoryT 3atem
npu npouepype
pa3Hornacuin mexgy CtopoHamu.

MCNosib30BaTbCA pa3pelweHnsa

1.5.Adocumentis deemed to be delivered by
the Client to the Bank, if saved in the archive of the
Client’s documents on the Bank’s server. The Client is
entitled to save any outgoing document in a file with
a view to keep its own archive. The file is to carry CES,
a mark about the time of acceptance of the document
by the Bank and BES. Files stored on the Bank’s server
and in the Client’s archive may be subsequently used
in the course of dispute settlement between the
Parties.

1.6. MepepaHHbii KnveHTom B BaHk 3[ B
KaXfibli MOMEHT BpeMeHU UMeeT Ha cepBepe baHka
onpefeneHHbI CTaTyC C OTMETKOW BPEMEHU ero
nonyyerus. Ctatyc 3] usmeHsetca baHkom. KnueHT
MMeeT BO3MOXHOCTb MOCTOSIHHO MoflydaTbh Ha
cepBepe baHka nHdbopmaLmto 06 M3MeHeHMM cTaTyca
(B TOM umcne O BpPEMEHUM €ro U3MeHeHus)
nepepaHHoro B baHk 3. CepBep baHka npuceavsaet

nony4eHHbIM oT KnueHTta 3/ cnegytowme CTaTychbl:
Py6neBble NnaTexHble NOpPyYeHUs:
O nony4yeH 6aHKOM
O [OKYMEHT OTMpaB/ieH Ha UCMOJIHEHNE
o PaccynTtaHa komumcemnsa 3a PKO xx.xx.

o MpuHsATO nnn «obpaboTaHO C OLWIMOKOMN»
C YKasaHMeM MpUYUHBI, NO KOTOPO
[AOKYMEHT OTBEPrHYT;

o OTnpaBJ/ieH Ha BaftlOTHbIV KOHTPO/b
o BknwouyeH B pelic gns PKL,
o WcnonHeH
OcTanbHble TUMbI JOKYMEHTOB:
O nosy4yeH 6aHKOM

O [OOKYMEHT OTnpaBneH Ha UCNOJIHEHNE

o [puHaT K WCNONTHEH IO nnn
“o0bpaboTaHO C OWMNHBKON” C yKasaHueM
MPUYMHBI, NO  KOTOPOW  [JOKYMEHT
OTBEPrHYT;

o Peectp K pocnucu

o Peectp pacnucaH wmaAM YaCcTUYHO

pacnucaH B ciyvae YaCTUYHOW pocnmcu
o CoobLeHne oTNpaBaeHo B huaman

o [OKyMeHT  nojyd4yeH  COTPYAHMKOM

BaNNKOTHOIO KOHTPOA.

1.6. ED handed over by the Client to the Bank
at each point of time has a relevant status on the
Bank’s server with a note of time of its receipt. ED
status may be modified by the Bank. The Client enjoys
an opportunity to receive on a continuous basis
information from the Bank’s server concerning status
modification (including the time of its modification) of
the electronic document handed over to the Bank.
The server of the Bank assigns the following statuses
to electronic documents received from the Client:

Payment order in rubles:
o Accepted by the bank
o Document sent for execution

o Cash and settlement service fee charged
in the amount of xx.xx.

o Accepted or processed with error, with

indication of the reason underlying

rejection of the document;
o Sent to foreign exchange control

o Putonthedispatch list for delivery to cash
settlement center

o Settled
Other types of documents:
o Received by the Bank
o Document sent for execution

o Accepted for execution or processed with
error, with
underlying rejection of the document;

indication of the reason

o Register breakdown

o Register broken down or partially broken
down in the event of partial breakdown

o Message sent to subsidiary
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CTOpPOHbI MPW3HAKT, YTO HAAJEeXaLMM

yBegomneHnem baHkom KnveHTa o npueme K
a4 6yget
npucBoeHune baHkom 3] KnvneHTta ctaTyca “gOKyMeHT

WCMONHEHUIO KnneHTa ABNSATbCS
OTMNpaBfeH Ha WCMofHeHWe”, a npu pabote B
OenosutapHom wmogyne Cuctembl - MofyvyeHue
KnueHToM pokymeHTa Tuna «CTaTyc 06paboTKu
pacrnopsxeHus/3anpoca», B KOTOPOM YKasaHo, YTo
cTaTyc obpaboTkm cooTBeTcTBYOLWero 3 KnveHTta
«[IPUHATO K NCNONHEHUIO».

KnueHTa 06

BaHK nHdopmmpyet

ncnonHeHMn  Kaxpgoro 3  KnueHTa  nyTem

HanpaBneHus Knuenty COOTBETCTBYIOLLErO
yBeoM/IeHMs nocpeacTBoM CUCTEMBI.
MpumedvaHne: TlepeyeHb U

ctatycoB 3[l, npucBamBaembix cepBepoM baHka B

onuncaHune

[Jeno3utapHom wmogyne CucTembl, NpuBeAeHbl B
PYKOBOACTBE Nofib3oBaTens eno3ntapHoOro Mogyns
Cucrembl.

o Document accepted by foreign-exchange
control officer.

The Parties acknowledge that assigning of
the Client’s Document Sent for Execution status will
constitute the Bank’s appropriate notification of the
Client about acceptance of the Client’s document for
execution, and with regard to working in the
Depository Module of the System - receipt by the
Client of the document with the Status of Processing
of an Order/Request type which specifies that the
status of processing of a relevant ED of the Client is
Accepted for Execution.

The Bank notifies the Client about execution
of every ED of the Client by forwarding to the Client a
relevant notification via the System.

Note: The list and description of statuses of
EDs assigned by the Bank’s server in the Depository
Module of the System are given in the User Manual in
the Depository Module of the System.

1.7. Npu dopmupoBaHun 3 ans KnueHta
BaHk npocTtaBnsetr B Hem 3Mb. 3[ cuuTaetcs
nepegaHHbiM baHkom KnveHTy, ecniv OH nognucaH
3MB 1 BbINOXeEH Ha cepBep BaHKa, TO eCTb UMeeTCa B
cnuncke sxopawmnx 3 KnueHta Ha cepsepe BaHka.
KAneHT MoxeT coxpaHuTb nwboi  BXxogawmi
OOKYMeHT B ailn pns BefeHMs COBCTBEHHOro
apxuBa. dannbl apxuBa

MoryT 3aTem

MCNO/b30BATHLCS NPU Pa3peLleHn pasHorIacui.

1.7. When generating ED for the Client, the
Bank will fixits electronic signature in such document.
ED is deemed transmitted to the Client by the Bank, if
signed by BES and placed on the Bank’s server, i.e.
such ED is on the list of the Client’s incoming
electronic documents on the Bank’s server. The Client
may save any incoming document in a file for
maintaining its own archive. Archive files may
consequently be used in the course of dispute
settlement.

1.8. BaHK UKCMPYET 3NEKTPOHHbIE apXMBbI
nony4veHHoix oT KnueHnTta 3[, cogepxawmx MK n
JMB, n pocTtaBneHHbIX KnueHTy 3[, copepxaLymx
3MNB, 1 XpaHUT ux crnocobom, obecneynBatoLMM
KnueHTy gocTyn K gaHHbIM 3/ Ha cepBepe baHka.

1.8. The Bank will record the electronic
archives of electronic documents obtained from the
Client, which carry CESs and BESs and EDs delivered
to the Client which carry CESs and kept in a mode
which provides the Client with access to EDs with BES
on the Bank’s server.

1.9.
nposepku 3M CryptoManager.exe, yCTaHOB/IEHHON

KnveHT ¢ nomowbio nporpammbl

Ha MepcoHanbHOM KoMMbtoTepe, nmeet
BO3MOXHOCTb B /110601 MOMEHT BPEMEHM NPOBEPUTH
3N6 un 3MK ntoboro danna apxmea. BollweykasaHHas
nporpamma npoBepku 31 No3BOASET BbINOAHATH
npoBepKy (pa3gen 3 HacToswen

MHCprKLI,I/IM), pa3peweHHbIX ona Ncnosib3oBaHUA B

Tunos 3l

Cucrtewme.

1.9. Based on the use of CryptoManager.exe
verification program installed in PC, the Client may at
any point of time verify BES and CES fixed in any
archive file. The above ES verification software
provides for verifying ES types (section 3 of this
Instruction), allowed for use in the System.
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1.10. Mporpammy nposepku 3l
CryptoManager.exe MOXHO NOAy4nTb y pupmbl-
pa3paboTumnka Cuctembl — 3A0 «MHUCT» (JInueHsuns
®CB Poccum N2 12818H oT 16.04.2013),
3aperncTpupoBaHHoi no agpecy 115035, r. MockBa,
KocmopamunaHckas Hab., 0.40-42, cTp.3.

1.10.
software may be obtained from the manufacturer of
the System CJSC INIST (License issued by the Federal
Security Service (FSB) of Russia No.12818N on April 16,
2013) registered at 115035, Moscow, 40-42 bldg 3
Kosmadamianskaya embankment.

CryptoManager.exe ES verification

2. Mopagok nonyyeHus, 3amMeHbl U XpaHeHus knruen/ Procedure for
receiving, replacing and storaging of keys

2.1. Onsa
CreHepupoBaHHbIX Aasi paboTbl Ha MepcoHanbHOM

KomnnekTtos Kntoyen,

KoOMMNbloTEpe KnneHTamu, OTHOCALWMMUCA K

KOpNopaTUBHOMY CETMEHTY:

2.1. With regard to sets of keys generated for
operation of PCs by business segment Clients:

2.1.1.  KnueHTt reHepupoBaTb

KoMnneKkTbl Knto4vel ceoux Monb3oBaTenen Cuctembl

MOXeT

COTNAcHO 3asiBNEHMIO C MOMOLLbK MPOrpamMMHBbIX
CpeacTs, USB-
TOKEHax C WCMONb30BaHMEM CBOUX TEXHUYECKUX

npefocTaBfieHHbIX BaHKoM, Ha

cpencTs.

2.1.1. The Client may generate sets of keys for
its System Users on the basis of an Application with
use of the software provided by the Bank, on USB
tokens on the basis of its own technical facilities.

2.1.2. NepBbili Kntoy NpoBEpKM 3NEKTPOHHOM

noanucu  Kaxgoro  lMonb3oBatens  Cuctembl

pernctpupyetcs BaHkom Ha OCHOBaHMUKU
nognucaHHoro CtopoHamu CepTudukata Kwya,

odopMIEHHOTO Ha ByMaXKHOM HocuTeNe.

2.1.2. The first Electronic
verification key of each System User shall be
registered by the Bank on the basis of the Key

Certificate signed by the Parties and executed in hard
copy.

Signature

2.1.3.
npoBepPKn 3ﬂeKTpOHHOIZ noanncn perncTpupyetca

Btopon u nocnegpytowmin - Kntoun
BaHKOM Ha OCHOBaHWK MoAnMcaHHoro CTopoHamu

CepTudukaTta Kntoya, 0YOPMIEHHOIO Ha BYMaXHOM

HoCcuTeNe, WAM Ha OCHOBAHWUW 3NEKTPOHHOro
3anpoca Ha Bblgady CepTudvkata  Kwoua,
nognMcaHHoro AencTByoLLen Ha MOMEHT

nognmncaHuna 3J'IEKTp0HHOI\/‘I nognncbro MNonb3oBaTens

CucTtembl, ABNSAOLLErOCS €AVHONYHBIM

NCNOMHUTENbHBIM opraHom Knunenta 7
HanpasneHHoro B baHk c ucnosnb3osaHnem CUCTeMbI.
Mpwn 3ToM, BaHK Bnpase 3anpawwuBaTtb, a KnueHT
ob6s3aH no 3anpocy baHka npegocTaBnATh B baHK
[BOKYMEHTbI (B BUAE NMOASNHHUKOB UM HaANeXallumM

06pa3oM 3aBepeHHbIX KoMuil), MoATBepXAatLlme

nonHomounss Monb3oBatens, B TOM  4ucne
ABNAOWMMACS  eQUHONUYHBIM  UCMOMHUTENbHbIM
OpraHom.

2.1.3. The second and subsequent Electronic
Signature verification keys shall be registered by the
Bank on the basis of the Key Certificate signed by the
Parties executed in hard copy, or on the basis of a
request for release of the Key Certificate to be signed
by the System User’s electronic signature effective at
the date of signing, which System User acts as a sole
executive body of the Client, and thereafter to be sent
to the Bank via the System. In such case the Bank shall
be entitled to request, and the Client shall be obliged
pursuant to such request to submit documents to the
Bank (in the form of the originals or duly certified
copies thereof), which confirm the powers of the User,
including those of the sole executive body.
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2.1.4. Cpok pencteus Komnnekta Kntoyen
yka3biBaeTcsi B CepTudmkaTte kaoda. Cpok gencTeums
KoMmnnekTa Kito4yeld He MOXeT MpeBblllaTb CPOK
pencTeus nonHomouumii Monb3oBatens Cuctembl B
COOTBETCTBUM C AOKYMEHTaMU, NOATBEPKAAOLWMMU
€ro nosiHoMouus.

B cnyyae ecnn wucxopga wm3

npeacTaB€HHbIX KnneHTom OOKYMEHTOB He
npeanctaBndaeTca  BO3MOXHbIM  YCTAHOBUTb  CPOK
ﬂ,el\/’lCTBMFI nonHomoumn [lonb3oBaTens Cucrembl,

CpOK pencTBusi KoMMjieKTa KIYehn He MOXeT

npeBbilLaTh Tpex ner. Jo ncTeveHns
YCTaHOB/IEHHOTO Cpoka KnueHT o6s3aH
WHULUMUPOBaTb Mpoueaypy CMeHbl KomniekToB

Kntoyei. Mo 3asBneHunio KnneHTta, HanpasieHHOMY B
BaHk B npousBosibHOW hopme cpegcTBamMm CucTeMbI
[0 OKOHYaHMA CpoKa AeicTeusa KoMniekTta Knoven,
€ro fencTene MoXeT 6blTb NPOANEHO Ha CPOK He
6onee 3 MecsaueB. Mo wuHUUMatTmBe KnuneHTa
KoMnnieKT Kntoyelt MoXeT 6biTb 3aMeHeH B /iobol
MOMEHT ero gencTus. Kaxabii HoBbin CepTudmkar
KMtoYa, nognucaHHbii CTopoHamm, aBToMaTUYeCKU
oTMeHsieT gencTtBue CepTudukata Kaw4va JaHHOro

Monb3oBaTtens CUCTeMbI, BbINYLLEHHOTO paHee.

2.1.4. The period of validity of the set of keys
is specified in the Key Certificate. The said period may
not exceed the term of authority of a System User
pursuant to the documents which confirm his/her
authority. In cases where based on the documents
provided by the Client it is deemed impossible to
determine the term of effect of the System User’s
authority, the period of validity of ¢ set of keys may
not exceed three years. Prior to expiration of the
established period, the Client is obliged to initiate the
procedure of replacement of sets of keys. Based on
the Client’s application submitted to the Bank in a
free format via the System facilities prior to expiration
of the term of validity of a set of keys its effect may be
extended for a term not exceeding three months. At
the initiative of the Client, a set of keys may be
replaced at any point of time of its effect. Each new
key certificate signed by the Parties will automatically
supersede the effect of the previously issued key
certificate of a particular System User.

2.1.5. OdopmneHHble €O CTOpOHbI BaHKa
Ceptudukatol kntoven KnuenTta Bpydatotca YK
nmbo  HanpaensitoTcs  KAMeHTY  MoCpepcTBOM
NMoYTOBOW CBA3M MO agpecy KnueHTa, ykazaHHOMY B
[JoroBope.  CepTuduKaTbl  KIOYEN  LOSKHbI
XpaHUTbCA Y Kaxaoi n3 CTOPOH He MeHee NATU neT

nocne OKOH4YaHuA NX CpOKa [J,GVICTBI/IFL

2.1.5. The Client’s key certificates generated
by the Bank are to be handed to ARC, or mailed to the
Client’s address specified in the Agreement. Key
certificates are to be kept by each of the Parties for not
less than five years following expiration of the term of
their validity.

2.1.6. [pu noOCTYynneHUn 3NeKTPOHHOro
3anpoca Ha Bblgayy CepTudwmkata  Kawoua,
NoAnnCcaHHoOro AencTByoLLen Ha MOMEHT

nognmncaHuma 3J'IEKTp0HHOI\/‘I nognncbro MNonb3oBaTens

Cnctembl, BbaHk HanpasnseT Knnenty ¢

ncnonb3oBaHneMm Cuctembl CepTuduKkaTt Kitova,

NMOAMNMCaHHbIN 3/1eKTPOHHOW MOANMUCHIO
YyNOSIHOMOYEHHOTO NpefcTaBuTens baHka. Mpu 3Tom
KnueHT BnpaBe o06paTuTbcs B BaHK ¢ Uenblo
nonyyeHuss konum CepTudumkate Kiwoya Ha
OyMaXXHOM HoOcCUTene, 3aBepeHHoOW BaHKoOM Kak

YOOCTOBEPSIOLLUM LIEHTPOM.

2.1.6. Upon arrival of an electronic request
for issuance of a Key Certificate signed by the System
User’s Electronic Signature effective at the date of
signing, the Bank shall send via the System the Key
Certificate signed by the electronic signature of an
authorized representative of the Bank. In such case
the Client is entitled to apply to the Bank for a hard
copy of the Key Certificate certified by the Bank as a
certification center.

2.1.7. B cnyyae nHdopmupoBaHus BaHkom
KnueHta B CucteMe 0 HEO6XOANMOCTUN OCYLLECTBUTD
3ameHy USB-TOKeHa COOTBeTCTBYHLErO
KnueHT 0653aH ocywecTBmUTb 3aMeHy USB-TokeHa. C

Tvna,

MOMeHTa WHdopMupoBaHus BaHkom KnueHTa B

2.1.7. In case the Bank notifies the Client via
the System about the need to replace a USB token of
a relevant type, the Client is obliged to replace the
USB token. As from the date of such notification, no
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CuctemMe 0 HEO6GXOQMMOCTM OCYLLECTBUTbH 3aMeHy
USB-TOKeHa, reHepauus KOMMIEKTOB K/Yen ¢
nomowbio USB-TOKeHa, nognexalwero 3ameHe, He
ocyuecTBasieTcs.

key sets may be generated with the help of the USB
token subject to replacement.

2.2, Onsa
CreHepupoBaHHbIX afs paboTbl Ha lMepcoHanbHOM
KoMnbloTepe KnneHTaMu, OTHOCALMMACS K CerMEHTY

KomnnekToB Kntoyen,

npegnpvHumaTene:

2.2. With regard to the key sets generated for
operation of PCs by business segment Clients:

2.2.1. KnueHTt reHepupoBaTb

KoMmnnekTbl Knto4yel ceonx Monb3oBaTtenent Cuctemsl

MOXeT

COrfacHo 3asiB/IEHWI0 C TMOMOLLbI MPOrPaMMHBbIX
USB-
MHbopMaLmm
(KecTKMI pUCK, CbeMHble HocuTenn (dhneww-namsTb,
BHEWHUI BUHYECTep) M T.M.) C UCMNONb30BaHWEM

CpeacTs,
TOKeHax

npefocTaB/ieHHbIX BaHkoM, Ha

nnn MHBIX HOCUTenax

CBOUX TEXHUYECKNX CPeacTB.

2.2.1. The Client may generate sets of keys for
its System Users based on the Application with the
help of the software provided by the Bank, on USB
tokens or other information media (hard disks,
removable media (flash disks, external hard disks),
etc.) with use of its own technical facilities.

2.2.2. MepBblil KNto4 NpOBEPKN 3/1IEKTPOHHOM

noanucu KaXxgoro MNonb3oBaTens Cucrembl

perucTpupyeTtcs BaHkoM Ha

nognucaHHoro CtopoHamu CepTudukata Kawya,

OCHOBaHUN

oopMIeHHOro Ha ByMaXKHOM HocuTene.

2.2.2. The first ES verification key of each
System User is to be registered by the Bank on the
basis of the key certificate signed by the Parties and
executed in a hard copy.

2.2.3. Btopoii u nocnepytowmii  Knoum

NMPOBEPKM 3/1IEKTPOHHON MOAMUCU PErUCTpUpyeTCs
BaHKOM Ha ocHoBaHMM nognucaHHoro CTopoHamu
CepTudmkaTta Kno4a, opopMAEHHOro Ha ByMaXKHOM

HocuTene, wWAM Ha OCHOBAHMW  3NE€KTPOHHOro

3anpoca Ha Bblgayy CepTudukaTa  KI0Ya,

noAnMcaHHoro AencTBytoLLen Ha MOMEHT

noanMcaHus 3aNeKTPOHHOW nognucbio MNonb3oBaTens

Cuctemsl, n HanpaB/ae€HHOro B BaHk C

ucrnonb3oBaHMeM CucteMbl. YKa3saHHbIN  3anpoc

TaKXe MOXeT 6bITb NOAMMCAH MPOCTON 3N1EKTPOHHOM

noanuchbHo Monb3oBaTtens Cnctemsl,

chopMMpPOBaHHON Ha OCHOBAHUW MpPeabSBAEHHOIO
KnueHTtoM SMS-kofa, paHee HanpasBneHHOro baHkom

Ha HOMep Tened)OHa paHHoro [lonb3oBaTens

CucTeMbl, YyKasaHHbIW B 3asBieHun  u/uam

npepocTaBfeHHbIn baHky MNMonb3oBaTenem Cuctembl

B npouecce  obcnyxuBaHus B CucTeme.
Monb3oBatens  Cuctembl  JomkeH  obnagatb
MoSIHOMOYMAMM  Ha  HanpaeieHve B baHk

COOTBETCTBYIOLWEro 3/1IEKTPOHHOrO 3anpoca. [lpu
ncnonb3oBaHuy KnmeHtom CucTeMbl MpU Hannyum
OTKPbLITOrO pacyeTHOro cyeTa MOAMUCH TaKOro
Monb3oBaTesis AOMKHA ObITh BKIKOYEHA B KAPTOUKY C
OTTUCKa  nevyaTen,

obpasuamu  nognucer u

2.2.3. The second and subsequent ES
verification keys are to be registered by the Bank on
the basis of the key certificate signed by the Parties
and executed in a hard copy, or on the basis of an
electronic application for issuance of a key certificate
signed by an electronic signature of the System User
effective as at the date of signing by the System Users
of ES and forwarded to the Bank via the System. The
above application may also be signed by a System
User’s basic electronic signature generated on the
basis of the SMS code previously sent by the Bank to
the telephone number of such System User specified
in the Application and/or provided by the System User
to the Bank in the course of service in the System. A
System User is to be authorized to send to the Bank a
relevant electronic request. In case where the Client
uses the System in in conjunction with a current
account, the signature of such User is be recorded in
the banking sample signatures and seal card which
are attached to the Client’s account serviced within
the framework of the Agreement, if such card is in
place. In such case the Bank has the right to request,
and the Client is obliged following the Bank’s request,
to submit to the Bank the documents (in the form of
originals or duly certified copies), which confirm the
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LEeNCTBYOWEN K cueTy KnneHTa, ob6cnyxrBaemomy B
pamkax [oroBopa, B ciyyae ee odopmneHus. Mpwu
3ToM, baHK BnpaBe 3anpawnBaTb, a KnneHT obs3aH
no 3anpocy baHka npegocTaBnsATb B baHK JOKYMEHTbI
(B BUOE MOAJIMHHMKOB WM Hagnexawum obpasom
3aBEPEHHbIX Konuit), nogTeepxgatoLime
nonHomo4unsa losnb3oBaTens No HanpasneHuo B baHk
3N1EeKTPOHHOro 3anpoca Ha Bblgavy CepTudwukata

K/to4a.

User’s authority to forward to the Bank an electronic
request for issuance of a key certificate.

2.2.4. Cpok pencteus Komnnekta Kntoyen
onpepensetca  baHKOM 1 yKa3biBaeTcs B
CepTudmkate knw4a. Cpok geincteus KomnnekTa
K/MoYe He MOXeT MpeBblWaTb CPOK [elCTBUS
NMOAHOMOYUIA Monb3oBaTtens Cuctemsl B
COOTBETCTBMU C AOKYMEHTaMu, NOATBEPKAAOLWNMN
ero nonHomouusa. B cnyvae, ecnn wucxops wu3

npeAacTaB/IEHHbIX KnneHTom OOKYMEHTOB HE

npeacTaBndeTca  BO3MOXHbIM  YCTAaHOBUTb  CPOK

genctema nonHomoumnin Monb3osaTens Cuctembl,

CPOK pgencTBusi KoMnnekTa KoYel He MOXeT
npeebiWwaThb Tpex ner. Jo ncTeveHus
YCTAaHOB/IEHHOIO  CpPOKa  AelcTBus  KomniekTa

Kntoyen KnueHT obs3aH MHMLMMPOBATL Mpouegypy

cMeHbl  KomnnektoB Kawdeil. [Mpu  3ToMm, fo
OKOHYaHMS CpoKa pencTeusi Komniekra Knwouewn
KnueHT MOXeT NpoanTb ero JelCTBME Ha CPOK He
6osiee 3 (Tpex) MecsiLeB, HanpaBuB B baHK 3asiBneHne
nocpegcteammn Cuctembl. Mo MHuUMaTmMBe KnmneHTa
KoMnnieKT Kntoyel MoxeT 6biTb 3aMeHeH B ilobol
MOMEHT ero geicTus. Kaxabli HoBbin CepTudmkar
KoYa, MOAMMCaHHbIN BaHKOM, aBTOMaTU4YecKu
oTMeHsieT aenctBue CepTudukaTa Kiya AaHHOro

Monb3oBaTtens CUCTeMbI, BbINYLLEHHOIO paHee.

2.2.4. The term of validity of a set of keys is to
be determined by the Bank and specified in the key
certificate. The said term may not exceed the period
of validity of the authority of a System User in
accordance with the documents which confirm the
User’s authority. In cases where it is deemed
impossible to identify the term of validity of the
System User’s authority, the term of effect of a set of
keys may not exceed three years. Prior to expiration of
the established term of a set of keys the Client is
obliged to initiate the procedure of substitution of a
set of keys. Insuch case, prior to expiration of the term
of validity of a set of keys the Client may extend the
term of not more than 3 (three) months by forwarding
to the Bank a relevant application via the System. At
the initiative of the Client, a set of keys may be
replaced at any point of time of its effect. Each new
key certificate signed by the Bank automatically
supersedes the effect of the previously issued key
certificate of a particur System User.

2.2.5. OdopmneHHble €O CTOpPOHbI baHka

Ceptudukatol knwden KnveHTa Ha OyMaxHbIX
HoCuTensx Bpy4atoTCs YNOJ/IHOMOYEHHOMY
npegcrtasutento  KnueHta nvbo HampasasioTcs

KnueHTy nocpefacTBOM MOYTOBOM CBA3M MO agpecy
KnueHTa, ykasaHHomy B [oroBope. CepTudukaTthl
K/KOYEN AOMKHbI XPAaHUTBLCS Y Kaxaoi n3 CTOPOH He

MeHee nNATKh NeT nocne OKOHYaHuA WunxX CpoKa

2.2.5. The Client’s key certificates executed
by the Bank in hard copies are to be handed to an
authorized representative of the Client, or mailed to
the Client’s address specified in the Agreement. The
Parties are obliged to keep key certificates for not less
than five years following expiration of their validity.

pencTeus.

2.2.6. Mpu NOCTYNNEHUN 3SNEKTPOHHOIO 2.2.6. Upon arrival of an electronic
3anpoca Ha Bbligayy CepTtudwmkata  knawua, | application for issuance of a key certificate signed by
NMoAMMCaHHOIO  AeNcTByloLWEN Ha MoMeHT | the System User’s electronic signature effective as at

noanncaHua 3J'IEKTpOHHOI\/'I nognuceto Monb3osartens

Cucremsl, baHk Hanpasnser Knnenty ¢

the date of signing, the Bank is to send to the Client
via the System a key certificate with an electronic
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ucnonb3oBaHvem Cuctembl CepTudurkaT Kaoua,

NMOAMNMCaHHbIN 3/1eKTPOHHOW NoANUCHIO
YNONHOMOYEHHOro NpeacTaBnTens baxka. Mpu aTom
KnueHT BnpaBe o06paTuTbcs B BaHk C Uenblo
nonyyeHuss konum CepTudmkata Kio4Ya Ha
6yMaKHOM HocuTene, 3aBepeHHoON baHkoM kak

YOOCTOBEPSIOLLUM LIEHTPOM.

signature of an authorized representative of the Bank.
In such case the Client has the right to request to the
Bank to issue a hard copy of the key certificate
certified by the Bank acting as a certification
authority.

2.2.7. B cnyyae nHdopmupoBaHus BaHkoM
KnueHta B CucTemMe O npeKkpaleHun [encTBus

umetoLlerocs y Knunenta USB-TokeHa
COOTBETCTBYWOWEro  Tuna,  KnveHT  posmkeH
OCYyLIeCTBMTb  Npoueaypy CMeHbl  KomniekToB

Kntoyen ceonx Monb3sosateneit CUCTEMDI:

o MyTem reHepupoBaHus KOMNIEKTOB KoYel
cBoux lMonb3oBaTtesien CUCTEMbI HA UHbBIX HOCUTENAX
MHdopMaumm (KeCTKUIN AUCK, CbeMHble HOCUTEeNu
(bnew-namaTb, BHEWHWI BUHYeCTep) M T.N.) C
MCMOb30BaHNEM CBOUX TEXHUYECKUX CPEACTB, NMbo

® MyTeM OcCyLLecTB/IeHNs 3aMeHbl USB-TokeHa,
nocpeacTsom obpalleHuns B nogpasgeneHve baHka.

2.2.7.Inthe event that the Client is notified by
the Bank about termination of the effect of the
Client’s USB token of a relevant type, the Client is
obliged to perform the procedure of replacement of
the sets of keys of its System Users:

e By way of generating sets of keys of its
System Users on other media (hard disks, removable
media (flash disks, external hard disks), etc.) with use
of its own technical facilities, or

*By way of replacing a USB token following a
relevant request to the Bank.

2.3. ana KomnnekTa Kntoyen,
CreHepupoBaHHOIrO  NOCPeAcTBOM  MobusibHOro
NPUNOXEHNS:

2.3. With regard to the set of keys generated
with the help of a mobile application:

2.3.1. MNonb3oBaTesNb BpaBe reHepupoBaThb
KomnnekT kntoyeit ans MobunbHOro NpuaoXeHus ¢

NMOMOLLbIO MporpaMMHbIX cpeacTs,
npeaoCcTaBNeHHbIX BaHKoM, npw Hann4mm
LENCTBYIOLLENO KomnnekTa Kntoven,

CreHepupoBaHHOro A paboTbl Ha MepcoHabHOM
KoMMbloTepe.

2.3.1. The User has theright to generate a set
of keys for a mobile application with the help of the
software provided by the Bank in the existence of an
effective set of keys generated for working on PC.

2.3.2. Cpok pevictBus KomnnekTa Kitoden
yKa3blBaeTcs B CepTudmkaTe katoda. Cpok gencTeums
KomnnekTa K/toYen, CreHeprpoBaHHOIo
nocpeacTsoM Mo6UABHOIO MPUNOXKEHUS, HE MOXET
npeBbllaTh CPOK [AeNCTBUS KoMniekTa Kituyen
Monb3oBaTensi, CreHepMpoBaHHOro Aas paboTbl Ha
MNepcoHanbHOM

KOMMNbHKOTEPE. ,U,O ncreveHns

YCTaHOBJ/IEHHOTO CpoKa KnueHT o6s3aH

npoueaypy
Kaxpgbli  HOBbIN

MHUUMmMpoBaTb cMeHbl  KomnnekTtoB

K/0Yen. Ceptudukar knwoua,

NMOAMNMCAHHbIN CTopoHamu, aBTOMaTUYeECKU
oTMeHsieT peiicTBrne CepTudurkaTa KioYa JaHHOMO

Monb3oBaTtens Cuctemsbl, BbINyLLEHHOrO paHee.

2.3.2. The term of validity of a set of keys is
specified in the key certificate. The term of validity of
a set of keys generated with the use of a mobile
application may not exceed the term of validity of the
User’s set of keys generated for working on PC. Prior
to expiration of the established period, the Client is
obliged to initiate the procedure of replacement of a
set of keys. Each new key certificate signed by the
Parties will automatically supersede the effect of the
previously issued key certificate of such System User.

2.3.3. Cratyc 30 MNonb3oBatensa Cuctemsl,
CreHepupoBaHHON nocpeacTBoM KoMmmniekTa Kitoyen

2.3.3. The status of ES of a System User
generated with the use of a set of keys for a mobile
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ans MobunbHoro

Cratycy 3l MNonb3oBatens CucTeMbl, YKa3aHHOMY B

NPUNOXEHNS, COOTBETCTBYET
3asBneHuun, npu reHepauun Komnnekrta knoyen Ha
USB-TOKEHax MM WHbIX HOCMTensx WHdbopmaumm
(KecTKuiA pUCK, CbeMHble HocuTenu (dnew-naMaTb,
BHELWHWI BUHYECTep) 1 T.N.)

application corresponds to the status of the
electronic signature of a System User specified in the
Application upon generation of a set of keys on USB
tokens or other media (hard disks, removable media
(flash disks, external hard disks), etc.).

2.3.4. Ob6sA3aTenbHass 3aMeHa Komnnekra
K/tOYElN MPOBOAUTCS B CIEAYIOLLMNX ClTyYasiX:
® UCTEK CPOK AencTBMA KOMMNEKTa KtoYel;
e npou3sowia KomnpomeTaLms KioYen.

2.3.4.Itisrequired to replace a set of keysin the
following cases:

e The term of validity of a set of keys has
expired;

e The keys have been compromised.

2.4. B cnyvae KnneHTom

MNonb3oBaTensa Cuctembl Npasa nognucbiBatb 3 3]

nnueHna

COOTBETCTBYIOWME KOMMIEKTbI KoYel BbIBOASATCSA
13 feiCTBUS HA OCHOBAHMM MUCbMEHHOTO 3asiBleHUS
34 dbopmara,
HanpasneHHoro B BaHk nocpepctBoM CucTeMbl U

Knuenta  unm cBoboAHOro

noanmMCaHHOro ynos1HOMO4Y€HHbIM NTNLOM KnneHTa.

2.4. In case the Client denies a System User
the right to sign an electronic document with ES the
relevant key sets are be disabled pursuant to a written
application of the Client or an electronic document of
a free format sent to the Bank via the System and
signed by an authorized representative of the Client.

2.5.
CepTndUKAT KoY B CNEAYIOWMX CyYasiX:

BaHk BMNpaBe AQHHYNMPOBATb

e He  TMOATBEPXAEHO, 4YTO  Bnapgenely

CepTuduKaTa K1toYa BnafeeT KNHUYOM 3EKTPOHHON

nognucu, COOTBETCTBYHOLWMM KUY TMPOBEPKU
3/1eKTPOHHOW  MOAMUCK, YKAa3aHHOMY B TaKOM
cepTudmKarTe;

® YCTAHOB/IEHO, 4TO  COAepXaluincs B
CepTudukate ko4 npoBepku 3 yxe cogepx mnTcs B
MHOM paHee co3gaHHoM CepTudurkaTe KoYa;

e BCTYNWJIO B CUNY peLleHne Cyaa, KOTOpbIM, B
4aCTHOCTU, yCTaHOBeHO, 4YTo CepTudukaTt katoya
COflePXUT HEeAOCTOBEPHYIO MHbOPMaLUIO.

WHdopmMauus o npeKkpaweHun [encTBus
CepTudmkaTta BaHkom B

COOTBETCTBYHOLWMN peecTp cepTUdMKATOB B CPOK,

KAK4Ya BHOCUTCA

YCTaHOB/IEHHbI AeACTBYIOLMM 3aKOHO4ATENbCTBOM
Poccuiickoin depepaymn.

2.5. The Bank has the right to revoke a key
certificate in the following cases:

e There is no confirmation that a certificate
holder possesses the ES key which corresponds to the
ES verification key specified in such certificate;

o It is established that the ES verification key
specified in the certificate already exists in another
previously generated key certificate;

e A court decision came into effect, which in
particular established that the key certificate contains
unreliable information.

The Bank records information concerning
revocation of a key certificate in a relevant certificate
register within the term established by the applicable
law of the Russian Federation.

3. O6ecneyeHue 6e30NacHOCTU NpoLeaypbl 06MeHa AOKYMeHTaMu/
Maintenance of security of document exchange procedure

3.1. be3onacHocTb 0bMeHa 3/ gocTuraetcs
3a CYeT NPUMEHeHUs cneayLWwmnx CpeacTs:

3.1. Security of ED exchange is ensured via
use of the following facilities:

3.1.1. ina NMepcoHanbHOro KoMMbTEPA:

3.1.1. With regard to personal computers:
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CpeacTtBo  KpunTorpaduyeckon 3awuThl
nHdopmaumm (CK3W) Ha 6asze [porpaMmHoOro
Komnnekca «bukpunT 5.0.» (BapMaHT UCMONHEHNUS 2),
pa3spaboTaHHoro 000 ®dupma «MHboKpunT»
(cepTudmkat cootBetcTBus GCb PP Cd/114-3021 ot
30 pekabps 2016 roga). KnveHT, oTHOCAWMACA K
CerMeHTy npeanpuHnUMaTenei, MMeeT NPaBo BMECTO
USB-TOKeHOB u1cCMnonb3oBaTbh Aas XpaHeHus Knrwoya
3N1EKTPOHHOWN nognucu UHble HocuTenu
MHdOopMaUMM (KECTKMIN OUCK, CbEMHble HOCUTENU
(onTnyeckne  pgucku, dnew-namaTb, BHEWHUN
BMHYecTep) U T.M.). KnneHT yBegoMneH baHKOM 0 ToM,
4YTO ucnonb3oBaHne BMecTO USB-TOKEHOB MHbIX
HocuTene uHGOPMaUUM CYLECTBEHHO CHMXaeT
ypoBeHb 6€30MacHOCTM Npu 06MeHe 3/] M NONHOCTbIO
OCO3HaeT BO3HUKALMe MPU 3TOM pUCKU. BaHK He
peKoMeHAyeT WCMOoNb30BaHWE JO6bIX HOCUTenen

MHdopMaumm 3a ncknroveHneMm USB-TOKEHOB.

Ncnonb3oBaHuem CK3W «KpuntoTokeH 3l
2» B cocTaBe USB-TokeHoB JaCarta NOCT/JaCarta-2
FOCT, paspaboTaHHbix 3A0 «AnnaguH P.O.»
(cepTndukat cootBeTcTBUS DCB Poccum Ne Cd/124-
3473071 10.08.2018 1 1 Ne Cd/124 - 3502 o1 11.09.2018
r.). Knwouy 37eKTpOHHOW MOAMWCUM HUKOrga He
NMOKUJaeT BHYTPEHHeW 3awuieHHon namsatu USB-
TOKeHa. leHepauums 1 xpaHeHne Kntoya 31eKTPoHHON
noanucu, a TaKKe MOANUCAHNE [OKYMEHTOB
NPOV3BOAMUTCS BO BHYTPEHHENW 3aLULLEHHON NaMsTh
USB-TokeHa. [locTyn k Kntouy 3neKTpoHHON nognucu
ocylecTBasieTcs ¢

MCNnosib30BaHNeM napond.

KnuneHT, OTHOCAWMNCS K CErMeHTy
npeanpvHumaTteneil, umeetT npaBo BMecTo USB-
Kntova

TOKEHOB MCNONb30BaTb [fAA4 XpaHeHUA

3N1eKTPOHHOW nognucu UHble HocuTenu
MHdopMaumMm (KeCTKUI OUCK, CbEeMHble HOCUTEeNu
(bnew-namsTh, BHELWHWI BUHYECTEP) U T.M.). KnueHT
yBefoMieH BaHkoM O TOM, 4YTO MCMONb30BaHWE
BMecTo USB-TOKEHOB MHbIX HOCUTeNel nHdopmaLlmm
CYLLEeCTBEHHO CHMXaeT ypoBeHb 6e30macHOCTU Npu
obMeHe I M MONHOCTBbI OCO3HAET BO3HUKALMeE
npu 3ToM puckn. bBaHk He  pekomeHayeT
MCNonb3oBaHWe NMobbix HocuTene nHgopmaumm 3a

ncknyeHnem USB-TOKeHOB.

LWndpoBaHusa [AHHbIX B

TeIeKOMMYHUKaLMOHHbIX KaHanax C
ncnonb3osaHnem CK3U Kpuntollpo CSP Bepcun 4.0 n

BbilLe. Ans 3aluUThI AAHHbIX oT

Cryptographic  information  protection
facilities (CIPFs) on the basis of the software solution
Bicrypt 5.0. (version 2) developed by InfoCrypt LLC
(certificate of conformity issued by the Federal
Security Service (FSB) of the Russian Federation (FSB)
No. SF/114-3021 oof December 30, 2016). For the
purpose of safe-keeping electronic signature keys, a
business segment Client is entitled to use information
media instead of USB tokens (hard discs, removable
media (optical discs, flash memory, external hard
discs), etc.). The Client is notified by the Bank that
utilization of other information media in lieu of USB
tokens significantly reduces the level of security in the
course of ED exchange, and therefore is fully aware of
resulting risks. The Bank recommends to abstain from
using any information media other than USB tokens.

Utilization of CIPF Cryptotoken ES 2 in
conjunction with USB tokens JaCarta GOST/JaCarta-
2 GOST developed by CJSC Alladin R.D. (certificate of
conformity issued by the Federal Security Service
(FSB) of the Russian Federation (FSB) No. SF/124-3473
of August 10,2018 and SF/124 - 3502 of September 11,
2018). An electronic signature key is never detached
from the internal protected memory of a USB token.
ES keys are generated and signing of documents is
performed inside the internal protected memory of a
USB token. Access to ES key is obtained with use of a
password. A business segment Client has the right to
use other information media in lieu of USB tokens
when safe-keeping ES keys (hard discs, removable
media (flash memory, external hard discs), etc.). The
Client is notified by the Bank that utilization of other
information media in lieu of USB token seriously
affects the level of security in the course of ED
exchange, and is fully aware of resulting risks. The
Bank recommends to abstain from using any
information media other than USB tokens.

Data encryption in telecommunication
channels with use of CIPF CryptoPro CSP of version
4.0 and higher. With a view to protect data from
unauthorized access in telecommunication channels,
protocol Transport Layer Security (TLS v. 1.2, RFC

2246 and above 3) is recommended for use.

Certification of appurtenance of the System
server of PJSC ROSBANK with the help of a certificate
issued to PJSC ROSBANK by the Certification
Authority of CRYPTO-PRO LLC.

3 It is recommended to use version TLSv.1.2.
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HECaHKUMOHNPOBAHHOIO aoctyna B

TENEeKOMMYHMKALMOHHbBIX KaHanax WCnonb3yeTtcs
npotokon Transport Layer Security (TLS v. 1.2, RFC

2246 1 BbllLEe2).

YpocToBepeHns NpUHaaNeXHoOCTH cepBepa
CucTtembl MAO POCBAHK ¢ nomoubto cepTudumkara,
BblgaHHoro [AO POCBAHK akkpeanTOBaHHbLIM
YpocTtosepstowum ueHTpom 000 «KPUMTO-TMPO».

3.1.2. ins Mo6b1NbHOTO NPUNOXKEHUS:

CpepcTBa
MHdopMaLmm ¢ ucnonb3oBaHneM anroputma RSA gns
3aWnUTbl  AaHHbIX  OT  HECaHKLWOHMPOBAHHOIO

KpunTorpadunyeckon  3aWwmThl

poctyna B
ncnonb3yeTcss npoTokon Transport Layer Security
(TLS v.1.2, RFC 2246), NPUMeHSTCS
KpunTorpaduyeckne MexpayHapofHble anropuTMbl

TENEKOMMYHUKAUNOHHbBIX KaHanax

wndposaHus RSA (3072 bit), obmeHa kntoyeir no
anroputmy  [unddur-Xennmana,
cooTtBeTcTBMMU € SHA 512.

X3WnpoBaHua B

CummeTpuYHoe wudposaHue AES c gnuHol
KntoYa 256 bit., reHepaums n xpaHeHue Kntoya
3N1EeKTPOHHON Mnognucu, a Takxke nopanucaHuve 3[
NPON3BOAMNTCS BO BHYTPEHHEN 3aLLMLLIEHHON NaMSATH
MobunbHOro  ycTpoicTBa. KnueHT yBefoOMAEH
BaHKOM O TOM, 4TO uMcnonb3oBaHue BmMecTo USB-
TOKEHOB WNHbIX HocuTenemn nHdopmaymm
CYLLECTBEHHO CHUWXaeT YpoBeHb H6e3omacHoOCTU npwu
obmMeHe 3] U NOMHOCTbIO OCO3HAET BO3HMKaloLWme
npu 3ToM  puckn. BaHk He  pekomeHpayeT
MCNonb3oBaHWe NbbiXx HocuTenen uHdopmaumu,
npefHa3sHaYyeHHbIX A/ TFeHepauum U XpaHeHus

knroYa 3M, 3a ncknyeHmem USB-TOKeHOB.

3.1.2. With regard to mobile apps:

Cryptographic  information
facilities with use of RSA algorithm for the purpose of

protecting data from

protection

unauthorized access in
telecommunication channels protocol Transport
Layer Security (TLS v.1.2, RFC 2246) is used, as well as
international cryptographic encryption algorithms
RSA (3072 bit), exchange of keys on the basis of the
Diffie-Hellman algorithm and hashing in accordance
with SHA 512,

AES symmetric encryption with the key
length of 256 bit., generation and safe-keeping of ES
keys, as well as signing with the help of ES are
performed in the internal protected memory a mobile
device. The Client is notified by the Bank that
utilization of other information media in lieu of USB
token seriously affects the level of security in the
course of ED exchange, and is fully aware of resulting
risks. The Bank recommends to abstain from using
any information media for generating and safe-
keeping ES keys other than USB tokens.

3.2. KnneHTy pekomeHmyeTcsi obecrneynTb

3.2. The Client is recommended to arrange a

KOMMJEKC  OpraHM3auMOHHO-TEXHUYECKUX  Mep, | comprehensive set of organizational and technical
HamnpaBfieHHbIX ~ Ha  BbIMOSIHeHWe  ciegyowmx | measures designed to meet the following security
TpeboBaHN 6e3onacHOCTU: requirements:

3.2.1. [Ans pabotbl Ha [lepcoHanbHOM 3.2.1. With regard to PC operation:
KOMnbloTEpe: To allocate a dedicated PC of the Client

OpraHn3oBaTb BbIAENEHHbIA KOMMbIOTEP

noacnCTeMbl «KnneHT», npep,Ha3HaquHb|f/'|

NCKNKYNTENbHO ONns pa6OTbI ¢ baHkowm;

leHepauMio U XpaHeHWe  K/I4YeBOn

VIHd)OpMaLI,MI/I, a TaKXe noanncCaHne OOKYMEHTOB

subsystem intended exclusively for communicating
with the Bank;

Generation and safe-keeping of key

information, as well as signing of documents shall

2 PekoMeHayeTcsa ncrnosibaosartb Bepcuio TLS v.1.2.

Ctpanunua 12 u3 20



npousBoauTb C wucnosb3oBaHnem USB-TokeHOB

JaCarta'OCT/JaCarta -2 T'OCT;

B cnydae reHepaumu KnneHTtowm,
OTHOCSILLMMCS K CerMeHTy npeanpuHUMaTenei,
Kniovyen 3/1EKTPOHHO nognucu CBOUX

Monb3oBatene Ha HocuTenu, otTaudvHble ot USB-
TOKEHOB, OCYLWLeCTBAATb 3KChayaTauuio paboyero
MecTa U obecneyeHne ero  6He3onacHoCcTU
OpraHM3aumMoHHbIMM U TEXHUYECKUMU MepaMu B
COOTBETCTBUM C TPebOBaHMAMU 3KCMIyaTaLMOHHON

pokyMmeHTaumel gns CK3U «BukpunT 5.0» ans knacca

KC1l: «CpefcTBO KpuMNTOrpamUyeckon  3awwmThl
nHdopMaLmm «Bbukpunt 5.0». Mpasuna
Nonb30BaHUA» (MH®K.11485466.4012.027.31).

[JaHHbIi JOKYMeHT pasMelieH Ha oduuManbHOM

caite baHka B ceTu WHTepHeT no agpecy
http://www.rosbank.ru.

Beectn orpaHuyeHue CeTeBoro
B3aMMoOJencTeus KOMMbtoTEpa NnoAcUCTeMbl

«KnneHT» TOMbKO C HEOHXOAUMBIM [OBEPEHHbIM
nepeyHem IP-agpecos;

MpoBepsATb, YTO YCTAaHOBEHO 3aLLMLEHHOE
TLS-coeanHeHne c ohunLManbHbIM PECYpCcoM cepBuca
https://www.bankline.ru

CpeacTtBamu noacMUCTEMbI «KnneHT»

3akpenuTb 3a [lonb3oBatensmu Cuctembl |IP-
agpec/cnncok

noacnCTeMbl

IP-agpecos
«KnneHt» B

KOMMNbOTEPOB
uenax obecnevyeHus
KOHTPO/Is Ha CTOpOHe BaHKa;

Ob6ecneynTb Ha BblA€N€HHOM KOMMbKOTEPE

Hann4ymne Cpeacts 3aWluTbl OT BpPeAoOHOCHOro

nporpaMmmMHoro obecneyeHus, nx

paboToCnoCO6HOCTL U perynspHoe 06HOBNEHNE;

NCKNoYnNTb Ha Bblge/IeHHOM KOMMNblOTEPE
OTKpPbITUE NMNCeM C BNOXEHUAMU, NONYyHEeHHbIMU OT
HEN3BECTHbLIX NN HeAOBEPEHHbIX NCTOYHUNKOB;

O6ecne4ynTb MCcrnonb3oBaHmne

NCKNKOYNTENBbHO JIMUEH3UOHHOIO NpPorpamMMHOro

obecrneyeHns 1 onepaLMoHHON CUCTEMbI;

OpraHun3oBaTb  peryfispHyl0  YCTaHOBKY

O06HOBMIEHUN 6e3onacHoCTH nporpaMmMHoro

obecneyeHnss N oNepaLnNoHHON CUCTEMDI;

NcknoumnTb ncnonb3oBaHme cpencrts

yAaneHHoro aiMUHNUCTPUPOBAHMS;
O6ecneynTb NPUMEHEHWE NULEH3UOHHOMO

MEXCETEBOro 3KpaHa (AonyckaeTcs NCMonb3oBaHue

MepCcoHanbHOrO MEXCETEBOMO IKPaHa;

only be performed with use of USB tokens JaCarta
GOST/JaCarta -2 GOST,;

In case a business segment Client generates
ES keys for its Users on information media other than
USB tokens, it is necessary to operate workstations
their security with
organizational and technical measures in compliance
with the operating document requirements for CIPF
Bicrypt 5.0 for class KS1: Cryptographic information

and ensure reliance on

protection facility Bicrypt 5.0. Directions for Use
(INFK.11485466.4012.027.31). The said document is
available on the official web-site of the Bank at
http://www.rosbank.ru.

To introduce restriction of network
of the Client
exclusively with the required trusted list of IP

addresses;

interconnection subsystem PC

To verify whether a
with the
https://www.bankline.ru service is in place;

TLS protected

connection official resource

To assign, based on the Client subsystem
facilities, to System Users an IP address/list of IP
addresses of the Client subsystem PCs with a view to
ensure control on the side of the Bank;

To provide for availability on a dedicated PC
of malware protection facilities, as well as to ensure
their operability and regular updating;

To preclude opening on dedicated PCs of
letters with enclosures received from unknown or
untrusted sources;

To make use exclusively of licensed software
and operating system;

To organize regular installation of software
and operating system protection updates;

To rule out use of remote administration
tools;

To putin place a licensed network firewall (it
is allowed to use personal network firewalls);

To carry out a set of organizational

arrangements to ensure information

(operating system security settings, restriction of

security

right to access an information system, pass-wording,
preparation of incident response procedures, etc.);

To monitor  security requirements

compliance.
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BbINOMAHUTL KOMM/IEKC OPraHM3aLMOHHbIX
mMeponpuaTuii no obecnevyeHnto MHHOOPMALMOHHOW
6e30nacHoCTH

6e30nacHoCTH (HacTpoika

OMEepaLmMoHHON  CUCTEMbI, OrpaHWYyeHue npaB
pocTyna UHbOPMaLMOHHON CUCTEMBI, OpraHM3aLus
naposibHOM MOAroToBKa  npoueayp

pearnpoBaHna Ha UHUNAOEHTbI U T.I'I.);

3aWnThl,

KoHTponunpoBaTb cobntogeHne TpeboBaHni
6e30MacHoOCTW.

3.22. [Ana pabotel ¢  MobunbHbIM
YCTPOWCTBOM:
ObecneunTb MCMoNb30BaHWe

NCKNKYNTEeNbHO JIMUEH3NOHHOIO nNporpamMMHOro
obecneyeHus n OrlepaLl,VIOHHOl\/’I CUCTEMbI;

OpraHunsoBaTb
06HOBNEHUN

peryfnsipHylo  yCTaHOBKY
6e3onacHoCTH NporpaMmMHoOro
obecneyeHns 1 onepaLMoHHON CUCTEMDI;

NcknounTb ncnonb3oBaHue cpencrts

yAaneHHOro agMMHUCTPUPOBaHUS;

BbIMOMHUTD KOMMAEKC OpraHM3aLMOHHbBIX
MeponpuaTuii no obecnevyeHnto MHHOPMaLMOHHOWM
6e3onacHoCTU

6e3onacHoCTU (HacTpoika

OMepaLMoOHHON  CUCTEMbl, OrpaHMYeHue npas
poctyna UHbOpMaLMOHHOW CUCTEMbI, OpraHM3aums

NaponbHOM 3aLMThbI);

KoHTponunpoBaTb cobntogeHne TpeboBaHUi

3.2.2. With regard to a mobile device
operation:

To make use exclusively of licensed software
and operating systems;

To arrange regular software and operating
system updating;

To preclude use of remote administration
tools;

To perform a set of organizational measures
to ensure information security (operating system
security settings, restriction of right to access an
information system, pass-wording);

To  monitor  security  requirements

compliance;

To roll out anti-virus software.

6e30MacHoOCTY;

ObecneunTb  HaAMyMe  aHTUBMPYCHOrO
NpPorpamMMHoOro obecneyeHums.

3.3. Monb3oBaTenu CucTembl, 3.3. System Users authorized by business
YMNO/IHOMOYEHHbIE MCrnonb30BaThb Cuctemy | segment Clients to use the System are obliged to
KnueHtamu, OTHOCAWMMUCS K cermeHTy | enterintothe System a mobile phone numberin order

npeanpuHuMaTenei, [Jo/MKHbl B CucTemMe BBeCTU
HoMep TeflepoHa COTOBOW CBA3W A5 MOSYYEHUS HA
YKa3aHHbIi HoMep MH(POPMALMOHHBIX COObLLEHUI B
COOTBETCTBUMU C [loroBOpPOM.

to receive to such phone number information
messages in accordance with the Agreement.

3.4. KnueHT obsa3aH:

NckntounTb nossneHne Ha lepcoHanbHOM

KOMMblOTEpPE MK Mo6UAbHOM  YCTpPOMCTBE

nogcucTembl «KIMeHT» BUPYCOB 1 APYrux Nporpamm
OECTPYKTUBHOTO  [AEWCTBUS,  KOTOpble  MOryT
paspywuTb WM MoOAUGUUMPOBaTb MPOrpaMMHOe
obecneyeHve MOACUCTEMbI, CKOMMPOMETUPOBATD

K1to4un MNonb3oBaTtens Cucremsl nocpeacTtesom

3.4 The Client is obliged:

To eliminate penetration of viruses and
other destructive software into PCs or mobile devices
of the Client subsystem which may destroy or modify
the subsystem software, compromise the System
Users’ keys, which protection should rely on
application of licensed malware protection facilities

and regular updating thereof;
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NPUMEHEHUS JTMLEH3UOHHbIX CPEACTB 3aluTbl OT
BPefOHOCHOIO KOAa U PEry/IsipHOro X 06HOBNEHWS;

NckntounTb BO3MOXHOCTb

HECaHKUMOHUPOBAHHbIX BaHKOM UM3MeHeHuli B
TEXHNUYECKNX N MPOrpaMMHbIX CpeactBax KnneHTa,

onpegeneHHbIX B Cnucke;

VICKNto4nTb BO3MOXHOCTb KomMnpomeTaumm

To rule out a possibility to introduce
unauthorized modifications in the Clients’ hardware
and software specified in the List not authorized by
the Bank;

To preclude a possibility of compromise of
keys in the course of their transportation, operation
and safe-keeping.

KMoYeld B npolecce UX  TPaHCMOPTMPOBKMU,
3KCNyaTaLum U XpaHeHusl.
3.5. CTopoHbI 0b6si3aHbl: 3.5. The Parties are obliged:
obecneunBaTb KOH(UAEHUMANbHOCTb To ensure confidentiality of ES keys. In

Kntoyeil 31eKTPOHHbIX MOAMUCEN, B YACTHOCTU He
AOonycKkaTb WCMOMb30BaHMe MNpUHAGIeXalmx UM
Kntoyen aneKTpoHHbIX nognucer 6es nx cornacus,

yBeaoMATbL Apyryto CTOPOHY O HapyLweHuK

KOH(MAEHUMANBHOCTY Kntoya 3M1eKTPOHHOW
nognucu (KomMnpomeTauumn Kikova) B TeyeHue He
6oJiee yeM ofiHOro paboyero AHsS CO AHSA MOy4YeHuUs

MH(OPMALMM O TAKOM HapyLIEHUK;

He wcnonb3oBaTb K4  3MEKTPOHHON
nognucU MpW HanW4MKM OCHOBAHMWI MonaraTb, 4TO

KOHMUAEHLMANBHOCTb JAHHOIO KJIk04a HapyLleHa.

particular, it is not allowed to use the Parties’ ES keys
without their consent;

To notify the other Party about violation of
confidentiality of an ES key (Key Compromise) within
not more than one business day following the receipt
of information concerning such violation;

Not to use ES key, if there are reasons to
believe that confidentiality of a key was breached.

3.6. bBaHK BnpaBe B OOHOCTOPOHHEM
nopsigke 3abnokupoBaTb  Knoud  3M1eKTPOHHOM
nognucu  MNonb3oBaTenss Cuctembl B Ciydvae

nosiBfeHNsi 060CHOBaHHbIX MNOLO3PEHUI B HanUunu
Ha lepcoHanbHOM KoMMbloOTEPe U/MAn MobUNbHOM
ycTpoiictBe Monb3oBatenss CUCTEMbl BUPYCOB WM

Apyrux
Brnokunposka

nporpaMMm  AeCTPYKTUBHOIO  [eNCTBUS.

Kntoya  3/1eKTPOHHOM  MoAnucu.

Monb3oBatenss Cuctembl CcHuMaeTcsa baHkom Mo
bakTy nonyyeHuss oT KnueHTa noaTBepXAeHUs 06
ypaneHun c¢ [epcoHanbHOro KommbioTepa u/uam
MobunbHoro yctporictea Monb3oBatens CucTemsl

BUPYyCOB Wnn p[Apyrux nporpamMmm AOecTpyKTUBHOIO

3.6. The Bank has the right to unilaterally
lock a System User’s ES key in case there is reasonable
suspicion of virus infection or penetration of other
malware in a PC and/or mobile device. ES key locking
is realized by the Bank following receipt by the Client
of confirmation on removal of viruses and other
malware from a PC and/or a System User’s mobile
device.

pencTeus.
3.7. B cnyyae BO3HWKHOBEHWS Yrpo3bl 3.7. In case there is a threat of a Key
KomnpomeTauumn KtoYen pernameHTupyetcs | Compromise, the following response sequence of the

cneayroLLas nociefoBaTe/lbHOCTb AeNCTBUIM CTOPOH.
Ecnv npousowna KomnpomeTtauus Knoden

nmoboro Monb3oBaTensa KnneHTta, nocnegHuin o6a3aH:

B cnyyae gocTynHocTn KoMnnekTa Kiatoden
(nopo3peHune Ha HeCaHKUMOHMPOBaHHOEe
KOMMpOBaHWe) HemedsieHHO nocfaTb B baHk 3[

Parties is established.

In case of a compromise of keys of any User
of the Client, the latter is obliged:

If a set of keys is available (suspicion of
unauthorized copying), to immediately send to the
Bank a Key Locking electronic message, following
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«bnokmpoBka  knwua». Mpu  3tom  Cuctema
aBTOMaTUYECKHU 3abnokupyet BO3MOXHOCTb
MCnonb30BaHUS  AaHHOro  Komnnekta  Kitoueld

Monb3oBaTens CucTeMbl;

B cnyyae HegocTynHOCTHM (yTpaTa, XulleHne
" T.N.) coobWMnTL
AgMuHucTpaTtopy CucteMbl no TenedoHy (TenedoH u

KomnnekTa Kntouel
3NEKTPOHHbIN agpec AAMUHUCTPATOPA CUCTEMBI
yKa3saHbl Ha cante www.bankline.ru, a Takxe B
3asBeHMM, UCNONb3ys AJiA aBTOPM3aLMn KOLOBYHO
tbpasy, npueegeHHyto B CepTudurkate Kiwua, o
¢akTe KomnpomeTauum kntoyei;

B cny4yae ytpatbl Monb3osatenem CucTemsl
KopfoBoW (pasbl AgMuHUCTpaTop CUcTeMbl Brpase
NMpov3BeCcTU  [OMOJIHUTENbHbIE  OEWCTBUS MO
aBTopu3aummn lMonb3oBaTens Cuctembl (06paTHbIN
3BOHOK MO YyKa3aHHoOMy B 3asiBneHun TenedoHy,
3anpoC  Ha npepocTaBieHUe  [ONONHUTENIbHON
nHdopmaumm: o damunun kypatopa KnveHta B
BaHKke/ynoHOMOYEHHOrO  COTPYAHMKA
KONMM4YecTBe Mofb3oBaTenen u T.M.).

npenocrtaBneHnd

baHka,
B cnyyae
HEO6BEKTUBHOM  MHbOpMaLUK
AJMUHUCTPATOP CTaBUT B W3BECTHOCTb KypaTopa
KnueHTa B BaHKe/ynofMHOMOYEHHOrO COTPYAHMKA
BaHKa 1 No cornacoBaHUio ¢ HUM pellaeT BOMPOC O
NPoAO/IKEHNM/6NOKMPOBaHUM pPaboTbl KnneHTa B

Cuctewme;
B cnyvae (yTpathl,

He3aMeaNnTeNbHO

KoMnpomMmeTaunu

pasrnaieHus) SMS-koga

npouHdopMupoBaTb BaHk no Nt06oMy KaHany CBs3w;

B cpok He 6osiee Tpex paboumnx gHel nocne
coobuieHns no TenedoHy o dakte KomnpomeTtauuu
KMoyen HanpaBuTb B BaHk Ha 6naHke KnueHTa

NMMCbMeHHOe 06bsACHEHUE cnyydyumBlaerocs,

3aBepeHHOe Hag/exalmum o6pasoM MNoAnuUcsaMU

YNO/IHOMOYEHHbIX Ny U nevyaTblo KnuneHTa (I'Ipl/l

Hanuumu). B nncbMe  JOMKHO  cogepXaTbCs

pacropshxeHnme  baHKy O  MPUOCTAHOB/IEHUU

fanbHeliwen o6paboTkm 3/ 1O yCTpaHeHWs NPUYUH
cnyumBLlierocs u (Mnm) 3aMeHbl Komnnekta kntovei;

B cnyyae NpuUHSTUS pelleHuss O 3aMeHe

KomnnekTa Ko4yel, CreHepMpoBaHHOIO  AJs

MepcoHaNbHOrO  KOMMbIOTEpPA,  CreHepupoBaThb

HOBbIM KOMMNMEKT K/o4Yel CcaMOCTOATeNIbHO W

HanpaBuTb CBOero npegcrtasutens B baHk gns ero
perucTpaumn. B cnyyae npuHATMA pelweHns o 3amMmeHe
KomnnekTa

KJ'II-O‘-IGVI, creHepnpoBaHHOIo

nocpeacTsom MobunbHOro npunoXxeHwus,

which the System will automatically block a
possibility for System Users to use the compromised
set of keys;

If a set of keys is not available (as a result of
loss, theft, etc.), to notify the System Administrator
via phone (the System Administrator’s phone number
and electronic address are available on the web-site
at www.bankline.ru, as well as in the Application, by
using a code phrase for authorization specified in the
Key Certificate with a view to
Compromise;

report a Key

In case of loss by a System User of a code
phrase, the System Administrator is entitled to
undertake additional actions on a System User’s
authorization (dial back the phone number specified
in the Application, send a request for additional
information, i.e. full name of the Client’s curator on
the side of the Bank/authorized Bank officer, number
of users, etc.). In case unreliable information is
furnished, the System Administrator is to notify the
Client’s curator on the side of the Bank/authorized
Bank officer, and to take a decision based on the
latter’s consent, to continue/block the Client’s work
in the System;

In case of a compromise (loss, disclosure) of
SMS-code, it is necessary to immediately notify the
Bank via any communication channel;

Within not more than three business days
following the phone call on a key compromise, to
submit to the Bank a written account of the incident
executed on the Client’s letterhead duly certified by
the signatures of authorized persons and the Client’s
attached
statement is to carry an instruction to the Bank to
suspend further processing of electronic documents

seal (if available). The said written

pending elimination of the reasons underlying the
incident and/or to replace the keys;

In the event a decision is taken to replace the
set of keys generated for a PC, to independently
regenerate a new set of keys and send its
representative to the Bank with a view to register such
new set of keys. In the event a decision is taken to
replace the set of keys generated with use of a mobile
application, to independently regenerate a new set of
keys in accordance with the Instruction.

In case of a compromise of a set of keys of the
Bank, the latter is obliged:
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CcreHepupoBaTb HOBbII Komnnekr K/toYen

CaMOCTOSATE/IbHO B COOTBETCTBUM C MIHCTPYKUMEN.

Ecnv nponsowna KoMnpomeTauus Knoyen
BaHka, nocnegHuin 06a3aH:

M3BecTuTh KnueHTa o} dakTe

koMmnpomeTauun  Komnnekta  kntoyen  BaHka,
npogomkeHnn\npnocTaHoBneHnm pabotel CUCTEMbI
MU cMeHe KomnnekTa kftouyel baHka mocpefcTBoMm
CucTeMbl C yKasaHWEM JaTbl U TOYHOFO BpEMEHMU

CMeHbl BbllleyKa3aHHOro KoMnneKkTa Kitoyei;

Mpown3secTy BHeM1aHoBYHO CMeHy
Komnnekta kntouyell baHka, ony6svKoBaTb HOBbIN
Kntoy npoBepKM 3/MEKTPOHHOM MOAMUCK U KOMUIO
CepTudimkata knova baHka, copepallero HoBbli
Kntou npoBepku 3M1eKTpOHHOW nognucy baHka, Ha

cepsepe Cuctembl.

To notify the Client about the compromise of
the Bank’s set of keys, continuation/suspension of
operation of the System and replacement of the set of
keys of the Bank by using the System facilities with
indication of the date and exact time of such
replacement;

To carry out an unscheduled replacement of
the Bank’s set of keys, to publish a new ES verification
key and a copy of the Bank’s Key Certificate with a
new ES verification key of the Bank on the System
server.

3.8. Tpm
cooblleHuns o

nonyvyeHun no
BO3HNMKHOBEHUM

TenedoHy
yrpossl
KoMnpomeTauumn Kntouein oT aBTOPM3OBAHHOIO MO

dpase
npuocTaHaBnuBaeT

KOA0BOW KnneHta BaHK HemepaNleHHO

NCMnonb3oBaHne CncTembl
JaHHbIM KnuneHTOoM. C 3TOr0 MOMEHTa onepauuu
NPOBOASITCS TOMbKO HA OCHOBAHUM [OKYMEHTOB,

0hOpPMNEHHBIX B ByMaXXHOM BUfe.

[JanbHeliwee uncnosib3oBaHue CuUCTeMbl
Kn“eHTOM BO3MOXHO TOJIbKO MOCie YCTpaHeHUs

yrpo3bl KomnpomeTauuu kntoueit KnuenTa.

3.8. When notified by the Client authorized
with use of a code phrase via the phone about a threat
of a compromise of keys, the Bank will immediately
suspend such Client’s work in the System. Thereafter
operations may only be performed on the basis of
paper documents.

Further use of the System by the Client is

only possible following elimination of a threat of
compromise of the Client’s keys.

4., Nopsapok npoBepku 3 n 3 npu pasHornacuax/ Procedure for
verification of ED and ES in the event of dispute

4.1. ins pa3peLeHuns CropoB OTHOCUTENbHO
noa/AMHHOCTY /1 No 3asB/IEHNI0 3aMHTEPECOBaHHOM
CTOpOHbI, Mofarawpulein, 4To ee npaBa HapyLUeHbl,
CTopoHamMu B fBYXHefe/fbHbIl CPOK C AaTbl Nogayn
3aaBneHunsa cosgaetca CornacutenbHas Komumccus, B
NPUCYTCTBUM KOTOPOWN MPOM3BOAATCS BCE onepauun
npoueaypbl
B coctaB CornacutesibHow

Mo TrOArOTOBKE W  MNPOBEAEHMIO
paspelieHust crnopa.
KOMUCCUM BK/KOYAKOTCA npeacTtaBuTeny baHka B
KO/IMYeCTBe ABYX Ye/I0BeK 1 NpeacTaBuTenu KnneHra
ABYX
(no

B  KO/M4ecTBe 4yenoeek, a B C/ydae

Heob6X0aANMOCTH cornaweHnto  CTOpoH) -
He3aBuCuMble 3KcnepThl. [TpeactaBuTenammn banka n
KnueHTa MoryT 6blTb Ha3HayeHbl KaK COTPYAHWUKM

3TUX OpFaHl/I3aLI,VIl\/'I, TaK 1 UHble KOMNETEeHTHbIE Nnla,

4.1. With a view to settle disputes regarding
ED authenticity following an application of the Party
concerned, which claims a breach of its rights, the
Parties shall, within two weeks following such
application, set up a Conciliation Commission, in the
presence of which arrangements will be made to
prepare and conduct the procedure of dispute
settlement. The Conciliation Commission is to
comprise two representatives of the Bank and two
representatives of the Client, and if necessary (subject
to the Parties’ consent) independent experts may be
invited to sit on the Commission. Representatives of
the Bank and the Client may be appointed from the
number of the personnel of such entities, as well as
other competent persons whose authority is to be

certified by relevant powers of attorney.
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no/iIHOMOYunA KOTOPbIX noATBeEPXOaKTCA

COOTBETCTBYHOWNMN OOBEPEHHOCTAMMN.

4.2. 34, B
OoTHOoWweHUN KoToporo ogHa CTopoHa npegbsBaseT

CnopHbiM  3[] ABnseTcs

NpeTeH31Kn No ero NoAANHHOCTU gpyroi CTopoHe.

4.2. An ED is deemed to be disputable with
regard to which one Party challenges its authenticity
to the other Party.

4.3. MNpouegypa npoBepKu NogAMHHOCTK I/
npoBOgnUTCA Ha O60pyp,OBaHVII/I n B NomMeweHun
bBaHka.

4.3. The procedure of verification of
authenticity of an electronic document is to be
conducted with use of the Bank’s equipment and
premises.

4.4, B NpUCyTCTBUN YneHos
CornacutenbHolt komuccum  BaHk  06si3aH  Ha
cBobogHOM OT nporpamMmHoro  obecnevyeHus

KOMMNblOTEpe YCTaHOBUTb OMEPALMOHHYK CUCTEMY
Windows7 » Bbile U npegocTaBieHHy ¢dupMoin-
pa3paboTymkom 3A0 «MHUCT» nporpammy npoBepku
3M, yka3aHHyto B N.1.10 HacTosiwen MHCTpYKLMM

4.4. In the presence of the members of the
Conciliation Commission, the Bank is obliged to
install an operating system Windows 7 and higher on
a software-free computer, as well as ES verification
program provided by its manufacturer CJS INIST
specified in paragraph 1.10 of this Instruction.

4.4.1.
NOAJIMHHOCTL CcnopHoro 3/, o6s3aHa NpefoCcTaBUTb

CTopoHa, oTCTauBatoLias
CNOpHbIA 3[], AeNCTBOBaBLWME B MOMEHT CO3[aHus
cnopHoro 3 CeptudukaTbl Katoyen CTOPOHBI,

34,

npenocTtaBnUTb CaMun Kntouun NPOBEPKU 3]16KTpOHHOVI

noanucaBlein  CNOPHbIN BaHk  o0b6si3aH
noanuncK, 3anucaHHble Ha CbeMHOM HOCUTESE B BUAE
dannoe B dopmarte, npuMmeHsiemom Cuctemon (B
cnyyae ecniv KnveHT He NpefocTaBasieT CopHbIv 3/,

OH npepocTaBnsieTcs baHkom).

44.1. The upholds the
authenticity of a disputed ED is obliged to provide the
arguable document, the key certificates of the Party,
which signed the disputed document, effective as at

Party which

the date of generation thereof, and the Bank is
obliged to submit the ES verification keys properly
recorded on a removable media on files in the format
accepted by the System (in case the Client fails to
submit an arguable electronic document, the Bank is
obliged to furnish such document).

4.4.2. CTOpOHbI 06513aHbl NPeAoCcTaBUTbL BCe
UMerLmecss B UX pacnopsbkeHmn CepTudukatsbl
KntoYel, MHopMaumio 0 MPoBefEHHbIX MIAHOBbLIX U
BHEMMaHoBbIX cMeHax KomnnekTa kntoyeit CTOPoH 1
LOKYMEHTBI, dakTbl

ypocCToBepsitolme CMEHbI

Komnnekta knwo4yen. CTOPOHbI Takke 06s3aHbl
npegoctaButb ciyxebHbole 3 CUCTEMBI, B KOTOPbIX
yKa3aHbl dakTbl nonyyeHus 3/ 13 KaHanoB CBA3N U

pe3ynbTaTbl MXx 06paboTky (NpoBepKM).

4.4.2. Both Parties are obliged to submit all
available key certificates, information regarding
scheduled and unscheduled replacements of sets of
keys and the documents which certify the fact of
replacement of sets of keys. The Parties are also
obliged to provide internal electronic documents of
the System, which contain reference to receipt of ED
via communication channels and results of their
processing (verification).

4.5, CornacutenbHOM KOMWUCCUM

OOJ/DKHbI BbINOSTHNUTDL cnefytoune ,U,eVICTBVIﬂ:

YneHsbl

4.5. The Conciliation Commission members
are obliged to carry out the following steps:

4.5.1. lpon3BecT € MOMOLLbIO MPOrpammbl
npoeepkn 3M, ykasaHHon B n.1.10 HacTosiien

4.5.1. To perform verification of ES with use
of the ES verification software specified in paragraph
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WHcTpyKumu, ©  Kaxporo Knwuya npoBepku

3/1eKTPOHHOW  MOAMUCKU, UCMONb30BAHHOIO MpU

nognucaHmnmn cnopHoro 3/, onepauuto nposepku 3,

1.10 of this Instruction and each ES verification key
utilized in the course of signing of the disputed ED;

4.5.2. Cospatb [llpoToKOn YycCTaHOBNEHUS

NoguHHOCTM 31 - [OKYMEeHT Ha byMaXHOoM
HocuTene, co3paBaemblli CUCTeMON B KayecTBe
pe3synbTaTa npoBepku 3 crnopHoro 3[ (manee -
MpoTokon). MpoTokon JOJKEH cofepxaTb
pacneyaTaHHble Ha OGyMaxHOM HocuTene Knoun
NMPOBEPKM 3/IEKTPOHHOW MOANUCU, UCMO/b30BaHHbIE
ANS YCTAaHOBAEHUS NOAANHHOCTKM Il, 1 3aKnN0YeHne
06 uTorax nposepku 3N crnopHoro 3[. MpoTokon
[OJDKEeH 6bITb MOANMCAH COBCTBEHHOPYYHO BCEMMU

yneHamu CornacuTeNlbHON KOMUCCUY;

452. To generate a Protocol of ED
verification on paper media created by the System as
aresult of verification of ES of the arguable document
(hereinafter referred to as the Protocol). The Protocol
is to carry electronic signature verification keys
printed out on paper media employed for ES
authentication, as well as to submit findings on
verification of the disputed ED. The Protocol is to be
signed in hand by all members of the Conciliation
Commission;

4.5.3. CpaBHUTb Kntoun NpoBepKU
3/1eKTPOHHOM noanucuy, cofepxalymecs B
CepTudukatax KawYen, C COOTBETCTBYHOLMMU
Kntoyamn  MpoBEpKM  3NEKTPOHHON  Moanucu,

3adMKcMpoBaHHbIMU B [lpoTOKONE YCTaHOBNEHUS
nogaunHHoctn 3l cnopHoro 3, M yCTaHOBUTD,
TOXOECTBEHHbI 1M OHWU, BHECTU 06 3TOM 3anuch B
MpoTokon (gaHHas 3anucb 3aBepsieTCs NOLMUCSMU

yneHoB CornacuTenbHOM KOMUCCUN);

4.5.3. To compare the ES verification keys
contained in the Key Certificates with relevant ES
verification keys specified in the Protocol on
authentication of ES of the arguable ED, as well as
determine theiridentity, make a relevant record in the
Protocol (such record is to be certified by the
signatures of the members of the Conciliation

Commission);

4.5.4. YCTaHOBUTb, ABASAUCE nn  Knawouu
NPOBEPKM 3N1EKTPOHHON NOANUCU AENCTBYOWMUMM Ha
MOMEHT BblpaboTku 3M cnopHoro 3/, U BHeCTU
3anucb 06 3ToM B [lpoTOKON (paHHas 3anuch
3aBepsieTcd noanucaMu 4dneHoB CornacuTenbHON
KoMmMccum). Kntoy npoBepKn 3N1eKTPOHHON nognucu
Npu3HaeTcs AeNCTBYOWMM Ha MOMEHT co3gaHus 3
cnopHoro 3] B cnyvyae, ecnuM pata Cco3faHus
cnopHoro 3] MpUXOAWUTCA Ha nepuopg AencTBuUS
Knioya npoBepkuM 3MeKTpoHHOW noanucu. B
NPOTMBHOM cnyvyae K4 MpOBEpPKU 3M1EKTPOHHOWN
noanucu Npu3HaeTCsl HERENCTBYOLWMM Ha MOMEHT

co3pgaHusa JM.

4.5.4. To determine whether the electronic
signature verification keys were effective as at the
time of generation of the disputed electronic
document, and make arelevant record in the Protocol
(such record is to be certified by the signatures of the
members of the Conciliation Commission). An ES
verification key is deemed effective as at the date of
generation of ES of the disputed electronic document,
provided that the date of creation of the disputed
document falls within the period of the effect of the ES
verification key, failing which the ES verification key is
to be deemed invalid as at the time of ES generation.

4.6. CornacutenbHass KOMUCCUA MNPU3HaAeT
3l NOANVHHBLIM, €C OJHOBPEMEHHO BbINOIHEHDI
ycnosus:

Kntoun npoBepKU 3MEKTPOHHONM Mognucy B
CepTudukaTtax Kntouel 1 B [IpoToKone CoBNagaloT,

Bce pesynbTathl nposepku 3M1 B [MpoTokone
NONOXNTENbHbI,

4.6. The Conciliation Commission will
recognize ED as authentic, provided all of the
following conditions are met simultaneously:

ES verification keys specified in the Key
Certificates and the Protocol are identical,

Allfindings on ES verification recorded in the

Protocol are positive,
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CornacutenbHas Komuccus npu3Hana BCe

Kntoun NPOBEpPKM  3EKTPOHHOM nognucw,
copepxawmecs B poTOKo/e, AENCTBYOWMMMN Ha

MOMEeHT BblpaboTkm 3.

B npotuBHOM cnyydae CornacuTenbHas

KOMMCCKSA NpU3HaeT 3/ HeeNCTBUTENbHBIM.

The Conciliation Commission recognized all
ES verification keys listed in the Protocol as valid as at
the time of ES generation.

Elsewise the Conciliation Commission is to
hold the electronic document invalid.

Ctpanunua 20 u3 20



