MpunoxeHne N2 4

K O6LMM YC/TIOBUAM UCMONb30BaHUS
3/1EKTPOHHBIX IOKYyMeHTOB/ Annex
No. 4

to General Terms and Conditions of
Use of Electronic Documents

NOPAAOK B3AUMOAENCTBUSA CTOPOH MO OCYLLECTB/IEHUIO OBMEHA
3NEKTPOHHbIMU AOKYMEHTAMW'/ PROCEDURE OF INTERACTION OF THE
PARTIES IN COURSE OF EXCHANGE OF ELECTRONIC DOCUMENTS?

l. Mpu ucnonbsoBaHumn Nogcucremol «MKB» [ With regard to use /CB

subsystem

1. O6wmeH dneKTpoHHbIMU pokymeHTamu/ Exchange of electronic

documents

1.1. Ans paboTbl B CucTeme MNonb3oBaTenb

Cucrembl ncnosibdyet nporpaMMHO-TeEXHUYeCKune

CpeacTBa,  ypoBneTBopsiolme  TpeboBaHMWsM,

npmnBeaeHHbIM B Cnucke TEXHUYECKUX n
nporpaMMHbIX CpeacTs, H606XO,D,MMbIX and pa6OTbI

nogcuctemsl «<KnueHT» (ganee - Cnucok).

1.1. For the purpose of working in the
System, a System User uses the hardware and
software which meet the requirements specified in
the List of Hardware and Software necessary for
operation of the Client subsystem (hereinafter

referred to as the List).

1.2. B npouecce paboTbl Monb3oBaTesb

Cuctembl BbinonHseT B Cucteme cnegyoume

gencreus:

o  Peructpauus B Cucteme - opmmpoBaHue
cneyunanbHoro 31 «perncrpaums», nNognMcaHHoro
3N KnueHta (manee - 3MK). Pabota B Cucrteme
BO3MOXHa TOJIbKO MOC/e yCnelwHon nposepku IMK
cepsepoM CuUCTeEMBI.

o) Pabota ¢ 3[, ucxogawmmm oT KnueHTa,
npepnonaraet GopMnpoBaHue HOBbIX 3/ Ha OCHOBe
3, vmerowmxca B Cucteme n NpegyCcMOTPEHHDIX B
3aasneHuun. [ns kaxpgoro Tuna 3 B Cuncrteme
MMeEeTCs COOTBETCTBYOLWAa 3KpaHHas dopma. 4ns
JOKyMeHTOB «[llnaTexHoe nopy4vyeHue» BO3MOXEH
umnopt B Cuctemy ¢aiinos onpegeneHHoro baHkom
opmaTta. OnucaHue cTpykTypbl cdaiia umnopTa
nmeeTcs Ha cepBepe baHka.

o MpocTaBneHne ansa kaxgoro 3/ ogHon nnu

Heckonbkmx IMK. Konnyectso 3MK ans kaxgoro

1.2. In the course of operation, a System User
is obliged to perform the following actions within the
System:

o  Registration in the System, which means
Electronic Document
“Registration” signed by the Client’s electronic

generation of a special

signature (hereinafter referred to as CES). It is only
possible to work in the System following successful
authorization of CES by the System server.

o  Working with ED originated by the Client
implies generation of new EDs on the basis of EDs
stored in the System and specified in the Application.
With regard to each type of ED a relevant display form
exists in the System. With regard to Payment Order
documents it is possible to import in the System files
of the format determined by the Bank. A description
of the structure of fileimport is available on the server
of the Bank.

' HacTtosiwmin Mopagok onpenensieT Nopsaok B3aumoaencteus CTOPOH npu MCcnosib3oBaHuM KAnMeHTOM noacucTeMbl

«VIKB» 1 nogcuctemsl «[psgmas nHterpaums».

2This Procedure defines the procedure for interaction between the Parties when the Client uses the subsystem "ICB" and

the subsystem "Direct integration™.
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Tmna 3[1 onpepgeneHo B 3asBneHun. [locne
nognucanua 3[ Bcemn Heobxogumbimu IMK B
3asaBneHuem

cooTBeTCTBUMN C npouncxognT

aBToMaTu4yeckas nepecbinka 3 B baHk pang

NCNOJTHEHUA.

o [pocmoTp, neyaTb, coxpaHeHue B daiin
noctynmswmnx u3 banka 3.

o  Bbixog ns Cucrtemsl.

o  Provision of one or several CESs for each ED.
The number of CESs for each type of ED is specified in
the Application. Following the signing of ED by all
necessary CESs in compliance with the Application,
ED is automatically remitted to the Bank for
execution.

o Viewing, printing, storing and filing of EDs
which arrive from the Bank.

o Logging out of the System.

1.3. Mpouepypa obpaboTkn 3[ cepBepoMm
CucTeMbl NPOUCXOAUT CNeAyOLWMM 06pa3oM:

o Mo okoH4YaHun  cdopmupoBaHus 3

Monb3osatenn Cuctembl npocTasasawT MK B
KonnyecTBe, 3aaBneHun u

otnpasnsatoT 3/ B baHk.

onpefneneHHOM B

o Cepep baHka nony4yaet 3[1 u nposepseT
KOPPEKTHOCTb BCEX MMerLMnXcs B Hem MK,

o OcHoBaHuem pnsa npuHATUA bBaHkom 3[,
nepegaHHoro KnmeHtoMm no Cucrteme, sBnseTcCs
HanMyMe B  KO/NMYeCcTBe, YCTAHOBMEHHOM B
COOTBETCTBMU C 3asiBAEHMEM, U KOPPEKTHOCTb BCEX
MK B 34. Mpwu

nposepku cepep baHka npocTaBnseT B fOKYMeHTe

NONOXUTENbHOM pe3ynbTaTe

OTMETKY 0 BpeMeHu npuema 3/ n 3l baHka (ganee -
3MNB), cBMaeTeNbCTBYOWYO O NofydyeHUU BaHkom
3[, v coxpaHseT pgaHHbin 3 B Cucteme. MMpu
oTpuuaTtenbHoM pesynbtaTe nposepku 3K 3Mb B
3/ He npocTaBnsieTcsi, KnmeHT nosiyvaeT coobuieHme
06 owmnbke cpeacTBammn Cuctembl. Knoym npoBepkm

3NeKTPpoOHHON  nognucu  BaHka 1 konuwm
COOTBETCTBYHOLUX CepTtudukatos K/touen
pa3mMeLatoTcs Ha cepeepe cUcTeMbl
https://www.bankline.ru.  CepTudukat  Kntoua
NpoBepKM 3/1eKTPOHHOW nognucu BaHka

nognucbiBaeTcs TONbKO YNOAHOMOYEHHbIM
npepcTaBuTenem baHka. Cpok gelicTBust Komnnekra

KntoYen baHKa cocTaBnsieT 5 ner.

1.3.
processing by the System server is now in place:

The following procedure for ED

o Following generation of ED by the System
User, CESs are fixed in the number specified in the
Application, and ED is then sent to the Bank. The
server of the Bank receives ED and verifies all CESs
contained in ED. Availability of all CESs in the number
determined by the Application and authenticity of all
CESs in ED constitute the ground for the Bank to
accept ED communicated by the Client via the
System. In the event of a successful verification, the
server of the Bank puts a mark in the document
regarding the time of acceptance of ED and ES of the
Bank (hereinafter referred to as BES), which confirms
the Bank’s acceptance of ED. and stores such ED in
the System. In the event of a negative result of
verification of CES no BES is fixed in ED, and the Client
is given an authorization error message via the
System. Keys of verification of the Bank’s electronic
signature and copies of relevant Key Certificates are
the
https://www.bankline.ru. The key of authorization of

stored on System Server at

the electronic signature of the Bank is only signed by
an authorized representative of the Bank. The set of
keys of the Bank is valid for five years.

1.4. Tlpouepypbl, onucaHHble B n.1.3
HacToswero Mopsaka, NpeacTaBAsaoT cobol eanHbIN
W HefleNIMMbIN Ha YacTu npoLecc nonyvyeHns baHkom
34, He Lpyromn

nocnenoBaTe/lbHOCTU n paccMaTpuBaTbCA

MOryT 6biTb  BbIMOJIHEHbI B

He3aBWCUMO fpyr OT Apyra.

1.4. The procedures described in paragraph
1.3 of this Procedure constitute a single and
indivisible process of acceptance of EDs by the Bank
and may not be performed in another sequence and
may not be viewed separately from each other.
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1.5. [loKyMeHT cymTaeTca nepefaHHbIM
KnnentoM B baHK, ecnn OH coxpaHeH B apxuse
NCXOAALWMX OOKYMEeHTOB KnneHTa Ha cepBepe baHka.
KnueHT MOXeT COXpaHuUTb Job6ON UCXOasLWniA
JOKYMEHT B caiin pAns BeAeHUs COBCTBEHHOrO
apxuBa. ®ann pomkeH cogepxaTb MK, oTMeTKy O
BpeMeHM Npuema fokymeHTa baHkom un 3MB6. dainbl
c cepBepa baHka 1 n3 apxusa KnneHta MOryT 3aTem
npoueaype
pasHornacuin mexay CTopoHamu.

MCMONb30BaThCs  Mpw pa3peLueHus

1.5.Adocument is deemed to be delivered by
the Client to the Bank, if saved in the archive of the
Client’s documents on the Bank’s server. The Client is
entitled to save any outgoing document in a file with
a view to keep its own archive. Thefile is to carry CES,
a mark about the time of acceptance of the document
by the Bank and BES. Files stored on the Bank’s server
and in the Client’s archive may be subsequently used
in the course of dispute settlement between the
Parties.

1.6. MepegaHHbii KnveHTom B BaHk 3[ B
KaXfbli MOMEHT BPEMeHU UMeeT Ha cepBepe baHka
onpegeneHHbli CTaTyC C OTMETKON BPEMEHU ero
nonydveHus. Ctatyc 3 nameHsetcs baHkoMm. KnneHT
MMeeT BO3MOXHOCTb MOCTOSIHHO MOAy4YaTb Ha
cepBepe baHka nHbopMaLmio 06 M3MeHeHUM cTaTyca
(8 TOM BPEMEHMU N3MeHeHUs)

nepegaHHoro B baHk 3[]. Cepep baHka npucBansaeT

4yucne o ero

nonyyeHHbIM oT KnueHnTa 3/ cnegytowme cTaTychbl:
PybneBble nnaTexHble NOpyYeHUs:
o nony4yeH 6aHKOM
O  [AOKYMEHT OTrpaBfieH Ha UCMOJIHEHME
o  PaccuymTaHa kommccus 3a PKO xx.xx.

o MpuHATO nnn «obpaboTaHO C OWMNOKOMN» C

yKa3aHWeM TMpUYMHbI, MO KOTOPON [OKYMEHT

OTBEPrHYT;
o  OTnpaBfieH Ha BankoTHbIA KOHTPO/b
o  BknrwueH B peic gns PKLU
o  WcnonHeH
OcTanbHble TUMbI JOKYMEHTOB:
o nony4yeH 6aHKOM
O  [JOKYMEHT OTMpaBieH Ha UCMOJIHEHNME

o  TpuWHAT K UcnofHeHUwo unu “obpaboTaHo ¢
OWKNBKON” C yKazaHWEM MPUYMHBI, MO KOTOPOU
[OKYMEHT OTBEPIHYT;

o  PeecTp K pocnncu

o  PeecTp pacnucaH nnv 4acTMYHO pacnucaH B
C/lyyae YacTUYHOM pocnucu

o  CoobuieHuve oTnpaBieHo B huanan

o  [JokymeHT nosnyyeH COTPYAHUKOM
BaJILOTHOIO KOHTPOJISL.
CTOpPOHbI MPU3HAKT, YTO HaANeXalmm

yBegomneHnem baHkom KnveHTa o npueme K

ucnonHenuto 3 KnueHta 6yaer  aABASATLCA

1.6. ED handed over by the Client to the Bank
at each point of time has a relevant status on the
Bank’s server with a note of time of its receipt. ED
status may be modified by the Bank. The Client enjoys
an opportunity to receive on a continuous basis
information from the Bank’s server concerning status
modification (including the time of its modification) of
the electronic document handed over to the Bank.
The server of the Bank assigns the following statuses
to electronic documents received from the Client:

Payment order in rubles:

o Accepted by the bank

o Document sent for execution

o  Cash and settlement service fee charged in
the amount of xx.xx.

o  Accepted or processed with error, with
indication of the reason underlying rejection of the
document;

o  Sentto foreign exchange control

o  Put on the dispatch list for delivery to cash
settlement center

o  Settled
Other types of documents:
o  Received by the Bank
o  Document sent for execution

o  Accepted for execution or processed with
error, with indication of the reason underlying
rejection of the document;

o  Register breakdown

o  Register broken down or partially broken
down in the event of partial breakdown

o  Message sent to subsidiary

o Document accepted by foreign-exchange
control officer.
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npucsoeHune baHkom 3[] KnneHTa cTaTyca “gOKyMeHT
OTMNpaBfeH Ha WCNofHeHWe”, a npu pabote B
[Jeno3utapHoMm Mogyne Cuctembl - nojiyyeHue
KnueHToM pokymeHTa Tuna «CTtaTtyc 06paboTku
pacrnopsikeHusi/3anpoca», B KOTOPOM YKasaHo, 4To
cTaTyc obpaboTku cooTBeTcTBYOLWero 3/ KnveHTa
«[IpUHATO K NCNONHEHUIO».

KnueHTa 06

BaHK nHdopmmpyet

ncnonHeHnn  Kaxpgoro 3  KnueHTta  nyTem

HanpasneHus KnueHTty COOTBETCTBYIOLLEro
yBeoMJ/IeHMs nocpeacTBoM CUcTemsl.
MpumevaHne: [lepeyeHb un

cTtatycoB 3[], npucBamBaeMbix cepBepoM baHka B

onuncaHune

[Oeno3utapHom wmopgyne CucTembl, nNpuBefdeHbl B
PYKOBOACTBeE Nosib3oBaTtens [eno3ntapHoro Mmogyns
Cucrembl.

The Parties acknowledge that assigning of
the Client’s Document Sent for Execution status will
constitute the Bank’s appropriate notification of the
Client about acceptance of the Client’s document for
execution, and with regard to working in the
Depository Module of the System - receipt by the
Client of the document with the Status of Processing
of an Order/Request type which specifies that the
status of processing of a relevant ED of the Client is
Accepted for Execution.

The Bank notifies the Client about execution
of every ED of the Client by forwarding to the Client a
relevant notification via the System.

Note: The list and description of statuses of
EDs assigned by the Bank’s server in the Depository
Module of the System are given in the User Manual in
the Depository Module of the System.

1.7. Npu dopmupoBarHum 3 gns KnneHTa
BaHk npocTtaBnsetr B Hem 3Mb. 3[ cunTaetcs
nepegaHHbiM baHkom KnueHTy, ecnn oH nognucaH
JMB v BbINOXEH Ha cepBep baHKa, To ecTb MeeTCs B
cnvcke Bxogsawmx 3 KnueHTa Ha cepBepe baHka.
KnueHT MoOXeT coxpaHuTb 060N  BXogsAwuin
LOKYMeHT B ailln pnsi BedeHMss COBCTBEHHOrO
daiinebl apxvBa MoryT

apxuBa. 3aTeM

MCNO/b30BATHLCS NPU Pa3peLleHn pasHorIacui.

1.7. When generating ED for the Client, the
Bank willfix its electronic signature in such document.
ED is deemed transmitted to the Client by the Bank, if
signed by BES and placed on the Bank’s server, i.e.
such ED is on the list of the Client’s incoming
electronic documents on the Bank’s server. The Client
may save any incoming document in a file for
maintaining its own archive. Archive files may
consequently be used in the course of dispute
settlement.

1.8. BaHK DUKCUPYET 3NEKTPOHHbIE apXMBbI
nony4veHHoix oT KnueHnTta 3/[, cogepxawmx MK n
AMB, n poctaBneHHbiXx KnueHTy 3[, cogepxalimnx
3MNB, 1 XpaHUT ux cnocoboM, obecneynBatoLmM
KnneHTy gocTyn K AaHHbIM 3/ Ha cepBepe baHka.

1.8. The Bank will record the electronic
archives of electronic documents obtained from the
Client, which carry CESs and BESs and EDs delivered
to the Client which carry CESs and kept in a mode
which provides the Client with access to EDs with BES
on the Bank’s server.

1.9.
nposepkn 3MN CryptoManager.exe, yCTaHOBEHHOW

KnueHT ¢ nomouwbi nporpammbl

Ha MepcoHanbHOM KOMMblOTEpeE, nmeet
BO3MOXHOCTb B /Il060/i MOMEHT BPEMEHMW NPOBEPUTH
3N6 1 3MNK ntoboro dainna apxmea. BollweykasaHHas
nporpamma npoeepku 31 NO3BONSET BbINOMAHATD
nposepky Tunos 3N (pasgen 3

Mopsigka), pa3pelleHHbIX A UCMOoNb30BaHWS B

HacToduero

Cucrewme.

1.9. Based on the use of CryptoManager.exe
verification program installed in PC, the Client may at
any point of time verify BES and CES fixed in any
archive file. The above ES verification software
provides for verifying ES types (section 3 of this
Procedure), allowed for use in the System.

1.10. NMporpammy nposepku 3
CryptoManager.exe MOXHO NONy4YnTb Y pUpPMbI-

1.10.
software may be obtained from the manufacturer of

CryptoManager.exe ES verification
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pa3paboTymka Cuctembl — 3A0 «MHUCT» (JInueHsuns
®CB Poccum N2 12818H ot 16.04.2013),
3aperncTpupoBaHHoi no agpecy 115035, r. MockBa,
KocMopamunaHckas Hab., 0.40-42, cTp.3.

the System CJSC INIST (License issued by the Federal
Security Service (FSB) of Russia N0.12818N on April
16, 2013) registered at 115035, Moscow, 40-42 bldg 3
Kosmadamianskaya embankment.

2.

Mopsapok nonyyeHusl, 3ameHbl U XpaHeHus knruen/ Procedure for

receiving, replacing and storaging of keys

2.1. ans
CreHepupoBaHHbIX Aasi paboTbl Ha MepcoHanbHOM

Komnnektos Kto4en,

KoMmnbloTepe  KnveHTamu,  OTHOCSWMMUCSH K

KOpnopaTUBHOMY CETMEHTY:

2.1. With regard to sets of keys generated for
operation of PCs by business segment Clients:

2.1.1.
KomnneKkTbl Kntovel ceoux Monb3oBaTenen Cuctembl

KnneHT  MOXeT  reHepupoBaTb
COTNAacHO 3asiBNEHMIO C MOMOLLbI MPOrpamMMHbIX
CpeacTs, USB-

TOKeHaX C WCNOoJib30BaHNEM CBOUX TeXHUYECKUX

npefocTaBfieHHbIX BaHKoM, Ha

CpepcTB.

2.1.1. The Client may generate sets of keys for
its System Users on the basis of an Application with
use of the software provided by the Bank, on USB
tokens on the basis of its own technical facilities.

2.1.2. NepBbili Kntoy NpoBEPKM 3NEKTPOHHOM

nognuncum Kaxporo MNonb3oBaTens Cnctembl

perucTpupyetcs BaHkoM Ha OCHOBaHWM
nognucaHHoro CTopoHamu CepTudukata Kitoua,

0hOpPMJIEHHOTO Ha BYMaXKHOM HocuTeNe.

2.1.2. The first Electronic
verification key of each System User shall be

registered by the Bank on the basis of the Key

Signature

Certificate signed by the Parties and executed in hard
copy.

2.1.3. Btopoii u nocnegpyowmii  Knoum
NPOBEPKM 3/1eKTPOHHOW MOAMNMUCK perncTpupyetcs
BaHKOM Ha ocHoBaHuM nognucaHHoro CTopoHamm

CepTudukaTta Kntoya, 0hopMIEHHOIO Ha BYMaXHOM

HocuTeNne, WAM Ha OCHOBAHWW  3MEKTPOHHOrO
3anpoca Ha Bbigayy CepTudumkata  Kwoua,
noAnMcaHHoro AencTBytoLLen Ha MOMEHT

nognmncaHuna 3J'IeKTp0HHOVI noanucbio Nonb3oBatens

Cuctemsl, ABnaouierocs €ANHOJ/TNYHbIM

NCNOMHUTENbHbIM opraHom KnunenTta "
HanpasneHHoro B baHk c ncnonb3osBaHvem CUCTEMbI.
Mpwn 3ToMm, BaHK Bnpase 3anpawwusaTtb, a KnneHT
o6s3aH Mo 3anpocy baHka npefocTaBnsTh B baHk
[OKYMEHTbI (B BUAE NMOASNHHUKOB UM HaANeXallumM

06pa3oM 3aBEpEHHbIX KOoMuii), MnoATBepXxpatolme

nosHOMO4UA Monb3oBaTens, B TOM qyucne
apnaowmnmMmnca egnHONINMYHbIM - UCNOJTHUTENbHbBIM
OpraHom.

2.1.3. The second and subsequent Electronic
Signature verification keys shall be registered by the
Bank on the basis of the Key Certificate signed by the
Parties executed in hard copy, or on the basis of a
request for release of the Key Certificate to be signed
by the System User’s electronic signature effective at
the date of signing, which System User acts as a sole
executive body of the Client, and thereafter to be sent
to the Bank via the System. In such case the Bank shall
be entitled to request, and the Client shall be obliged
pursuant to such request to submit documents to the
Bank (in the form of the originals or duly certified
copies thereof), which confirm the powers of the User,
including those of the sole executive body.

2.1.4. Cpok geictBus KoMnnekTa Kiwouyen
yKa3biBaeTcs B CepTudukaTe Ktoda. Cpok gencteus

KomnnekTa Kno4velt He MoOXeT npeBbilWaTb CPOK

2.1.4. The period of validity of the set of keys
is specified in the Key Certificate. The said period may

not exceed the term of authority of a System User
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gencteua nonHomouuii Monb3oBaTens CucTembl B
COOTBETCTBUM C [JOKYMEHTaMW, NOATBEPXAAKLWUMNA
ero nosfiHoMoums. B cnyyae ecam wucxoas u3
KnMeHTOM  [OKYMEHTOB  He
CpOK
pencTema nonHomouymn Monb3oBaTens CucTemsl,

npeanctaBAeHHbIX

npeactaBndeTca  BO3MOXHbIM  YCTaHOBUTb

CpOK pencTBusi KoMMjieKTa KIYehn He MOXeT

npeBbIWaTh Tpex ner. Jo ncreyeHus
YCTaHOBJ/IEHHOTO Cpoka Knuent obs3aH
WMHWUMMPOBaTb nNpouegypy CMeHbl KomniekToB

Kntoyei. Mo 3asBneHunto KnneHTta, HanpasieHHOMY B
BaHk B npounsBonbHoOl hopme cpeacTBamMm CUCTEMBI
[0 OKOHYAHMA CpoKa AencTBusa KoMmniekTta Kntoden,
€ro JelicTBre MOXeT OblTb MPOAIEHO HAa CPOK He
bonee 3 MecsaueB. Mo wHuumatmBe KnueHTa
KomnnieKT Kntoyel MoXeT 6biTb 3aMeHeH B fitobol
MOMEHT ero aencTeus. Kaxabln HoBbln CepTudnkat
K/toYa, nognucaHHbii CTopoHamu, aBTOMaTUYECKHU
oTMeHsieT genctBue CepTudukata KawYa JaHHOro

Monb3oBaTtens CUCTeMbI, BbINYLLEHHOTO paHee.

pursuant to the documents which confirm his/her
authority. In cases where based on the documents
provided by the Client it is deemed impossible to
determine the term of effect of the System User’s
authority, the period of validity of ¢ set of keys may
not exceed three years. Prior to expiration of the
established period, the Client is obliged to initiate the
procedure of replacement of sets of keys. Based on
the Client’s application submitted to the Bank in a
free format via the System facilities prior to expiration
of the term of validity of a set of keys its effect may be
extended for a term not exceeding three months. At
the initiative of the Client, a set of keys may be
replaced at any point of time of its effect. Each new
key certificate signed by the Parties will automatically
supersede the effect of the previously issued key
certificate of a particular System User.

2.1.5. OdopmneHHble €O CTOpPOHbI baHka
Ceptudukatel kntoven KnmeHTta Bpydatotca YIMK
nmbo  HanpaensitoTcs  KAneHTYy  MocpepcTBOM
NMo4YTOBOW CBA3M Mo aapecy KnueHTa, ykazaHHOMY B
[Jorosope.  CepTudurKaTbl  KAYEN  JOSKHbI
XPaHUTBLCA Y Kaxpaoit 3 CTOPOH He MeHee NSATU neT

nocne OKOH4YaHuA NX CpOKa ,U,GVICTBVIS.

2.1.5. The Client’s key certificates generated
by the Bank are to be handed to ARC, or mailed to the
Client’s address specified in the Agreement. Key
certificates are to be kept by each of the Parties for not
less than five years following expiration of the term of
their validity.

2.1.6. [pu nocCTynneHun 3N1eKTPOHHOro
3anpoca Ha Bbigavy CepTudwmkata  Kaua,
NoannucaHHoro pelcTByoLLen Ha MOMEHT

noanMcaHus 3aNeKTPOHHOW nognucbio MNonb3oBaTens

Cucrembl, BaHk HanpasnseT KnneHTty C

MCNosb3oBaHMeM CUCTeMbl CepTI/Id)I/IKaT KK4a,

noAnucaHHbIN 3N1EeKTPOHHOMN noAanucbio
yNoSIHOMOYeHHOro npegcrtasutens banka. MNpu sTom
KnueHT BnpaBe o6patuTbca B baHk C Uenbio
nonyvyeHnss konum  CepTudmkate K/I4Ya  Ha
BOyMa)XXHOM HocuTene, 3aBepeHHoW BaHKoOM Kak

YAOCTOBEPSIOLLMM LLEEHTPOM.

2.1.6. Upon arrival of an electronic request
for issuance of a Key Certificate signed by the System
User’s Electronic Signature effective at the date of
signing, the Bank shall send via the System the Key
Certificate signed by the electronic signature of an
authorized representative of the Bank. In such case
the Client is entitled to apply to the Bank for a hard
copy of the Key Certificate certified by the Bank as a
certification center.

2.1.7. B cnyyae uHdopmupoBaHus baHkom
KnueHTa B CucTeMe 0 HEO6XOANMMOCTUN OCYLLECTBUTb
3ameHy USB-TokeHa cOOTBeTCTBYyWOLWEro TWNa,
KnueHT 06513aH ocywecTBmTb 3amMeHy USB-TokeHa. C
MOMeHTa WHdopMupoBaHus baHkom KnueHTa B
Cucteme 0 HeObBXOQMMOCTU OCYLLECTBUTHL 3aMeHY

USB-TokeHa, reHepauusi KoMMIeKToOB Kitouel ¢

2.1.7. In case the Bank notifies the Client via
the System about the need to replace a USB token of
a relevant type, the Client is obliged to replace the
USB token. As from the date of such notification, no
key sets may be generated with the help of the USB
token subject to replacement.
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nomouwbto USB-TOKeHa, nognexauwero 3ameHe, He
ocylecTBaseTcs.

2.2, Ons KomnnektoB

CreHepupoBaHHbIX Aasi paboTbl Ha MepcoHanbHOM

Knto4en,

KoMnbloTepe KnneHTamu, OTHOCALMMUCS K CETMEHTY
npeanpuHuMaTenen:

2.2. With regard to the key sets generated for
operation of PCs by business segment Clients:

2.2.1.
KoMnneKkTbl Knto4vel ceoux Monb3oBaTenen Cuctembl

KnneHT  MOXeT  reHepuposaTb
COrNacHo 3asBNeHMI0 C MOMOLLbI NPOrpamMMHbIX
npegoctaBneHHblXx baHkoM, Ha USB-
NHbopmMaLmm
(KecTKuiA pUCK, CbeMHble HocuTenu (dnew-namMaTb,

CcpencTs,

TOKEeHaX WAM  WUHbIX HOCUTENAX

BHELWHUA BMHYeCTep) W T.M.) C WUCNONb30BaHWEM
CBOMX TEXHUYECKUX CPEACTB.

2.2.1. The Client may generate sets of keys for
its System Users based on the Application with the
help of the software provided by the Bank, on USB
tokens or other information media (hard disks,
removable media (flash disks, external hard disks),
etc.) with use of its own technical facilities.

2.2.2. NepBbili KNtoy NpoBEpKM 3NEKTPOHHOM

nognucu  Kaxgoro  lMonb3oBatens  Cuctemsl
perucTpupyercs

nognucaHHoro CrtopoHamu CepTudumkata Kwoua,

BaHkoM Ha OCHOBaHUM

odopMIEHHOT0 Ha ByMaXKHOM HocuTeNe.

2.2.2. The first ES verification key of each
System User is to be registered by the Bank on the
basis of the key certificate signed by the Parties and
executed in a hard copy.

2.2.3. Btopo wn nocnegyowmin  Knwo4m
NPOBEPKM 3NEKTPOHHOW MOAMUCK PerncTpupyercs
BaHKOM Ha OCHOBaHWM MoanncaHHoro CTopoHamu
CepTudukaTta Kntoya, 0QOpMIEHHOIO Ha BYMaXXHOM

HocuTene, WAM Ha OCHOBAHWW 3NEKTPOHHOro
3anpoca Ha Bblgayy CepTudwmkata  Kaoua,
nognMcaHHoro pelcTByoLLen Ha MOMEHT

nognmncaHuna 3J'IeKTp0HHOVI noanucbio Nonb3oBatens

Cuctembl, U1  HanpaBneHHoro B  baHk ¢

ucnonb3oBaHuem Cuctembl. YKasaHHbIA  3anpoc

TaKXXe MOXeT bbITb nognncaH I'IpOCTOI7I 3)'IeKTpOHHOIZ

nognucbio MNonb3oBaTens cucremsl,

chopMMpPOBaAHHON Ha OCHOBAHUW MpeabsSBAEHHOrO
KnneHToM SMS-Kofa, paHee HanpaBneHHoro baHkom

Ha HoMmep TenedoHa paHHoro [onb3osarens

CucTeMbl, YyKaszaHHbIN B 3asBieHUM  u/uan

I'Ipe,EI,OCTaB}'IeHHbIl\/'I BaHKy Nonb3oBaTenem CucTemsl

B  npouecce  06CAyXMBaHUS B  Cucrewme.
Monb3oBatens  Cuctembl  po/mkeH  obnagaTb
NMOIHOMOYMSIMM  Ha  HanpaBneHve B bBaHk
COOTBETCTBYIOWEro 3/1€KTPOHHOro 3amnpoca. [lpwu

ncnonb3oBaHuM KnveHToM CUCTEMbI NpU HaiMuuu
OTKPbITOr0 PacyeTHOro CYeTa MOAMUCb TaKOro
Monb3oBaTens f4OMKHa 6bITb BKIOYEHA B KAPTOUKY C
obpasuamm nognucerr U OTTUCKA nMevaTen,
LeNCTByoOWel K cueTy KnneHTa, ob6cnyxrBaemomy B

pamkax [oroBopa, B cnyyae ee odopmneHus. Mpu

2.2.3. The second and subsequent ES
verification keys are to be registered by the Bank on
the basis of the key certificate signed by the Parties
and executed in a hard copy, or on the basis of an
electronic application for issuance of a key certificate
signed by an electronic signature of the System User
effective as at the date of signing by the System Users
of ES and forwarded to the Bank via the System. The
above application may also be signed by a System
User’s basic electronic signature generated on the
basis of the SMS code previously sent by the Bank to
the telephone number of such System User specified
in the Application and/or provided by the System User
to the Bank in the course of service in the System. A
System User is to be authorized to send to the Bank a
relevant electronic request. In case where the Client
uses the System in in conjunction with a current
account, the signature of such User is be recorded in
the banking sample signatures and seal card which
are attached to the Client’s account serviced within
the framework of the Agreement, if such card is in
place. In such case the Bank has the right to request,
and the Client is obliged following the Bank’s request,
to submit to the Bank the documents (in the form of
originals or duly certified copies), which confirm the
User’s authority to forward to the Bank an electronic
request for issuance of a key certificate.
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3ToMm, baHk BnpaBe 3anpawunBaTh, a KnveHT 0bs3aH
no 3anpocy baHka npegocTaBnATb B baHK 4OKYMeHTbI
(B BUAE MOAJIMHHMKOB WM Hag/iexawmum obpa3om
3aBepeHHbIX Konwui), noaTBepxgatowme
nonHomo4usa losb3oBaTens No HanpasneHuo B baHk
3M1EeKTPOHHOro 3anpoca Ha Bbigady CepTudukaTta
KAoYa.

2.2.4. Cpok pencteus Komnnekta Kntoyen

onpegensetcs  baHkoM M yKa3biBaeTca B
Ceptudukate kntoya. Cpok pgencteus KomnniekTa
K/MoYe He MOXeT MpeBblaTb CPOK [elCTBUS
NMOSHOMOYUIA Monb3oBaTtens Cnctemsl B
COOTBETCTBMU C [OKYMEHTaMu, NOATBEPKAAOLNMU
ero nonHomouus.

B cnydvae, ecnn wucxopgsa w3

npeactaBAeHHbIX KnneHTOM

npeancrtaBngaeTcs

OOKYMEHTOB He
BO3MOXHbIM  YCTaHOBUTb CpPOK
,El,el7|CTBI/I9I nosiHoMounin lMonb3oBaTens Cuctembl,

CpOK I,El,el‘/JICTBI/Iﬂ KoMmnnekTa Kiw4yel He MoxeT
npeBbiWaTb Tpex net. ,D,O ncrevyeHna
YCTAaHOBMEHHOIo  CpoKa ,D,EI\/’ICTBMH KomnnekTa

kntoyen KnmeHT obs3aH MHMLUMMPOBATL Npoueaypy

cMeHbl  KomnnekTtoB kawueid. [Mpu  3ToMm, o
OKOHYaHMA CpoKa [eicTBus KomnnekTa Knwoyen
KNnueHT MoXeT NpoannTb ero AeicTBME Ha CPOK He
6osee 3 (Tpex) MecsiLeB, HanpaBuB B baHk 3asaBneHne
nocpeactsammn Cuctembl. o nHULMaTMBE KnveHTa
KoMnneKT Kntoyelt MoXeT 6biTb 3aMeHeH B Nobol
MOMEHT ero aencTeus. Kaxpablh HoBbln CepTudmkat
KNtoYa, MOANuCaHHbIi BaHKOM, aBTOMaTUYecKu
oTMeHseT geiicTBue CepTudmrKaTa Knwya JaHHOMO

Monb3oBatens Cuctemel, BbINYyLWEHHOIr 0 paHee.

2.2.4. The term of validity of a set of keys is to
be determined by the Bank and specified in the key
certificate. The said term may not exceed the period
of validity of the authority of a System User in
accordance with the documents which confirm the
User’s authority. In cases where it is deemed
impossible to identify the term of validity of the
System User’s authority, the term of effect of a set of
keys may not exceed three years. Prior to expiration of
the established term of a set of keys the Client is
obliged to initiate the procedure of substitution of a
set of keys. In such case, prior to expiration of the term
of validity of a set of keys the Client may extend the
term of not more than 3 (three) months by forwarding
to the Bank a relevant application via the System. At
the initiative of the Client, a set of keys may be
replaced at any point of time of its effect. Each new
key certificate signed by the Bank automatically
supersedes the effect of the previously issued key
certificate of a particur System User.

2.2.5. OcdopmneHHble €O CTOpPOHbI baHKa

Ceptudukatel kawdenn KnveHTa Ha ByMaXKHbIX
HOCUTEeNAX BpyyYatoTcs YNOAHOMOYEHHOMY
npepctasutento  KnueHta nubo HanpasnsioTcs

KnueHTy nocpefcTBOM MOYTOBOM CBA3M NO agpecy
KnueHTa, ykasaHHomy B [oroBope. CepTuduKaThl
KKOYeEN AOMKHBI XPaHUTbLCS Y Kaxxaon 13 CTOPOH He

MeHee nNdATKh NeT nocne OKOHYaHuA WunxX CpoKa

2.2.5. The Client’s key certificates executed
by the Bank in hard copies are to be handed to an
authorized representative of the Client, or mailed to
the Client’s address specified in the Agreement. The
Parties are obliged to keep key certificates for not less
than five years following expiration of their validity.

gencreus.

2.2.6. [pu nNOCTYyNnneHUN 3NEeKTPOHHOTrO 2.2.6. Upon arrival of an electronic
3anpoca Ha Bblgayy CepTtudwmkata  knwua, | application for issuance of a key certificate signed by
nognMcaHHoOro LeicTByOLLEN Ha MoMeHT | the System User’s electronic signature effective as at

noanuncaHus 3NeKTPOHHONW nognucbio MNonb3oBaTens

Cncrembl, baHk HanpasnseT KnneHTty C

MCNosb3oBaHMeM CUCTeMbI CepTI/Id:)I/IKaT Kko4a,

noAnucaHHbIN 3N1EKTPOHHOM noanucbo

the date of signing, the Bank is to send to the Client
via the System a key certificate with an electronic
signature of an authorized representative of the Bank.
In such case the Client has the right to request to the
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YNONHOMOYEHHOr 0 npepcrasuTens baxka. MNpu aTom
KnueHT BnpaBe o06patuTbcd B baHk ¢ uUenbio
nonyyeHns konuu CepTudumkaTa K/IwYa Ha
H6yMaXHOM HocuUTene, 3aBepeHHON baHKOM Kak

YOOCTOBEPSIOLLUM LIEHTPOM.

Bank to issue a hard copy of the key certificate
certified by the Bank acting as a certification
authority.

2.2.7. B cnyyae nHhopMmnpoBaHus BaHKoM
KnueHta B CucTeMe O NpeKpaleHUn [encTBus

umetoLlerocs y Knunenta USB-TokeHa
COOTBETCTBYlOWEro  Tmna,  KnaneHT  posxeH
OCylecTBMTb  Mpouefypy CMeHbl  KoMmniektos

Kntovel ceonx Monb3oBaTteneit CUCTEMbI:

® MyTeM reHepnpoBaHus KOMNIEKTOB KkoYel
cBoux Monb3oBaTenen CUCTEMbI HA MHbIX HOCUTEAX
MHdOpMaLMM (KECTKUIN JUCK, CbEMHble HOCUTEN
(bnew-namaTb, BHEWHWI BUHYeCTep) M T.N.) C
MCNONb30BaHNEM CBOUX TEXHUYECKUX CPEACTB, NTM60

e MyTeM ocyllecTBneHns 3aMeHbl USB-ToKeHa,
rnocpencTBoM obpalleHus B nogpasgeneHve baHka.

2.2.7.Inthe event that the Client is notified by
the Bank about termination of the effect of the
Client’s USB token of a relevant type, the Client is
obliged to perform the procedure of replacement of
the sets of keys of its System Users:

e By way of generating sets of keys of its
System Users on other media (hard disks, removable
media (flash disks, external hard disks), etc.) with use
of its own technical facilities, or

*By way of replacing a USB token following a
relevant request to the Bank.

2.3. Ons KomnnekTa KntoYen,
CreHepMpoBaHHOIrO  NOCpPeAcTBOM  MobunbHOro
NPUNOXEHUS:

2.3. With regard to the set of keys generated
with the help of a mobile application:

2.3.1. NMonb3oBaTeNb BNpaBe reHepnupoBaTb
KomnnekT kntoyern ansg MobunbHOro npunoxeHus c

NMoMolLLbo NMporpamMMmHbIX cpeacTs,
npefoCcTaBAEeHHbIX BaHkoM, npu HanMunn
LENCTBYIOLLENO KomnnekTa Kntoyen,

CreHepupoBaHHOro A paboTbl Ha MepcoHanbHOM
KOMMbloTepe.

2.3.1. The User has the right to generate a set
of keys for a mobile application with the help of the
software provided by the Bank in the existence of an
effective set of keys generated for working on PC.

2.3.2. Cpok pgeinctBus KoMmnnekTa Kiwouyen
yKasbiBaeTcsi B CepTudmkate kntova. Cpok gencrsems
KomnnekTa KKoYen, CreHepupoBaHHOro
nocpeacTBoM MoO6UABHOMO MPUTOXKEHWS, HE MOXET
npeBbllaTb CPOK [AencTBust Komnnekta Kiawuyen
Monb3oBaTens, creHepupoBaHHOro Ans paboTbl Ha
lNepcoHanbHOM

KomnbloTepe. [lo  uCTeyeHus

YCTAaHOBMAEHHOIO CPOKa KnneHTt o06s13aH

npouenypy
Kaxgbln  HOBBbIN

MHNUNMpPOBaTb CcMeHbl  KomnnekTtos

KtoYen. CepTndukat Kiwua,

nognucaHHbIN CtopoHamu, aBTOMATUYECKM
oTMeHsieT genctBue CepTudukata Kaw4va JaHHOro

MNonb3oBatens Cuctemsl, BbINYyLWEHHOIr 0 paHee.

2.3.2. The term of validity of a set of keys is
specified in the key certificate. The term of validity of
a set of keys generated with the use of a mobile
application may not exceed the term of validity of the
User’s set of keys generated for working on PC. Prior
to expiration of the established period, the Client is
obliged to initiate the procedure of replacement of a
set of keys. Each new key certificate signed by the
Parties will automatically supersede the effect of the
previously issued key certificate of such System User.

2.3.3. Cratyc 23 Monb3oBatens Cucremsl,
CreHepupoBaHHOI NocpeacTBoM KoMniekTa Ktoyen
pns MobunbHoro

npunoXeHna, COOTBETCTBYET

Cratycy 3l MNonb3oBatens Cuctembl, yKazaHHOMY B

2.3.3. The status of ES of a System User
generated with the use of a set of keys for a mobile
application corresponds to the status of the

electronic signature of a System User specified in the
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3asBneHumn, Npu reHepaumm Komnnekra knoven Ha
USB-TOKEHax WAWM WHbIX HOCUTeNsx WHdbopMaumm
(KeCTKM BUCK, CbeMHble HocuTenu (dnew-namMaTb,
BHELWHWI BUHYECTep) 1 T.N.)

Application upon generation of a set of keys on USB
tokens or other media (hard disks, removable media
(flash disks, external hard disks), etc.).

2.3.4. Ob6sa3atenbHaa 3aMeHa KomnnekTa
K/oYer MpoBOAMTCS B CNeAYIOLLMX CyYasX:
® IICTEK CPOK fleiicTBMA KoMMNNeKTa Knoyen;
e npowu3solna KomnpomeTtaums Kioden.

2.3.4.Itisrequired to replace a set of keysin the
following cases:

e The term of validity of a set of keys has
expired;

¢ The keys have been compromised.

24. B cnyvae nvweHns  KnneHToMm
Monb3oBatens Cuctembl Npasa nognuceieaTtb 3N 3/
cooTBeTCTBYylOWMEe KOMMNEKTbI KOYen BbIBOAATCA
U3 eCTBMUS Ha OCHOBAHMM MUCbMEHHOTO 3asiBIeHUS
a4 dopmara,

HanpaB/IeHHOro B BaHK nocpeacTesom Cnctembl u

KnueHta  wam cBO60OAHOrO

noannMCaHHOro ynos1HOMO4Y€HHbIM NNLOM KnneHTa.

2.4, In case the Client denies a System User
the right to sign an electronic document with ES the
relevant key sets are be disabled pursuant to a written
application of the Client or an electronic document of
a free format sent to the Bank via the System and
signed by an authorized representative of the Client.

2.5.
CepTnduMKaT KKoYa B CEAYOLLMX CyYasix:

BaHk Brnpase aHHYNMpOBaTb

e He  MOATBEPXKAEHO, 4TO  Bfageney,
CepTuduKaTa KntoYa BnageeT KAYOM 3NEKTPOHHOM
NoanucK, COOTBETCTBYIOLMM  K/OYY MPOBEPKM

3M1eKTPOHHON MOAMUCKU, YKA3aHHOMY B TaKOM
ceptudmkarte;

® YCTAHOB/IEHO, 4YTO  cofepxalwmuica B
CepTudmkaTe KoY npoBepku 31 yxxe COQEPXKNTCS B
WHOM paHee co3fgaHHoM CepTudurKaTe Ktova;

® BCTYMWJIO B CUJTY peLeHne cyfa, KOTOpbIM, B
YaCTHOCTU, yCTaHOBMeHO, YTo CepTudukat kwoya
COLlEPXUT HELOCTOBEPHYIO MHbOPMaLUIO.

NHdopmauma o npekpaleHun [encTeums

Ceptudukata knwya BHocuTcs  baHkom B
COOTBETCTBYHOWMIN peecTp cepTUdMKATOB B CPOK,
YCTaHOB/EHHbIW AECTBYIOLWNM 3aKOHOAATENBCTBOM

Poccuinckon degepaumu.

2.5. The Bank has the right to revoke a key
certificate in the following cases:

e There is no confirmation that a certificate
holder possesses the ES key which corresponds to the
ES verification key specified in such certificate;

e |t is established that the ES verification key
specified in the certificate already exists in another
previously generated key certificate;

e A court decision came into effect, which in
particular established that the key certificate contains
unreliable information.

The Bank records information concerning
revocation of a key certificate in a relevant certificate
register within the term established by the applicable
law of the Russian Federation.

3. O6ecneyeHue 6e30NacHOCTU NpoLeaypbl 06MeHa AOKYMeHTaMM/
Maintenance of security of document exchange procedure

3.1. be3onacHocTb 0bMeHa 3/ gocTuraeTcs
3a CYeT NPUMEHeHNs CneayLWwmnx CpeacTs:

3.1. Security of ED exchange is ensured via
use of the following facilities:

3.1.1. Ana NepcoHanbHOro KOMNbloTEpa:

CpefctBo  KpunTorpaduyeckomn
(CK3W) Ha
Komnnekca «bukpunT 5.0.» (BapMaHT UCNONHEHUS 2),

3aWnTsl

nHdopmaymm 6ase [porpamMMHOro

3.1.1. With regard to personal computers:

Cryptographic  information  protection
facilities (CIPFs) on the basis of the software solution

Bicrypt 5.0. (version 2) developed by InfoCrypt LLC
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pa3spaboTaHHoro 000 ®dwupma «MHboKpunT»
(cepTudukat cootBetcTBMs ®CH PO Cd/114-3535 ot
12.12.2018 r.). KNMEHT, OTHOCSAWMUNCA K CErMeHTy
npeanpuHumaTteneil, umeetT npaBo BMmecTo USB-
Kntoua

TOKEHOB WMCNO/b30BaTb [JNA  XpaHeHUA

3ﬂeKTpOHHOl>JI noanucu NHble HOCUTEenu

UHdOpMaALMM (KECTKUIN OUCK, CbEMHblE HOCUTEN
(onTnyeckue bnew-namsaTh, BHELHWN

BUHYeCTep) U T.N.). KnneHT yBegomneH baHKoM o ToM,

ANCKM,

4YTO wucnonb3oBaHWe BMecTO USB-TOKEHOB WHbIX
HocuTene WHGOPMaUMM  CYLECTBEHHO CHUXaeT
ypoBeHb 6e30nacHOCTV Npyn obMeHe 3/ 1 NONHOCTbIO
OCO3HaeT BO3HMKalolWmMe Npu 3ToM puUckun. baHk He
peKOMeHAyeT UCMob30BaHUe MtobbIXx HocuTenei
nHdopMaLumm 3a ucknoyeHnem USB-TokeHOB.

Wcnonb3osaHnem CK3U «KpunTtoTokeH 2
JM» B coctaBe USB-tokeHoB JaCarta-2 TOCT,
paspaboTaHHbix 3A0 «AnnaguH P.[.» (cepTudmkat
cootBeTcTBUA PCB Poccum Ne Cd/124 - 3956 oT
17.11.2020 r.). Kntoy a3n1eKTPOHHOM NOAMNUCK HUKOTAA
He NMoKngaeT BHYTPEHHeN 3aLmieHHo namaTn USB-
TOKeHa. FeHepauums 1 xpaHeHue Kntoya 31eKTPOHHON
nognucu, a nognucaHve [[OKYMEHTOB

nponseBoanTcd BO BHyTpeHHeVI 3aU.LMU.LeHHOl>’I namMaTn

TaKxe

USB-TokeHa. [locTyn K Kntoyy 3f1eKTPOHHON nognuncu

ocyuwiecTBnaeTcs C MCNOosib30BaHNEM napons.

KnuneHT, OTHOCALMNCS K CerMeHTy
npegnpuHuMaTenen, uMeetr npaBo BMmecTto USB-
Kntova

TOKEHOB MCNONb30BaTb [fAA4 XpaHeHUA

3N1EeKTPOHHOW nognucu WHble HoCUTENM
MHdopMaumMm (KeCTKUI OUCK, CbEeMHble HOCUTEeNu
(bnew-namaTb, BHEWHWI BUHYECTEP) U T.M.). KNneHT
yBefiom/ieH baHKOM O TOM, 4YTO MCMO/b30BaHUe
BMecTo USB-TOKEHOB MHbIX HOCUTeNelN MHdopMaLum
CYLLECTBEHHO CHWXAeT YpOBeHb H6e30MacHOCTM npu
obmeHe 3[]1 M MONHOCTbIO OCO3HAET BO3HMKamoLme
npu 3TOM puckn. BaHK He  pekomeHpyeT
Mcrnonb3oBaHue Nbbix HocuTenel nHdopmalmm 3a

ncknroyeHmem USB-TokeHoB.

WndposaHus LaHHbIX B

TeNeKOMMYHMKALMOHHbIX KaHanax o
ncnonb3oBaHnem CK3U Kpuntollpo CSP Bepcumn 4.0 n

Ans

HECAHKUMOHNPOBAHHOIO

BbiLle. 3aWnThl OAHHbIX oT

pocTyna B

TENNEKOMMYHUKAUMOHHBIX KaHanaxX Wucnonb3yeTca

(certificate of conformity issued by the Federal
Security Service (FSB) of the Russian Federation (FSB)
No. SF/114-3535 of December 12, 2018). For the
purpose of safe-keeping electronic signature keys, a
business segment Client is entitled to use information
media instead of USB tokens (hard discs, removable
media (optical discs, flash memory, external hard
discs), etc.). The Client is notified by the Bank that
utilization of other information media in lieu of USB
tokens significantly reduces the level of security in the
course of ED exchange, and therefore is fully aware of
resulting risks. The Bank recommends to abstain from
using any information media other than USB tokens.

Utilization of CIPF Cryptotoken 2 ES in
conjunction with USB tokens JaCarta-2 GOST
developed by CJSC Alladin R.D. (certificate of
conformity issued by the Federal Security Service
(FSB) of the Russian Federation (FSB) No. SF/124 -
3956 of November 17, 2020). An electronic signature
key is never detached from the internal protected
memory of a USB token. ES keys are generated and
signing of documents is performed inside the internal
protected memory of a USB token. Access to ES key is
obtained with use of a password. A business segment
Client has the right to use other information media in
lieu of USB tokens when safe-keeping ES keys (hard
discs, removable media (flash memory, external hard
discs), etc.). The Client is notified by the Bank that
utilization of other information media in lieu of USB
token seriously affects the level of security in the
course of ED exchange, and is fully aware of resulting
risks. The Bank recommends to abstain from using
any information media other than USB tokens.

Data in telecommunication

channels with use of CIPF CryptoPro CSP of version

encryption

4.0 and higher. With a view to protect data from
unauthorized access in telecommunication channels,
protocol Transport Layer Security (TLS v. 1.2, RFC
2246 and above 3) is recommended for use.

Certification of appurtenance of the System
server of PJSC ROSBANK with the help of a certificate
issued to PJSC ROSBANK by the Certification
Authority of CRYPTO-PRO LLC.

3|t is recommended to use version TLSv. 1.2.
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npotokon Transport Layer Security (TLS v. 1.2, RFC
2246 v BbllLED).

YpocToBepeHns MPUHAANEXHOCTU cepBepa
Cuctembl MAO POCBAHK c nomoubto cepTudukaTa,
BblgaHHoro [AO POCBAHK akkpeanTOBaHHbLIM
YpoctoBepswowmm ueHTpoM 000 «KPUTMTO-MPO».

3.1.2. ns MOBUNBHOIO NPUNOXKEHUS:

CpepcTBa 3aWmThl

MHOPMaLMM C MCNoNb30BaHKeM anropuTMa RSA ans

KpunTorpaduyeckoi

3alWMTbl  AAHHbIX  OT  HECAaHKUWOHMPOBAHHOMO
poctyna B TeNEeKOMMYHWKALMOHHbIX
ncnonb3yetcsa npoTokon Transport Layer Security
(TLS v.1.2, RFC 2246),

KpunTorpauyeckme MexgyHapogHble anropuTMbl

KaHanax

NMPUMEHATCA

wndpoBaHusa RSA (3072 bit), obMeHa knwvel no
anroputmy [Ouddur-XennmaHa, Xx3WMpPoOBaHUS B
cooTBeTCcTBMU € SHA 512,

CuMMmeTpuyHoe wndpoBaHue AES c gnmHom
KnoYa 256 bit., reHepaums u xpaHeHue Knrouya
3M1EKTPOHHON MoAnucK, a Takxke noanucaHuve 3[
NPOV3BOAMUTCS BO BHYTPEHHENW 3alUMULLEHHON NaMSATH
Mob6bunbHOro  yCTpOMCTBa. yBegomneH
BaHKOM O TOM, 4TO Mcnonb3oBaHue BmMecTo USB-

Knuent

TOKEHOB MHbIX HocuTenemn I/IHCbOpMaLI,I/IVI

CYLLECTBEHHO CHMXaeT ypoBeHb 6e30nacHOCTM npu
obMeHe 3] ¥ MOMHOCTbIO OCO3HAeT BO3HWKaLMe
npu 3TOM  puUCKU. bBaHK He  peKkoMeHgyeT
MCMONb30BaHMeE NObbIX HOCUTeNnen WHgopmaumn,
npegHasHavyeHHbIX A/ FTeHepauum W XpaHeHus

Kntoya 3M, 3a ncknoveHmem USB-TOKEHOB.

3.1.2. With regard to mobile apps:

Cryptographic  information  protection
facilities with use of RSA algorithm for the purpose of
protecting data from unauthorized access in
telecommunication channels protocol Transport
Layer Security (TLS v.1.2, RFC 2246) is used, as well as
international cryptographic encryption algorithms
RSA (3072 bit), exchange of keys on the basis of the
Diffie-Hellman algorithm and hashing in accordance
with SHA512.

AES symmetric encryption with the key
length of 256 bit., generation and safe-keeping of ES
keys, as well as signing with the help of ES are
performed in the internal protected memory a mobile
device. The Client is notified by the Bank that
utilization of other information media in lieu of USB
token seriously affects the level of security in the
course of ED exchange, and is fully aware of resulting
risks. The Bank recommends to abstain from using
any information media for generating and safe-
keeping ES keys other than USB tokens.

3.2. KnneHTy pekomeHgyeTcsi obecrneynTb

3.2. The Client is recommended to arrange a

KOMM/IEKC  OpraHu3auMOHHO-TexHUYeckux  Mep, | comprehensive set of organizational and technical
HanpaBfieHHbIX ~Ha  BbINOMHeHWe  cnepyowmx | measures designed to meet the following security
TpeboBaHUN 6e30nacHoOCTH: requirements:

3.2.1. [Ons pabotbl Ha [lepcoHanbHOM 3.2.1. With regard to PC operation:
KOMMblOTEPE: To allocate a dedicated PC of the Client

OpFaHI/l3OBaTb Bblﬂ'eﬂeHHbll\/'l KOMMNbKOTEP

noacucCTeMbl «KnneHT», npegHasHa4YeHHbIN

WCKTIYNTENBHO Anst paboTbl ¢ BaHKOM;

leHepauuio M XpaHeHMe  K/YeBOn
MHdbOpMaLuMK, a TakKkKe MNOANMCaHWEe [OKYMEHTOB
npon3sBoguTb ¢ USB-TokeHOB

JaCarta-2TOCT;

MCNoNb30BaHNEM

subsystem intended exclusively for communicating
with the Bank;

Generation and safe-keeping of key
information, as well as signing of documents shall
only be performed with use of USB tokens JaCarta -2

GOST;

2 PekoMmeHayeTcsa ucnonb3osartb Bepcuio TLS v.1.2.
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B cnyvae reHepaumu KnneHToM,
OTHOCSILLMMCSA K CerMeHTy npeanpuHuMaTenen,
Kntoven 3/1EKTPOHHOW nognucu CBOMX

Monb3oBaTene Ha HOCUTENU, oTAUYHble oT USB-
TOKEHOB, OCYLECTBAATb 3KChayaTauuio paboyero
MectTa W obecneyeHne ero  6He3omnacHoOCTU
OpPraHM3auMOHHbIMU U TEXHUYECKMMW MepamMu B
COOTBETCTBUM C TPebOBaHMAMU 3KCMIyaTaLMOHHON

pokymeHTaumel pns CK3U «bukpunT 5.0» gns knacca

KC1l: «CpeacTBo Kpuntorpaduyeckon  3almThl
NHdopmaLmm «BbukpunTt 5.0». MpaBuna
Nnosb30BaHUA» (MH®K.11485466.4012.027.31).

[JaHHbIN [OKYMEHT pasMmelleH Ha oduuManbHOM

caite BaHka B ceTM MWHTepHeT no agpecy
http://www.rosbank.ru.

BeecTu orpaHuyeHme ceTeBoro
B3aumopaencTens KoMMbloTepa NOACUCTEMDI

«KnneHT» TOMbKO C HEOHXOAUMBIM [OBEPEHHbLIM
nepeyHewm IP-agpecos;

MpoBepsaTb, 4TO YCTAaHOB/IEHO 3alLMLLEeHHOE
TLS-coegunHeHne c obnLmnanbHbIM PECYPCOM CEPBUCA
https://www.bankline.ru.

CpepcTtBamu NoACUCTEMDI «KnneHT»

3akpenuTb 3a [lonb3oBaTtensamu Cuctembl IP-
agpec/cnncok

noacucTembl

IP-agpecos KOMMNbIOTEPOB
«KnneHT» B UuUensx obecneyeHus
KOHTPO/Sl Ha CTOpoHe baHKa;

Ob6ecneynTb Ha BblefIeHHOM KOMMblOTEpe
Hanuune CpeacTs

NporpaMmMHOro

3alMTbl  OT  BPEfOHOCHOTO
obecneveHus, nx

paboToCNoCO6HOCTL U perynspHoe 06HOBNEHNE;

NCKNIOUYNTL Ha BblgeNeHHOM KOMMNbKOTEPE
OTKPbITUE NMNCEM C BJIOXXEHUAMU, NMOAYHEHHbIMAN OT
HEU3BECTHbIX N1 HefoBepPEeHHbIX NCTOYHUKOB;

Ob6ecneynTb ncnonb3oBaHNe

NCKNKYNTENbHO JIMUEH3NOHHOIO nNporpamMMHOro

obecneyeHnss N onepaLNoHHON CUCTEMDI;

OpraHu3oBaTb  PEeryasipHyl0  yCTaHOBKY

06HOBNEHUN 6e3onacHoCTH NporpaMMHOro

obecrneyeHns 1 onepaLMoOHHON CUCTEMbI;

NcknounTb Mncnonb3oBaHne cpencTte

YAANEHHOT0 aAMUHUCTPUPOBaHUS;
0b6ecneynTb NPUMEHEHWE JINLLEH3MOHHOIO

MEXCeTEBOro 3KpaHa (fonycKaeTcs NCnofb3oBaHue

NMepcoHasbHOrO MEXXCETEBOMO IKPaHa;

BbINOAHUTL KOMMIEKC OPraHM3aLMOHHbIX
MeponpuaTuii no obecnevyeHnto MHMOPMaLMOHHOM
6e3onacHoCTH

6e3onacHoCTU (HacTpoika

In case a business segment Client generates
ES keys for its Users on information media other than
USB tokens, it is necessary to operate workstations
and ensure their reliance on
organizational and technical measures in compliance
with the operating document requirements for CIPF
Bicrypt 5.0 for class KS1: Cryptographic information
protection facility Bicrypt 5.0. Directions for Use
(INFK.11485466.4012.027.31). The said document is
available on the official web-site of the Bank at

security with

http://www.rosbank.ru.

To introduce restriction of network
of the Client subsystem PC

exclusively with the required trusted list of IP

interconnection

addresses;

To verify whether a TLS protected
with the official
https://www.bankline.ru service is in place;

connection resource

To assign, based on the Client subsystem
facilities, to System Users an IP address/list of IP
addresses of the Client subsystem PCs with a view to
ensure control on the side of the Bank;

To provide for availability on a dedicated PC
of malware protection facilities, as well as to ensure
their operability and regular updating;

To preclude opening on dedicated PCs of
letters with enclosures received from unknown or
untrusted sources;

To make use exclusively of licensed software
and operating system;

To organize regular installation of software
and operating system protection updates;

To rule out use of remote administration
tools;

To putin place a licensed network firewall (it
is allowed to use personal network firewalls);

To carry out a set of organizational

arrangements to ensure information security
(operating system security settings, restriction of
right to access an information system, pass-wording,

preparation of incident response procedures, etc.);

To  monitor  security  requirements

compliance.
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OMepauMoHHON  CUCTEMbI, OrpaHW4YeHne npa.

gocTyna UHhOPMaLMOHHON CUCTEMBI, OpraHM3auus
naposibHOM MOAroTOBKa  mpoueayp

pearnpoBaHna Ha UHUNAOEHTbI U T.I'I.);

3aWnThl,

KoHTponupoBaTb cobntogeHne TpeboBaHni
6e30MacHoOCTW.

3.22. [Ana pabotel ¢  MobunbHbIM
YCTPONCTBOM:
ObecneunTb MCMob30BaHMeE

NCKNKYNTENDBHO JIMLUEH3UOHHOIoO NporpamMmMHoOro

obecneyeHus n OﬂepaLLMOHHOVI CUCTEMbI;

OpraHusoBaTb  perynsipHyto
6e3onacHoOCTM nporpamMHoro

obecneyeHus n OrlepaLl,VIOHHOl\/’I CUCTEMbI;

YCTAHOBKY
obHoBNEHUN

NcknounTb ncnonb3oBaHue cpencrts

YAaNneHHOro agMMHNCTpUpoBaHnA;

BbINOMAHUTL KOMMIEKC OPraHM3aLMOHHbIX
MeponpuaTUin nNo obecnevyeHnto UHOPMaLMOHHOM
6e3onacHoCTH

6e3onacHocTu (HacTpoika

OI'IepaLI,VIOHHOI‘/JI CNCTEMBDI, orpaHmn4eHune npas
[AocTyna VIHCbOpMaLI,l/IOHHOI\/ﬁ CNCTEMDI, OpraHn3auns

MaposibHOM 3aLinThI);

KoHTponupoBaTb cobntogeHne TpeboBaHUi

3.2.2. With regard to a mobile device
operation:

To make use exclusively of licensed software
and operating systems;

To arrange regular software and operating
system updating;

To preclude use of remote administration
tools;

To perform a set of organizational measures
to ensure information security (operating system
security settings, restriction of right to access an
information system, pass-wording);

To monitor  security requirements

compliance;

To roll out anti-virus software.

6e30MacHoOCTY;

ObecneuynTb  HanWunMe  AHTUMBUPYCHOIO
NpPorpamMMHoOro obecneyeHums.

3.3. Monb3oBaTenu Cucrembl, 3.3. System Users authorized by business
YNOHOMOYEHHbIEe NCMNo/ib30BaTh Cuctemy | segment Clients to use the System are obliged to
KnneHntamu, OTHOCSAWMMMCS K cermeHTy | enterintothe System a mobile phone numberin order

npegnpvHumaTene, [oMkHbl B CucTeMe BBECTU
HoMep Tefled)OHa COTOBOW CBA3W A/151 MOSYYEHUS HA
YKa3aHHbI HOMep MH(MOPMALMOHHBIX COOBLEHUI B
COOTBETCTBUMU C [loroBOpPOM.

to receive to such phone number information
messages in accordance with the Agreement.

3.4. KnueHT ob5a3aH:

NcknoyunTb nosiBneHne Ha llepcoHasnbHOM

KOMMblOTEpPE MU Mo6UNbHOM  YCTpOMCTBE

nogcucTembl «KMeHT» BUPYCOB U ApYrvxX NpPorpamMmm
LECTPYKTUBHOIO  OeNCTBUS,  KOTOpble  MOryT
paspywutb unm moauduunpoBaTb MNpPOrpaMMHoOE
obecneyeHve NOACUCTEMbI, CKOMMPOMETMPOBATH

knoum  Monb3oBatens CuCTEMbl  MOCPeLCTBOM

NPUMEHEeHUs! JIMLEH3MOHHbIX CPeACTB 3aluTbl OT
BPEAOHOCHOIO KOJA U PErynsipHOro nx 06HoOBEeHNS;

3.4 The Client is obliged:

To eliminate penetration of viruses and
other destructive software into PCs or mobile devices
of the Client subsystem which may destroy or modify
the subsystem software, compromise the System
Users’ keys, which protection should rely on
application of licensed malware protection facilities

and regular updating thereof;

To rule out a possibility to introduce
unauthorized modifications in the Clients’ hardware
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NckntounTb BO3MOXHOCTb

HECAHKUMOHUPOBAHHbIX BaHKOM M3MeHeHul B
TEXHUYECKUX N NMPOrpaMMHbIX CpeacTBax KnneHTa,

onpegeneHHbix B Cnucke;

VICKNto4nTb BO3MOXHOCTb KoMnpomeTauuu

and software specified in the List not authorized by
the Bank;

To preclude a possibility of compromise of
keys in the course of their transportation, operation
and safe-keeping.

KOYel B Mpouecce WX  TPAHCMOPTUPOBKM,
3KCMyaTaLumm U XpaHeHus.
3.5. CTopoHbI 0b6si3aHbI: 3.5. The Parties are obliged:
obecneymBaTb KOH(pMAEHUNANbHOCTb To ensure confidentiality of ES keys. In

Knioyeil 31eKTPOHHbIX MOAMNUCEN, B YAaCTHOCTU He
[OMNyCKaTb MCMO/b30BaHME MpPUHAAAEXALMUX UM
Kntoyei 3f1eKTpOHHBIX Mognucen 6e3 nx cornacus;

yBeaoMAsATb apyryto CTOPOHY O HapyLeHun

KOH(MAEHUMANBHOCTH Kntoyva 3M1EeKTPOHHOM
nognucu (KomnpomeTauuu Kaw4va) B Te4yeHue He
6o/iee yeM ofiHOro paboyero AHSA CO AHSA MOyYeHUs

MHOPMaLMM O TAKOM HapyLLEHUN;

He wucnonb3oBaTb Koy 3ﬂeKTpOHHOI7I
nognnucn npu Haan4mnu OCHOBaHMUI nosaratb, 4TO

KOH(MAEHLMAaNbHOCTb AAHHOIO K/0Ya HapyLUeHa.

particular, it is not allowed to use the Parties’ ES keys
without their consent;

To notify the other Party about violation of
confidentiality of an ES key (Key Compromise) within
not more than one business day following the receipt
of information concerning such violation;

Not to use ES key, if there are reasons to
believe that confidentiality of a key was breached.

3.6. bBaHk BnpaBe B OOHOCTOPOHHEM
nopsigke  3abnokupoBatb  Knouy  371eKTPOHHOW
noanucu  lMonb3oBatena Cuctembl B cayvae

nosiBfieHns1 060CHOBAHHbIX MOAO3PEHNN B HANNYMK
Ha lepcoHanbHOM KoMmMNbloTepe uU/mnm MobuabHOM
ycTpoicTBe MMonb3oBatens CUCTEMbl BUPYCOB WU

Apyrux
BnokupoBska

nporpaMM  AeCTPYKTUBHOIO  [eNCTBUS.

Kntoya  aneKkTpoHHON  nognucw.

Monb3oBatens Cucrtembl cHuMaeTcs BbaHkom no
dakTy nonyyeHns oT KnueHTa noaTBepxaeHus ob
ypaneHun ¢ [epcoHanbHOro KoMMbloTepa W/vunu
MobunbHoro ycTporictea Monb3oBatens CucTemsl

BMPYCOB MAW [APYrux nporpamm [ecTpyKTUBHOIO

3.6. The Bank has the right to unilaterally
lock a System User’s ES key in case there is reasonable
suspicion of virus infection or penetration of other
malware in a PC and/or mobile device. ES key locking
is realized by the Bank following receipt by the Client
of confirmation on removal of viruses and other
malware from a PC and/or a System User’s mobile
device.

gencreus.
3.7. B cnyyae BO3HWKHOBEHUSI Yrpo3bl 3.7. In case there is a threat of a Key
KomnpomeTauum KnroYen pernameHTupyetcsi | Compromise, the following response sequence of the

cnepyroLLas noc/iefoBaTelbHOCTb AecTBUA CTOPOH.

Ecnn npousowna KoMmnpomeTauus Katoyen
noboro Monb3oBaTena KnueHTta, nocneaHnin 06a3aH:

B cnyyae goctynHocTn Komnnekta Kntoyen

(nogo3peHue Ha HeCaHKLUMOHMPOBAHHOE
KOMMpOBaHWE) HeMeaNeHHo nocnate B baHk 3]
«bnoknposka  kmova». [pu 3TOoM  Cuctema
aBTOMaTUYECKU 3abnokmpyet BO3MOXHOCTb

Parties is established.

In case of a compromise of keys of any User
of the Client, the latter is obliged:

If a set of keys is available (suspicion of
unauthorized copying), to immediately send to the
Bank a Key Locking electronic message, following

which the System will automatically block a
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MCMONb30BaHWA  AaHHOro KomnnekTa  K/wouen

MNMonb3oBaTtens Cucrtemsl;
B criyyae HepoCTynHOCTU (yTpaTa, XuLieHne

CoObUNTL
ApMuHucTpaTopy Cructembl no TenedoHy (TeniedoH 1

7 T.N.) KomnnekTa Knoyen

3NIEKTPOHHbIA agpec AAMUHUCTpATOpa CUCTEMBI

yKa3aHbl Ha cauTe www.bankline.ru, a Takxe B

3asBneHnm, NCNONb3ys AN aBTOPU3aLUM KOJOBYHO
¢pasy, npuBegeHHyto B CepTudukaTe Kaoya, 0
takTe KomnpomeTaumm knoyen;

B cny4yae ytpartbl lMonb3oBatenem Cuctemsl
KogoBon pasbl AgMUHUCTpaTop CUCTeMbl Bnpase
Npou3BecT!  [OMNOSHUTENbHble  AeWCTBUS MO
aBTopusaumm Monb3oBatenss Cuctembl (0BpaTHbIN
3BOHOK MO YKasaHHoOMy B 3asBfeHUn TenedoHy,
3anNpoc Ha npegocTaBneHune

nHdopmaummn: o damuaun Kypatopa KnueHta B

I,CI,OI'IOI'IHl/ITeJ'IbHOl‘/JI

EaHKe/yI'IOJ'IHOMOHeHHOFO COTpyAHUKa

KONMM4YecTBe nonb3oBaTenen u T.n.).

baHka,
B cnyyae
npepfocTaBieHUss  HeobBbEKTUBHON  MHdOpMauun
AOMUHUCTPATOP CTaBUT B W3BECTHOCTb KypaTopa
KnueHta B bBaHKe/ynonHOMOYEHHOro COTPYAHMKA
BaHka ¥ Mo cornacoBaHWio C HUM peLlaeT BOMPOC O
npogo/HkeHUn/6nokmpoBaHny paboTsl KnneHTa B

Cucteme;

B cnyyae  komnpomeTauum - (yTparthl,

pasrnaleHus) SMS-koga He3aMeanuTenbHoO

npoviHpopmmpoBaTb BaHk no Nobomy KaHany cBs3u;

B cpok He 6onee Tpex pabounx gHen nocne
coobueHns no TenedoHy o axkTe KomnpomeTtauuu
Kntoyel HanpaBuTb B BaHk Ha 6naHke KnueHTa

NMNCbMEHHOE 06BbACHEHNE cnyymBllerocs,

3aBepeHHOoe Hapanexawnm o6pa30M nognmncamMun

YMOMHOMOYEHHbIX NWL, U neyaTbto KnueHTa (npwu

HanuMuuKn). B nucbMe  [O/MKHO  copep)aTbCs

pacnopshxeHune BaHKy [0} NMPNOCTaHOBAEHNN

panbHeliwen 06paboTkM 3/, 4O yCTpaHEHWs NPUYUH
cnyymBlLerocs n (Mnum) 3ameHbl KoMnaekTa Kiyen;

B cniyd4ae nNpuHATUA pelleHna O 3aMeHe

KoMmnieKkTa  KaoYel, CreHepuMpoBaHHOIO  Afis

MepcoHanbHOrO  KOMMblOTEpa,  CreHepupoBaTtb

HOBbIM KOMMAEKT K/loYer CcaMoCTOsATeNlbHO U

HanpaBUTb CBOEro npefctaBuTens B baHk ans ero
pervcTpauumu. B cnyyae npuHATUS pelleHns 0 3aMeHe

KomnnekTa Kntoyen, CreHepupoBaHHOro
nocpeacTsom MobunbHoro NPUIOXKEHNUS,
CreHepupoBaTb  HOBbIN KoMnaekT  Katoven

CaMOCTOATENIbHO B COOTBETCTBUN C nOpﬂAKOM.

possibility for System Users to use the compromised
set of keys;

If a set of keys is not available (as a result of
loss, theft, etc.), to notify the System Administrator
via phone (the System Administrator’s phone number
and electronic address are available on the web-site

at www.bankline.ru, as well as in the Application, by
using a code phrase for authorization specified in the
Key Certificate with a view to report a Key
Compromise;

In case of loss by a System User of a code
phrase, the System Administrator is entitled to
undertake additional actions on a System User’s
authorization (dial back the phone number specified
in the Application, send a request for additional
information, i.e. full name of the Client’s curator on
the side of the Bank/authorized Bank officer, number
of users, etc.). In case unreliable information is
furnished, the System Administrator is to notify the
Client’s curator on the side of the Bank/authorized
Bank officer, and to take a decision based on the
latter’s consent, to continue/block the Client’s work
in the System;

In case of a compromise (loss, disclosure) of
SMS-code, it is necessary to immediately notify the
Bank via any communication channel;

Within not more than three business days
following the phone call on a key compromise, to
submit to the Bank a written account of the incident
executed on the Client’s letterhead duly certified by
the signatures of authorized persons and the Client’s
attached
statement is to carry an instruction to the Bank to

seal (if available). The said written
suspend further processing of electronic documents
pending elimination of the reasons underlying the

incident and/or to replace the keys;

In the event a decision is taken to replace the
set of keys generated for a PC, to independently
regenerate a new set of keys and send its
representative to the Bank with a view to register such
new set of keys. In the event a decision is taken to
replace the set of keys generated with use of a mobile
application, to independently regenerate a new set of
keys in accordance with the Procedure.

In case of a compromise of a set of keys of the
Bank, the latter is obliged:

To notify the Client about the compromise of
the Bank’s set of keys, continuation/suspension of
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Ecnu npowusowna KoMnpomeTtaumus Katouen
BaHka, nocnegHuit 06s3aH:

N3BecTuTb KnneHTa o] dakTe

KoMrnpomeTaumum  Komnnekta  khatouen  baHka,
npogomkeHnn\npnocTaHoBneHnm paboTel CUCTeMbI
MU cMeHe KomnnekTa kntovelt baHka nocpefcTBOM
CucTeMbl C yKasaHWEM [aTbl U TOYHOFO BpEMEHMU

CMEHbI BbllLeyKa3aHHOIro KomnnekTa KJ'HO‘-IEI\/'I;

Mpownssectn BHEMN/IaHOBYIO CMeHy
Komnnekta kntoyelt baHka, ony6avKoBaTb HOBbIN
Kntoy npoBepKM 3/1IEKTPOHHOM MOAMUCK U KOMUIO
Ceptudukata knova baHka, cogepxallero HoBbIN
Kntoy npoBepku 3neKTpoHHON mopnucu BaHka, Ha

cepBepe CucTeMbl.

operation of the System and replacement of the set of
keys of the Bank by using the System facilities with
indication of the date and exact time of such
replacement;

To carry out an unscheduled replacement of
the Bank’s set of keys, to publish a new ES verification
key and a copy of the Bank’s Key Certificate with a
new ES verification key of the Bank on the System
server.

3.8.
coobLeHns o

Mpu nonyyeHun no  TenedoHy

yrpossl
KomnpomeTauuu Knatouyelr OoT aBTOPU3OBAHHOMO MO
kopgoBol  pase HeMegneHHo

NpunoCTaHaBNMBaeT

BO3HWKHOBEHUM
Knuenta bBaHk

MCNonb30BaHmne Cucrtembl
JaHHbIM KnueHToM. C 3TOro MOMeHTa onepauuu
NpPOBOASTCS TONMbKO HA OCHOBAHUM [OKYMEHTOB,

o(opMNEeHHbIX B ByMaXKHOM BUe.

[JanbHeliee wucnonb3oBaHue CuCTeMbI
KnneHTOM BO3MOXHO TO/MIbKO MOC/e YCTpaHeHus

yrpo3bl KoMmnpomeTauum knoven KnmeHTa.

3.8. When notified by the Client authorized
with use of a code phrase via the phone about a threat
of a compromise of keys, the Bank will immediately
suspend such Client’s work in the System. Thereafter
operations may only be performed on the basis of
paper documents.

Further use of the System by the Client is
only possible following elimination of a threat of
compromise of the Client’s keys.

1. MNpu ucnonbsoBanuu NMNogcucremol «Mpamas nuterpaumsa» [ With
regard to use Direct integration subsystem

4. O6wme npaBuaa ob6MeHa 3/IeKTPOHHbIMU BOKYMeHTamm [ General
rules of exchange of electronic documents

4.1. KnueHT camocCTosiITENbHO onpegensier
Cnocob MHTerpaLmm y4eTHo cucTemsl M baHka. baHk
NoAAepPXKMBaET Clefyolme BapuaHTbl UHTerpaumm
(kaXk@oMy M3 BapWaHT MHTerpauun COOTBETCTBYET
CBOI HAbOP 3M1EKTPOHHBIX JOKYMEHTOB):

e yepes cepBuc «1C:JupekTbaHk»;
e yepes npoTokon SOAP/FTPs;

e yepes cepBuc «TpaH3uT HP[» (TpaH3uT

LOKYMEHTOB KnueHToB yepes cuctemy
3/1IEKTPOHHOrO [0KyMeHToobopoTa HebaHKOBCKOM
KpeauTHOW OpraHM3aunn akuMoHepHoro obuecTsa
«HauMoHanbHbIN pacyeTHbI genosuTapuii» (MHH

7702165310));

4.1. The Client independently determines
the method of integration of the accounting system
and the Bank. The Bank supports the following
integration options (each of the integration options
has its own set of electronic documents):

e viathe 1S: DirectBankservice;
e viathe SOAP/ FTPsProtocol;

e via the TransitNSD service (transit of
Clients’ documents through the electronic document
management system of the National Settlement
Depository Joint Stock Company (TIN 7702165310);

e via the CyberFT network (transit of

Clients’ documents through the electronic document
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e yepes ceTb «CyberFT» (TpaH3UT AOKYMEHTOB

KnueHToB yepes cucTemy 3/1eKTPOHHOrO
fOKyMeHToob6opoTa 06wecTBa C OrpaHUYeHHOW
OTBETCTBEHHOCTbIO «KUBEPMJIAT» (MHH
7731220815).

management system of the CYBERPLAT Limited
Liability Company (TIN 7731220815)).

4.2, Ona pa6otbl B Mopcucteme «Mpsimas
MHTerpauus» KnveHT caMoCTOATEeNbHO MPOU3BOANUT
HaCTPOWMKN  y4eTHOM BbIMONHAET

HeobxoanMble  poOpPaboTKM

CNCTEMDI n
CBOEW CUCTEMbl B
3aBUCMMOCTHN OT Bbl6paHHOFO cnocoba MHTEerpaunum c

BaHkomMm.

4.2. To work in the «Direct Integration»
Subsystem, the Client independently makes settings
for the accounting system and makes the necessary
modifications to his system, depending on the chosen
method of integration with the Bank.

4.3. [Ansa
BblIOpaHHOMY KaHany npsiMoro obmeHa KnueHT

nogknyeHns K bBaHky o

NCNONIb3YyeT:

+  web-cepBuc «1C:AnpekTbaHk»,

Ony6ANKOBAHHbI BaHkoM no appecy

https://www.bankline.ru/h2h/db1c;

«  SOAP-cepsep,
baHkoMm no
https://www.bankline.ru/h2h/iso/H2HService;

ony6/NKOBaHHbIN
appecy

. FTPs-pecypc, npeaocTaBfeHHbI

BaHKoM NepCoHalbHO KaXOMY KNTUEHTY;

*  WHTErpaumoHHbIN CcepBUC
2.0», npegocTaBnsiembii HKO AO HPA;

«TpaH3uT

. MHTErpaumMoHHbiin cepBuc «CyberFT»,
npepocTaensembin 000 «KUBEPMNAT».

4.3. To connect to the Bank via the selected
direct exchange channel, the Client uses:

« 1S: DirectBank web service published by
the Bank at https://www.bankline.ru/h2h/dblc;

« SOAP server published by the Bank at
https://www.bankline.ru/h2h/iso/H2HService;

+ FTPsresource provided by the Bank
personally to each client;

« Integration service 7ransit 2.0 provided by
NCO JSC NSD;

« CyberFT integration service provided by
CYBERPLAT LLC.

4.4. baHK noppepxuneaeT cnepyoLwme TUMbI
3IEKTPOHHbIX [OKYMEHTOB B 3aBUCUMOCTU OT

BbIGpPaHHOro BapmMaHTa MHTErpauum:
o «1C:AnpekTbaHk»:
0 [OKyMeHTbl oT KnuneHra:
- nnaTexHble NopyyYeHus B pybnsx PO;
- NnaTeXHble Mopy4yeHus B BaOTe;

- 3apnnaTHble peecTpbl Ha

pacnpepgeneHne 3apnnaatbl COTPyAHMKaM Ha CHeETa B

baHke;
0 [OKyMeHTbl oT BaHKa:

- CTaTyC  WCMOMIHEHUSI  MATEXHOro
nopyyeHus;

- TNOATBepXAaeHue 3auncnenHus
AEHEXHbIX CPECTB Ha CYeTa COTPYLHUKOB;

- BbINUCKW MO pyb/eBbIM U BanOTHbIM
cyeTaM.

+ npoTokon «SOAP» / «<FTPS»:

O [OOKYMEHTbI OT KnueHTa:

4.4. The bank supports the following types of
electronic documents, depending on the chosen
integration option:

« 1S: DirectBank.
o documents from the Client:

- payment orders in rubles of the Russian
Federation;

- payment orders in foreign currency;

- payroll registers for the distribution of
salaries to employees to accounts in the Bank;

o documents from the Bank:

- the status of execution of the payment
order;

- confirmation of crediting funds to

employees' accounts;

- statements of ruble and foreign currency
accounts.

« SOAP /FTPS protocol:

o documents from the Client:
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- NJaTeXHble nopyyeHus B pybnsx PO u

BastoTe;

- 3asBNeHWs  Ha  MOKYMNKy/npogaxy
Ba/tOTbI;

- 3asBneHus 06 06s3aTenbHON Npogaxe
BasOTbI;

- 3apnnaTHble peecTpbl Ha

pacnpegeneHve 3apnaaTtbl COTPYAHUKAM Ha cyeTa B
baHke;

- OOKYMEHTbI Ba/TlOTHOIO KOHTPONA;

- 3a8BNEHUS O PasMELLEHUUN OEeHEXHbIX
CPeacTs;
- [OKyMeHTbl cBobogHoro opmara;
- 3anpochbl Ha OT3bIB AOKYMEHTa.
0 [OKYMeHTbl oT BaHkKa:
- cTaTyc

NcnonHeHus nnaTexHoro

nopyyeHus;

- noaTBepxXpeHne 3a4uncneHna

[EHEXHbIX CPEACTB Ha cYeTa COTPYAHUKOB;
- BbINKUCKMN;
- CcTaTyc OT3blBa fOKYMEHTA.
« yepe3 «TpaH3uT HP»/ceTb «CyberFT»:
0 [OKyMeHTbl oT KnneHTa:

- MnaTeXHble NOpyYeHnUs B pybnsx PP u

BasoTe;

- 3asBfeHUs  Ha  MOKYMKy/Mpogaxy
BaJllOThl;

- 3asABneHust 06 ob6s3aTenbHOM Npogaxe
Ba/llOThl;

- 3apnnaTHble peecTpbl Ha

pacnpegesneHune 3apnnaTbl COTPYAHMKAM Ha cyeTa B

baHke;

- OOKYMEHTbl BafIlOTHOFO KOHTPOSS;

- 328BNEHUS O PasMELLEHUN AEHEXKHbIX
CpeAcTB;

- [OKyMeHTbl cBobogHoro hopmaTa;

O [OKyMeHTbl OT baHka:

- CTaTyC  WCMOSIHEHUS  NJATEXHOro
nopyyeHus;

- noaTBepxpaeHue 3auuncsieHns

LEHEXHBIX CPefiCTB Ha CYeTa COTPYAHUKOB;

- BbIMUCKN.

- payment orders in rubles of the Russian
Federation and foreign currency;

- foreign currency purchase/sale orders;
- foreign currency surrender applications;

- payroll registers for the distribution of
salaries to employees to accounts in the Bank;

- foreign exchange control documents;
- applications for the placement of funds;
- free format documents;
- requests for document revocation.
o documents from the Bank:

- the status of execution of the payment
order;

- confirmation of crediting funds to

employees' accounts;
- extracts;
- document revocation status.
« through TransitNSD / CyberFTnetwork:
o documents from the Client:

- payment orders in rubles of the Russian
Federation and foreign currency;

- foreign currency purchase/sale orders;
- foreign currency surrender applications;

- payroll registers for the distribution of
salaries to employees to accounts in the Bank;

- documents of currency control;
- applications for the placement of funds;
- free format documents;

o documents from the Bank:

- the status of execution of the payment
order;

- confirmation of crediting funds to

employees' accounts;

- extracts.
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4.5. BaHK noppepxusaeT  cregywoume
dopMaTbl 3NEKTPOHHbIX JOKYMEHTOB B 3aBUCMMOCTU

OT BbIOpaHHOr0 BapMaHTa MHTerpauuu:

+  «1C:AnpekTbaHk»: XML-cbopMmaT TEXHOMOMM
DirectBank (OupektbaHk) dwupmbl 1C. OnucaHune
NpUBEAEHO  Ha CaliTe  KOMMaHMM MO agpecy
https://v8.1c.ru/its/services/1c-direktbank/.

+ «SOAP» /| «FTPS»: XML-dopmaTt cTaHgapTa

ISO 20022:

0 Ofig nnatexein B pybnax PO Ha 6ase
¢dopmaTa pain.001.001.03 (06)

0 [ANs CTATyCOB MWCMOJIHEHUSI MATeXel
Ha 6ase chopmaTta pain.002.001.03 (06)

o Aans
onepauroHHOro
camt.053.001.02

BbIMMNCOK no
6ase

OKOH4YaHUu

OHS Ha dopmarta

(o} onsa BbIMUCOK NO

3anpocy Ha 6a3e ¢opmata camt.052.001.02

MPOMEXYTOYHbIX

(o] onsa niaTexxeln B BanTe U KOHBepCUmn
Ha 6ase chopmaTta pain.001.001.03 (06)

(o] ona OT3blBOB I'IOpyHGHVII;I KNINEeHTa Ha
6a3e ¢opmaTa camt.055.001.06

o O0na NOCTaHOBKM Ha y4YeT KpeguTHOro
[OroBOpa/KOHTPaKTa Ha 6ase

auth.018.001.01

dopmarta

O [Ns BHeCeHUA Uu3MeHeHult B BBK Ha
6a3e popmata auth.021.001.01

0  [J19 CHATUSA C yYeTa KOHTPaKTa Ha 6ase
¢opmaTa auth.020.001.01

0  [J19 CBefeHWl O BaJIOTHbIX omnepaLmsx
Ha 6a3e dopmaTa auth.024.001.01

o ans NoATBEePXKAALMX
[JOKyMeHTax Ha 6a3e hopmaTa auth.025.001.01

cnpaBgkn 0O

o and
BantoTHOro - KOHTponss  Ha
auth.027.001.01

CTaTyCcoOB no OOKYMEHTaM

6aze copmata

0 [N BO3BpaTa paHee pa3MeLleHHbIX

LEHEXHbIX cpeacTB Ha 6ase dbopmarta

trea.325.001.01.RU

0 [Ns NOATBEPXKAEHMS O pa3MeLieHMM
penosuTa Ha 6ase dhopmaTa trea.320.001.01.RU

0  ans nucem ceobogHoro dopmaTa 13/B
6aHk auth.026.001.01

[JeTanbHoe onucaHune ¢opmaTos

npegocTaBnseTcs BaHkoM B MNpasunax

NmnnemeHTauunm (TIG).

4.5. The bank supports the following formats
of electronic documents, depending on the chosen
integration option:

o 1S: DirectBank. XML-format of DirectBank
technology (DirectBank) from 1S. The description is
given on the company's website at
https://v8.1c.ru/its/services/1c-direktbank/.

+ SOAP/ FTPS: 1S0 20022 XML format:

o for payments in rubles of the Russian
Federaion based on the pain.001.001.03 (06) format

o for statuses of payment execution based on
the pain.002.001.03 (06) format

o for statements at the end of the transaction
day based on the camt.053.001.02 format

o for interim statements upon request based
on the camt format. 052.001.02

o for payments in currency and conversion
based on the pain.001.001.03 (06) format

o to revoke customer orders based on
camt.055.001.06 format

o for registering a loan agreement / contract
based on the auth.018.001.01 format

o to make changes to the VBC based on the
auth.021.001.01 format

o to deregister a contract based on the
auth.020.001.01 format

o for information about currency transactions
based on the auth.024.001.01 format

o forinformation about supporting documents
based on auth.025.001.01 format

o for statuses for documents of Currency
control based on auth.027.001.01 format

o to return previously placed funds based on
the trea.325.001.01.RU format

o to confirm the placement of a deposit based
on the trea.320.001.01.RU format

o for free format letters from / to the bank

auth.026.001.01

A detailed description of the formats is
provided by the Bank in the Rules of Implementation
(TIG).

o TransitNSD / CyberFT network: SO 20022 XML
format:

o for payments based on the pain.001.001.03
(06) format
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+ «TpaH3ut HP[»/ceTb XML-

dopmart ctaHgapTa I1SO 20022:

«CyberFT»:

0 Ana nnatexew
pain.001.001.03 (06)

Ha 6ase dopmaTa

0 [ANs CTATYCOB WCMOMIHEHUS MiaTexein
Ha 6a3e cdhopmaTta pain.002.001.03 (06)

o for statuses of payment execution based on
the pain.002.001.03 (06) format

o for statements at the end of the business day
based on the camp.053.001.02 format.

o pgns BbINMMCOK no OKOHYaHMIo
ONepaunoHHOro  AHSA Ha 6ase  cdopmaTa
camp.053.001.02.
4.6. [Ona Havana pabotbl B Cucteme 4.6. To start working in the System, the
MNonb3oBaTtenb Cuctembl OOJKEH 6bITb | System User must be registered in the System, have a

3apeructpupoBaH B Cucteme, UMeTb AeNCTBYOLWUN
CepTudmKaT M COOTBETCTBYIOWMIA eMy 3aKpbiTblin
Koy,

valid Certificate and the corresponding Private Key.

4.7. PaboTa ¢ 31 B Cucteme NpoucxoguT
34, nognucaHHbiMu 3N KnveHTa C NoOMOLULbIO
pencteytowero CeptudukaTa. baHk ncnonHset 3/,
nosyyeHHble OoT KnneHTa, TOMbKO Noc/ie ycrnewHom
nposepkn 3l KnueHTa cepBepoM Cuctembl. 3l
KnneHTa nof nakeTom AOKYMEHTOB NpMpaBHMBaeTCs
K 3 KnuneHTa nop KaxgblM AOKYMEHTOM BHYTpU
nakera.

4.7. The work with ED in the System is carried
out with ED signed by the Client's ES using a valid
Certificate. The Bank executes ED received from the
Client only after successful verification of the Client's
ES by the System server. The Client's ES under the
package of documents is equal to the Client's ES
under each document within the package.

4.8.
HeorpaHn4yeHHoOe KOonn4ecTBoO CepTI/I(i)I/IKaTOB ans

KnuneHTt MOXeT co3[4aTb

pabotel B Cucteme. [lpu 3TOM  KOIMYECTBO
€fMHOBPEMEHHO Mcnonb3yeMbix CepTudukaTos ans

nognucanus 3 3l KnneHTa:

. ans texHonoruu «1C:AnpektbaHk» - He
6onee 4 (YeTbipex) CepTudurKaTos;

« [N TeXHonorui Ha 6ase NpoToKosa
«SOAP» [ «<FTPS» [ «TpaH3uT HP[» /ceTn «CyberFT» -
He orpaHM1YeHo.

4.8. The Client can create an unlimited
number of Certificates to work in the System. At the
same time, the number of Certificates used at a time
for signing the Client's EDS:

« for 1S: DirectBank technology - no more
than 4 (four) Certificates;

« for technologies based on the SOAP/ FTPS
| TransitNSD | CyberFT network - unlimited.

4.9. Ans TexHonormm Ha 6ase MpoToKosa
«SOAP» [ «<FTPS» [«TpaH3uT HP» / ceTn «CyberFT»
KnueHT MOXeT YCTaHOBUTb  [OMOJHUTE/bHbIE
TpeboBaHus K nognucaHuio 3/ no cymme, 3anonHuUB
COOTBETCTBYIOLWMIA pa3gen 3asBNeHNss 0 HaCTpolike
Nnosb30BaTeNie CUCTEMbl U MEpPEYHE NIEKTPOHHbIX
AOKYMEHTOB nofacucTembl «MpsMas MHTerpaymsa» npu
Hanuyum OTKPbLITOrO pacyeTHOro cyeTa
(MpunoxeHne 1.2 k Ycnosusam). B aTom cnyyae 3/,
nonyvyaemolin BaHkoM, gomkeH 6bITb cchopMumpoBaH
4yTObbI

TaKnM obpasom,

TpeboBaHuAM coveTaHus 3N KnveHTa Kak pans

YAOBNETBOPST

BepudmKauum Ha cepsepe MMopcuctembl «Mpsimast
MHTErpauus», Tak 1 a1 GOMOJIHUTENIbHON NPOBEPKM
nognucent Ha 6a3e 3asBNEHUS O AOMOMHUTENbHOM
nognucemn

HaCTpODIKe no TuNnaMm 3SNEKTPOHHbIX

4.9. For technology based on the SOAP /
FTPS / TransitNSD / CyberFT network, the Client can
set additional requirements for signing ED by amount
by filling out the appropriate section of the Statement
on setup of users of the system and the list of
electronic documents of the subsystem of Direct
Integration in the presence of an open current
account (Annex 1.2 to the Terms). In this case, the ED
received by the Bank must be formed in such a way as
to meet the requirements of the Client's ES
combination both for verification on the server of the
Direct Integration Subsystem, and for additional
verification of signatures based on the Application for
additional configuration of signatures by types of
electronic documents. In the event that the Client

already has a valid agreement to work in /CB
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OOKyMeHTOB. B cnydvae, ecnn KnueHT yxe umeet
LencTByoLLee ans
nogcucteme «MKb» 1 TpeboBaHuMs K nognucaxHmio 3/,
HacTpoeHHble B nogcucteme «WKB», TO paHHble

cornaweHme paboTtbl B

TpeboBaHus ByayT NpUMeHaTbCS K I, NOAyYeHHbIM
no lNopcucreme «lpamas MHTerpaumns» fo OTMEHbI
Takoro TpeboBaHus.

Subsystem and the requirements for signing ED,
configured in the /CB subsystem, then these
requirements will apply to ED received through the
Subsystem  Direct integration
requirement is canceled.

until such a

4.10. Mpouepypa obpaboTkn 3], cepBepom
NMogcuctembl «MpsAMas MHTerpayus» NPoUCXoguT
chepyowmm obpasom:

« cepBep baHka 20 wm
npoBepsieT KOPPEKTHOCTb BCEX MMEILMXCA B HEM

3.

nonyyaet

. OCHOBaHueM gnsa npuHaTusa baHkom 3/,
nepepgaHHoro KnueHtom no lMopacucreme «lMpsamas
MHTerpaumus», SBASETCS HanuMyme B KOIMYECTBE,
YCTAHOBNEHHOM B COOTBETCTBUM C 3asiBAeHWEM, U
KoppeKkTHOoCTb Bcex 3l KnmeHnTta nog 3. MMpu
NONOXWUTENbHOM pe3yfnbTaTe MPOBEPKN cepBep
baHka npocTtasnseT B 3[] oTMeTKy 0 BpeMeHu u 31
baHKa, CBMAETENbCTBYOWYO O MOAyYeHMMU MaKeTa
baHKOM, © coxpaHseT [JOKYMEeHT B
Mopcucreme «[psimas Mpw

oTpuuaTenbHOM pesynbTaTte npoBepku 3l KnneHTa

JaHHbIN
NHTerpaums».

3l baHKa B gOKyMeHTe He npocTtasnasieTcs, KnmeHt
nonyvyaet coobueHne 06 owwnbke cpegcTBamMu
Mogcuctembl «Mpsmas uMHTerpauusi». Ceptudukar
kntova 3l baHKa BbiNyCcKaeTCcs YNOJAHOMOYEHHbLIM
npepcrtasuTeneM baHka. Cpok geiicTeus Komnnekta
Kntoven baHka cocTaBnseT 1 (oguH) rog.

4.10. The procedure for processing ED by the
server of the Direct Integration Subsystem is as
follows:

« the Bank's server receives the ED and
checks the correctness of all the ES in it.

« the basis for the Bank's acceptance of the
ED transmitted by the Client via the Direct Integration
Subsystem is the availability in the quantity set in
accordance with the Statement and the correctness
of all the Client's ES under the ED. If the check is
positive, the Bank's server puts a time stamp and the
Bank's electronic signature in the ED, indicating that
the Bank has received the package, and saves this
document in the Direct Integration Subsystem. In
case of a negative result of verification of the Client's
ES, the Bank's ES is not entered in the document, the
Client receives an error message using the Direct
Integration Subsystem. An authorized representative
of the Bank issues the ES Bank key certificate. The
Bank's Key Set is valid for 1 (one) year.

4.11. [JoKyMeHT cuyuTaeTcsa nepefaHHbIM
KnneHToM B BaHK, ecin OH COXpPaHeH B apxuBe
NCXOAALWMX JOKYMEHTOB KnneHTa Ha cepBepe baHkKa.
Mpy Hanuunm gencTBytoLLero forosopa ans paboTsl
B noacucteme «MKb» Bce Bxogsiwme [OOKYMEHTbI
6yoyT oTobpaxaTtbCs B «McxogsWwmx LOKYMeHTax»
KnneHta Ha cepBepe baHKa. KnuneHT MoxeT
COXPaHUTb NHOHON NCXOAALMNIN [OKYMEHT B daiin gns
BefeHus cobCcTBeHHOro apxuea. ®ain cogepxut 3
KnneHTa, OTMETKY O BpeMeHW npuemMa [OKyMeHTa
BaHkom u 30 BaHka. ®annbl ¢ cepBepa baHka 1 13
apxuBa KnueHTa MOryT 3aTeM MCNOMb30BaTbCA Npu

4.11. A document is considered to be
transferred by the Client to the Bank if it is stored in
the archive of the Client's outgoing documents on the
Bank's server. If there is a valid agreement for work in
the /CB subsystem, all incoming documents will be
displayed in the "Outgoing documents" of the Client
on the Bank's server. The client can save any outgoing
document to a file to maintain its own archive. Thefile
contains the Client's electronic signature, the time
stamp of the document acceptance by the Bank and
the Bank's electronic signature. Files from the Bank's
server and from the Client's archive can then be used

npouenype paspelleHuss pasHornacuii  mexgy | in the procedure for resolving disagreements
CTopoHamu. between the Parties.
4.12. MNepegaHHbil KnveHTOM B BaHk 4.12. The document sent by the Client to the

JOKYMEHT B KaXKAbli MOMEHT BpeMeHW MMeeT Ha
cepBepe baHKka onpefeneHHbIn CTaTyc C OTMETKOMN

BpeMeHuW ero nonyyveHusi. CraTyc [JOKyMeHTa

n3meHsetcss baHkoM. KnMeHT MMeeT BO3MOXHOCTb

Bank at each moment of time has a certain status on
the Bank's server with a time stamp of its receipt. The
status of the document is changed by the Bank. The
Client has the opportunity to constantly receive
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NOCTOAAHHO  nofny4YaTb  Ha  cepBepe  baHka
nHdbopmMaumto 06 U3MeHeHUK cTaTyca (B TOM Yyncie o
BPEMEHW €ro W3MeHeHUs)) nepefaHHoro B baHk
AOKyMeHTa. CepBep BaHka npuceaunBaeT
nonyyYeHHbIM OT KnneHTa AOKYMeHTaM crnegyrowme

CTaTycCbl:
» ang TexHonorun «1C:AnpektbaHk»:

o MMnaTexHble nopyvyeHuss B pybnax PO,
nnaTeXHble NOpyYeHUs B BantoTe:

- «[IpUHAT» - 3/EKTPOHHbLIN [OKYMEHT
npowen nepBUYHbLIA KOHTPOAb M MNOCTYNUA B
06paboTKy;

- «McnonHeH» - nnaTeXHbI JOKYMEHT

MUCNOJIHeH BaHKoM;

- «OTKNOHeH 6aHKOM» - 3/IEKTPOHHbIN
LOKYMEHT He NpoLen NepBUYHbIN KOHTPOJb B baHke

1 6bI/T OTK/IOHEH;

- «MpVOCTAaHOBNEH» — MIATEXHbIV JOKYMEHT
oTnoxeH baHKOM MO NpuyMHe HegoCTaTKa CpeacTs
Ha cyeTe KnueHTa;

- «<AHHYNMPOBaH» — NEKTPOHHBIN JOKYMEHT
6b11 0TO3BaH KnneHToM ¢ ogobpeHus baHka;

- «He nopTeepxpeH» - [lNaTeXHbIA
OOKYMEHT OXugaeT noareepxgeHnsa no SMS wnu

JINYHOM KabuHeTe KnneHTa;

0 3apnnaTHble peecTpbl Ha pacnpeaeneHue
3apnnaTbl COTPYAHMKaM Ha cyeTa B BaHke:

- «[IpUHAT» - 3MEKTPOHHbLIN [OKYMEHT

npowen nepBUYHbIN

06paboTKy;

KOHTpPOAb W MocTynun B

- «/cnonHeH» - 3NEKTPOHHbLIA [OKYMEHT
ncnonHeH baHkow;

- «OTKNOHEH 6aHKOM» — 3/IEKTPOHHbIN
LOKYMEHT He npoLuen NepBUYHbIN KOHTPOSb B baHke

1 6blN1 OTK/IOHEH;.

CTOpOHbI MPU3HAIOT, YTO HagexallmMm
yBegomneHnem baHkoMm KnveHTa o npueme K
34 byneT
npucsoeHune bankom 3[] KnneHta ctatyca «[1puHAaT».

NCMNONTHEHNIO KnuneHTa ABNATbCA

BaHk wuHdbopMupyeT KnueHTa 06 WUCMOAHEHUM
Kaxgoro 3 KnueHTta nyteM HanpasneHus KnneHTty
COOTBETCTBYIOLLETO

YBEAOMJIEHUS  MOCPEACTBOM

MoacucTembl «[psiMas MHTerpauus».

SOAP/FTPS/«TpaH3uT
HPO»/cetn «CyberFT» wucnonb3ytoTcs cnepgytowme

e Onsa TexHonornmn

cTaTychl:

«RCVD» - nonyyeHo baHkowm;

information on the status change (including the time
of its change) of the document sent to the Bank on the
Bank's server. The Bank's server assigns the following
statuses to the documents received from the Client:

« for technology 1S: DirectBank.

o Payment orders in rubles of the Russian
Federation, payment orders in foreign currency:

- “Accepted” - the electronic document has
passed the initial control and has been processed;

- “Executed” - the payment document was
executed by the Bank;

- “Rejected by the bank” - the electronic
document did not pass the initial control in the Bank
and was rejected;

- "Suspended" - the payment document has
been postponed by the Bank due to insufficient funds
on the Client's account;

- “Canceled” - the electronic document was
revoked by the Client with the approval of the Bank;

- "Not confirmed" - The payment document
is awaiting confirmation by SMS or the Client's
personal account;

o Payroll registers for the distribution of
salaries to employees to accounts with the Bank:

- “Accepted” - the electronic document has
passed the initial control and has been processed,

- "Executed" - the electronic document was
executed by the Bank;

- “Rejected by the bank” - the electronic
document did not pass the initial control in the Bank
and was rejected;

The Parties acknowledge that a proper
notification by the Bank of the Client about the
acceptance of the Client's ED for execution will be the
Bank's assignment of the “Accepted” status to the
Client's ED. The Bank informs the Client about the
execution of each of the Client's ED by sending the
corresponding notification to the Client via the Direct
Integration Subsystem.

« for SOAP / FTPS / Transit NSD / CyberFT
network, the following statuses are used:

“RCVD?” - received by the Bank;
"RJCT" - rejected;

"ACTC" - Accepted, Authenticity and Format
Verified;
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«RJCT» - OTKNOHEHO;

«ACTC» -
NoaMHHOCTb U hopMmarT;

NPUHSATO, NpoBepeHbl
«ACCP» - NPUHATO, AOKYMEHT OTNpaB/eH Ha
NCNONHEHWE;
«ACSP» - KOHEYHbIN YCMELHbIN NS BHELIHUX

nnaTexen;

«ACSC» -
BHYTPEHHUX NNaTEXeN.

KOHEYHbIA  yCcrewHbln  ans

"ACCP" - accepted, the document has been
sent for execution;

"ACSP"
payments;

final successful for external

"ACSC" - Ultimate Successful for Domestic
Payments.

4.13. Npu copmupoBaHumn 3 gns KnuneHta
BaHk npocTtaBnsieT B HeM 3l BaHka. [1OKyMeHT
cynTaeTca nepegaHHbiM baHkom KnueHTy, ecnu oH
nognucaH 3l baHka M noMelweH BO BXxogsume
AOKYMeHTbl KnueHTa Ha cepBepe baHka. T[lpu
Ha/M4ymMu [encTByloWero goroeopa afs paboTbl B
Mopcucteme «MKB», ncxopsaiume ooKyMeHTbl OT baHKa
6yayT nNpuUCYTCTBOBaTb B «Bxopgsawme

AOKYMeHTbl» KnneHTa Ha cepBepe baHka. KnueHT

Cnncke

MOXXET COXPaHWUTb JIl06ON BXOAALMIA AOKYMEHT B
dann pnsa BegeHUss cobCcTBEHHOro apxmea. dainsbl
apxuBa  MoOryT npu

3aTeM MCcnoNb3oBaTbCA

paspelleHnm pa3HOracuii.

4.13. When generating the ED for the Client,
the Bank puts down the Bank's ES in it. Adocument is
considered transferred by the Bank to the Client if it is
signed by the Bank's electronic signature and placed
in the Client's incoming documents on the Bank's
server. If there is a valid agreement for work in the /CB
Subsystem, outgoing documents from the Bank will
be present in the list of "Incoming documents" of the
Client on the Bank's server. The client can save any
incoming document to a file to maintain its own
archive. The archive files can then be used to resolve
the dispute.

4.14.
apXMBbl MOJIydeHHbIX OT KnueHTa 3/, copgepxawmx

BaHK UKCMpyeT 3MeKTPOHHble

30 KnueHTta n 3N baHka, n gocTtaBneHHbIX KnneHTy
3, copepxawmx 3l baHKa, N XpaHUT nX.

4.14. The Bank records the electronic
archives of the ED received from the Client, containing
the Client’s ES and the Bank’s ES, and the EDs
delivered to the Client, containing the Bank’s ES, and

stores them.

5. Mopsapok nosyyeHus, 3aMmeHbl U XpaHeHUs kaueun [ Procedure for
obtaining, replacing and storing keys

5.1. KnneHT MOXeT 3anpoCuTb reHepaumio
CeptudukaToB cBoux Monb3oBaTtenen Mogcuctemsl
«[lpsiMas uHTerpaumsi» COrNacHoO 3asiBAEHU0 O
HacTpolKe nonb3oBaTenen cuctemsbl (Mpunoxenue

1.2, NMpunoxeHune 1.3 K YC/IOBUSIM) B COOTBETCTBUMN C

PykoBoCTBOM NO reHepauum cepTudmrKaToB
371eKTPOHHOM noanuncu nonb3osatens  Ans
MopcucTtemsl «Mpsimas NHTerpaums»,
onybnMkoBaHHOM Ha canWTe baHka. B pamkax
[Jorosopa Knunent mMoxeT MCnosib30BaThb
ceptudwmkatel 3, BbiNyweHHble baHkom ans

Monb3oBaTenel KnueHTa B PaMKax 3aK/NKO4YeHHOro

poroBopa 06  MCMONb30BaHWWM  3NEKTPOHHbIX

[OKYMEHTOB.

5.1. The Client can request the generation of
Certificates of its Users of the Direct Integration
Subsystem in accordance with the Statement on
setup of users of the system (Annex 1.2, Annex 1.3 to
the Terms) in accordance with the Guidelines for
Generating User Electronic Signature Certificates for
the Direct Integration Subsystem, published on the
Bank's website. Within the framework of the
Agreement, the Client can use the ES certificates
issued by the Bank for the Client's Users within the
framework of the concluded Agreement on the use of
electronic documents.
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5.2. Ceptudmkat kaxgoro [Monb3oBaTens
MogcucTemsl «[pamas HTerpauma» perncTpmupyeTcs
baHkoM Ha ocHoBaHWWM nognucaHHoro CTopoHamu
AKTa O NMpu3HaHWKM OTKPLITOro Knto4a logcucrtemsl
«MpsiMass uHTerpauus» (pasMmelleH Ha Beb-canTe
https://www.bankline.ru), pacneyaTaHHOro n
noanucaHHoro B 2 (4ByX) 3K3emnaspax, N0 OgHOMY

pns Kaxpol u3 CTOpoH. 3anonHeHHbIn AKT Cuctema
opMUpyeT aBTOMATUYECKMN.

5.2. The certificate of each User of the Direct
Integration Subsystem is registered by the Bank on
the basis of the Act on recognition of the public key of
the Direct Integration Subsystem signed by the
(posted on the
https://www.bankline.ru), printed and signed in 2
(two) copies , one for each of the Parties. The
completed Act is automatically generated by the
System.

Parties website

5.3. Cpok penctBusi Komnnekta Kitouei
yka3biBaeTcs B CepTudmkate n coctasnset 1 (OguH)
rog. Cpok pencteus CepTudukata He MoOXeT

npeBblLaTh CpoK aencTeus NOJTHOMOYUI
Monb3oBatens Cuctembl B  COOTBETCTBUM C
LJOKyMeHTamu, nogTBepXAarWwnMm ero
nonHomoumns. B cnyvyae ecnm  wucxogs w3

npeactaBAeHHbIX KnneHToM OOKYMEHTOB He

NpeacTaBAsSeTCs BO3MOXHbIM  YCTAaHOBUTb  CPOK
Jencteua nonHomounit NMonb3osaTensa MNoacucTeMbl
«Mpamasa MHTerpaums», Cpok genctena Komnnekrta
KNoYel He MoOXeT npeBblwatbh 1 (OgHoro) ropga.
KNMeHT HeceT OTBETCTBEHHOCTb 3a OTCNEXMBaHUE
NoSIHOMOYUI

Cpoka pelcTBua  cepTudmkata w

Monb3oBaTtenei KnueHTa.

5.3. The validity period of the Key Set is
indicated in the Certificate and is 1 (One) year. The
validity period of the Certificate cannot exceed the
validity period of the System User's powers in
accordance with the documents confirming his
powers. If, based on the documents submitted by the
Client, it is not possible to establish the term of the
User's powers of the Direct Integration Subsystem,
the term of the Key Set may not exceed 1 (One) year.
The Client is responsible for keeping track of the
certificate validity period and the authority of the
Client's Users.

5.4. o ucteyeHns yCTaHOBNIEHHOro CpPoOKa

npoueaypy
reHepaumu Hoeoro Ceptudukara. NpogneHve cpoka

KnueHT  o06s3aH  MHMLMMPOBATH
penicteusa CepTudrkaTa HEBO3MOXHO. Ha OCHOBaHUK

3asBneHus 06 0T3bIBE (@aHHynMpoBaHuwm)

cepTudukata, COCTaBleHHOM B  CBOBOAHOM
dopmarte, CepTudukat MNonbvlosaTens Mogcmcrembl
«[paMas HTerpauuns» aHHyINPYeTCs U He NOANEXUT
BOCCTAHOB/EHUI0. Kaablil HOBbIA AKT O MPU3HAHWUNU
KOHKpeTHOro Monb3oBaTtens, MoANUCaHHbIN
CTopoHamu, aBTOMATUYECKM OTMEHsieT [elCTBue
CepTudmkaTa gaHHoro MNonb3osaTenst MogcmcTemsl

«MpsiMas UHTerpauys», BbiNyLWEHHOro paHee.

5.4. Before the expiration of the established
period, the Client is obliged to initiate the procedure
for generating a new Certificate. Renewal of the
Certificate is not possible. On the basis of the
of the
certificate, drawn up in a free format, the User

Statement for revocation (cancellation)
Certificate of the Direct Integration Subsystem is

canceled and cannot be restored. Each new
Certificate of Recognition of a specific User, signed by
the Parties, automatically cancels the validity of the
Certificate of this User of the Direct Integration

Subsystem issued earlier.

5.5. OchopMIEeHHbIN CO CTOPOHbI BaHKa AKT 0

npU3HaHUK KnueHTa BpyvaeTcs SINYHO
npeacrasuTento KnueHTta, kypbepy KnueHta, nu6o
HanpaBnseTcs KaveHTy noCpeacTBOM MOYTOBOM
CBSA3U. AKT O MPU3HAHUM [O/KEH XPaHWUTbCA Y
Kaxgol u3 CTopoH He MmeHee 5 (MsaTv) neT nocne

OKOH4YaHKA CPpOKa ,D,el7|CTBI/IFI KomnnekTa KoYen.

5.5. The Client Recognition Act drawn up by
the Bank is handed over personally to the Client's
representative, the Client's courier, or sent to the
Client by mail. The act of recognition must be kept by
each of the Parties for at least 5 (Five) years after the
expiration of the Key Set.

5.6. O6sa3aTenbHoe

CepTudukaTta

aHHyMpoBaHue
npoBOAMUTCS B cnyvae
KomnpomeTaumn Knwo4yein 3M1eKTPOHHOW Moanucu

KnueHTa.

5.6. Mandatory revocation of the Certificate
is carried out in case of Compromise of the Client's
electronic signature Keys.
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5.7. B cnyyvae KnueHTtom

MNMonb3oBaTtensa lMogcuctembl «MpaMas nHTerpaums»

34,

BbiIBOAUTCA U3

nnuweHnsa

npasa noAnucbIBaTb aM Knnenta

cooTBeTCcTBYytOWMN  CepTudukaT
[ENCTBUS Ha OCHOBaHWUWM MUCbMEHHOTO 3asBleHus
06 oT3biBe (aHHyNMpoBaHMM)  cepTUdUKATOB

rnosb3oBaTenen Mopcucrtemsl <<|-|pFIMaFI MHTerpauuns»,

COCTaB/IEHHOTrO B cBO60AHOM chopmarTe.

5.7. If the Client deprives the User of the
Direct Integration Subsystem of the right to sign the
Client's electronic signature of the ED, the
corresponding Certificate is withdrawn from action
on the basis of a written Statement for revocation
(cancellation) of certificates of users of the Direct
Integration Subsystem, drawn up in a free format.

6. Ob6ecneuyeHune 6e3onacHOCTU Npoueaypbl o6MeHa OKyMeHTamum [
Ensuring the security of the document exchange procedure

6.1. BesonacHocTb o6meHa I/[1 gocTuraeTcs
3a CYeT MPUMEHEHUS CNeayLWwmnxX CPeacTs:

6.1. The security of ED exchange is achieved
through the use of the following means:

6.1.1. CK3K
«KpuntoTokeH 2 23l» B cocTtaBe USB-TOoKeHOB
JaCarta-2 FOCT, paspaboTaHHbix 3A0 «AnnaguH P.A.»
(cepTndukat coorBetcTBMa N2 CP/124-3956 oT 17

Ncnonb3oBaHnem

HosI6pst 2020 ropga). Knto4y 3neKTPOHHOW nognucu
HUKOTAA He MOKUAAeT BHYTPEHHelW 3alivLieHHOM
namsaTn USB-TokeHa. MeHepaums n xpaHeHne Knwoya
3N1EKTPOHHON
LOKYMEHTOB

noanucu, a
nNpousBoaMTCA  BO

TaKkxe nognucaHue
BHYTPEHHeN
3aWmuieHHon namsatTu USB-TokeHa. [locTyn K Katouy
3N1EeKTPOHHOW

noanucu ocyuwecTBsndaeTcsa C

ncnonb3osaHnem MNH-Kofa AOCTYNa K TOKEHY;

6.1.1. Utilization of CIPF Cryptotoken 2 ES in
conjunction with USB tokens JaCarta-2 GOST
developed by CJSC Alladin R.D.
conformity issued by the Federal Security Service
(FSB) of the Russian Federation (FSB) No. SF/124 -
3956 of November 17, 2020). An electronic signature

(certificate of

key is never detached from the internal protected
memory of a USB token. ES keys are generated and
signing of documents is performed inside the internal
protected memory of a USB token. Access to ES key is
obtained with use of the PIN access code to the token.

6.1.2. CK3M Kpuntollpo CSP Bepcumn 4.x n
Ansa

HECAHKUMOHNPOBAHHOIO

BblLLE. 3aWmThI JaHHbIX oT
pocTyna B
TEIeKOMMYHUKALMOHHBIX KaHanax WCnosb3yeTtcs
npotokon Transport Layer Security (TLS v. 1.2, RFC
2246),

anropuTmsl WndpoBaHusa B cooTBeTcTBUM ¢ TOCT

NPUMeHSITCS Kpuntorpaduyeckune
28147-89, obMeHa Knwouel no anroputmy Aunddu-
XennmaHa, xawmnposaHus B cootBeTcTBMU ¢ FOCT P
34.11-94;

6.1.2. CIPF CryptoPro CSP of version 4.0 and
higher. With a view to protect data from unauthorized
access in telecommunication channels, protocol
Transport Layer Security (TLS v. 1.2, RFC 2246) is used,
cryptographic encryption algorithms are used in
accordance with GOST 28147-89, key exchange using
the Diffie-Hellman algorithm, hashing in accordance
with GOST R 34.11-94.

6.1.3. YpocToBepeHuUs nNpUHAANEXHOCTU
cepsepa MNopcuctembl NMAO POCBAHK ¢ nomouwbio
cepTudmkara, BblAaHHOro MNAO POCBAHK

aKKpeguToBaHHbIM YaocToBepsowmm ueHTpom 000
«KPUMTO-MPO».

6.1.3. Certificates of ownership of the server
of the Subsystem of PJSC ROSBANK using a certificate
issued by PJSC ROSBANK by an
Certification Center LLC CRYPTO-PRO.

accredited

6.2. Ha
cornallueHun

OCHOBaHWK OONONMHUTENbHbIX

mexgy  CTopoHamuM  BO3MOXHO
NpUMeHeHne [pYrux TEXHUYECKUX CpefcTB Mo

3awmTe nHdopmalmu.

6.2. On the basis of additional agreements
between the Parties, it is possible to use other
technical means to protect information.
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6.3. KnueHTy pekomeHgyeTcs obecneynTb

6.3. The client is recommended to provide a

KOMMJEKC  OpraHM3auMoHHO-TeXHUYeckux  Mep, | set of organizational and technical measures aimed at
HanpaBfieHHbIX ~ Ha  BbiNOMHeHWe  cnegytowwmx | meeting the following safety requirements:
TpeboBaHMin 6e3onacHOCTU:

6.3.1. Ob6ecneunTb UCMob30BaHMe 6.3.1. To ensure the use of exclusively
UCKNIOYNTENBHO  NIMLEH3NOHHOIO nporpammHoro | licensed software and operating system;
obecneyeHus 1 ONepaLMoOHHON CUCTEMbI;

6.3.2. OpraHunsoBaTb perynsipHyto 6.3.2. To organize regular installation of
YCTaHOBKY 06HOBNEH NI 6esonacHocTu | software and operating system security updates;
nporpaMmHoro ob6ecrneyeHus U oOMepaLoOHHON

CUCTEMBI;

6.3.3. VIckno4nTb NMCnonb3oBaHne CpeacTs
yAaNeHHOro aAMMHUCTPUPOBAHUS;

6.3.3. To exclude the use of remote

administration tools;

6.3.4. Ob6ecneynTb

JINLUEH3NOHHOI0 MEeXCeTeBOro 3KpaHa (,D,OI'IyCKaeTCﬂ

npnmMeHeHne

6.3.4. To ensure the use of a licensed firewall
(itis allowed to use a personal firewall);

MCMONMb30BaHME  MEPCOHANILHOMO  MEXCEeTeBOro
3KpaHa);

6.3.5. BbinonHuTb KOMMIeKc 6.3.5. To carry out a set of organizational
OpraHu3aUMOHHbIX MeponpuaTUii no obecneyeHuto | measures to ensure information security (setting up
UHdopMaLMoHHON  6e3onacHocTu  (HacTponka | the security of the operating system, restricting
6e3onacHoCTU ornepaLoHHOM cucTemsl, | access rights to the information system, organizing
orpaHuyeHne npaB pgocTtyna wHdopmaumoHHon | password protection, preparing procedures for
CUCTEeMbI, OpraHuMsaumMs naponbHOM  3awwuTsl, | responding to incidents, etc.);

MOAroTOBKa MpoLielyp pearmpoBaHuns Ha MHLMAEHTbI
nT.M);

6.3.6.
TpeboBaHM 6e3onacHOCTU.

KoHTponunpoBaTb cobnogeHne

6.3.6. To monitor compliance with safety
requirements.

6.4. KnueHT 0693aH:

6.4. The clients is obliged:

6.4.1. NCKNOYNTL MNOSAB/IEHME B KOMMNblOTEPE
BUPYCOB U ApPYrux nporpamMm [AeCTPYKTUBHOIO

[JENCTBUS, KOTOpble  MOFyT  paspyluTb  Wau
MoguduuMpoBaTb  MporpaMMHoe  obecnevyeHue
Mogcucremol «[pamas MHTerpaumnsa»,
CKOMMpOMeTMpoBaTb K/I04n MNonb3oBaTens
MopcncTtemsl nocpeacTBoMm npUMeHeHuns

JIMLEH3NOHHBIX CPeACTB 3alUTbl OT BPEAOHOCHOTO
Kofa 1 perynsipHoro ux obHoBNeHS;

6.4.1. to exclude the appearance in the
computer of viruses and other destructive programs
that can destroy or modify the software of the Direct
Integration Subsystem, compromise the Subsystem
User's keys by using licensed means of protection
against malicious code and their regular updating;

6.4.2.
KomnpomeTauun

NCKNKYNTDb BO3MOXHOCTb

Kno4Yen B npouecce  wuX

JKCNnNyaTaunn n XxpaHeHua.

6.4.2. to exclude the possibility of
compromising keys during their operation and

storage;

6.5. CTOpOHbI 06513aHbI:

6.5. The Parties are obliged:

6.5.1. obecneyrBaTb KOHMUAEHLMANTBHOCTb
Kntoyen 3n1eKTPOHHON MNOAMMUCU, B 4aCTHOCTU He
[OMYyCKaTb MWCMNONb30BaHUe MNpPUHAZNeXaWmUX UM
Kntoyei 3feKTpoHHOW noanucu 6e3 ux coriacus;

6.5.1. to ensure the confidentiality of the
Electronic Signature Keys, in particular, prevent the
use of the Electronic Signature Keys belonging to
them without their consent;

6.5.2. yBegomnaTtb gpyryto CTOpoOHY O

HapyLeHum KOH(UAEHUMANBHOCTY Kntova

6.5.2. to notify the other Party about the
violation of the confidentiality of the Electronic
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3N1eKTPOHHON noanucy (KomnpomeTauum Kiawoua) B
TeuyeHune He 6onee yem 1 (OgHOro) paboyero aHs Co
AHS nonyYyeHus MHdopMaLUMM O TaKOM HapyLleHUK;

Signature Key (Key Compromise) within no more than
1 (One) business day from the date of receipt of
information about such violation;

6.5.3. He ucrnonb3oBaTb Koy 31eKTPOHHOM
noanucy Npu HanUuMM OCHOBAHWI monaratb, 4TO
KOH(MAeHUManbHOCTb gaHHoro Kntoya HapylueHa.

6.5.3. not to use the Electronic Signature Key
if there are reasons to believe that the confidentiality
of this Key has been violated.

6.6. baHk BnpaBe B OOHOCTOPOHHEM
nopsigke  3abnokupoBatb  Knoy  371eKTpPOHHOW
nognucy [lonb3oBatens [loacuctembl  «[pamas

MHTErpauus» B ciydae MosiBNEHUS 06OCHOBAHHBbIX
nofospeHnii B KoMMbloTepe
Monb3osatens MoacucTemsl «MpsmMas MHTerpaums»

Hann4mm Ha

BUPYCOB WAW [PYruxX MporpamMm AEeCTPYKTUBHOMO
pencteus. Ons Bo306HOBNeHMs paboTbl KnneHTy
rnocne ypganeHus ¢ KomnbtoTepa [lonb3oBaTtens
MoacucTembl «MpsiMas MHTErpauusi» BUPYCOB UMM
BPYrUX — MporpamMm  [JeCTPYKTUBHOrO  [elCTBUS
noTpebyeTcs 3aHOBO creHepupoBaTb CepTudukaT u
Kntoy 3neKTpoHHOM nognucu.

6.6. The Bank has the right to unilaterally
block the Electronic Signature Key of the User of the
Direct Integration Subsystem in the event of
reasonable suspicions of the presence of viruses or
other programs of destructive action on the User's
computer of the Direct Integration Subsystem. To
resume the work of the Client after removing viruses
or other destructive programs from the User's
computer of the Direct Integration Subsystem, it will
be necessary to re-generate the Certificate and the
Electronic Signature Key.

6.7.
KomnpomeTaunmu

B cnyyae BO3HUKHOBEHUS Yrpo3bl
Knoyei pernaMeHTupyeTcs

cneayoLLan nocnefoBaTe/lbHOCTb AeACTBMI CTOPOH.

6.7. In the event of a threat of Key
Compromise, the following sequence of actions by
the Parties is regulated.

6.8. B cnyyae KomnpomeTauumm Knoyen
nboro Monb3oBaTtens KnmeHTa, KnueHT 0693aH:

6.8. In case of Compromise of the keys of any
User of the Client, the Client is obliged to:

6.8.1. B cnyyaax poctynHocTu KomnnekTta
KntoYen (nopgo3peHMe Ha HeCcaHKUMOHMpOBaHHOE
KOMMPOBaHMeE), a TaKXKe B C/y4yae HefoCTYMHOCTU
(yTpaTa,
coobwmTb AgMuHucTpaTopy Moacuctembl «Mpsmas

XuieHve u T.n.) KomnnekTa Katoven
UHTerpauus» no tenecdoHy (TenedoH 1 31eKTPOHHbIN

appec
MHTerpauus» ykasaHbl B 3asiBieHUM O HACTpolike

ApmuHuctpatopa [lloacucrtemnl  «lpsAmas

nonb3oBaTtenen Moacuctemsl «Mpsimas UHTErpaLms»)

o  dakre KomnpomeTaumm wan  yrpose

KomnpomeTauun), WCnonb3ys p[as aeBTopusaummu

paHHble u3 Ceptudukara.

6.8.1. In cases of availability of the Set of keys
(suspicion of unauthorized copying), as well as in case
of unavailability (loss, theft, etc.) of the Set of keys,
inform the Administrator of the Direct Integration
Subsystem by phone (telephone and email address of
the Administrator of the Direct Integration Subsystem
are indicated in the Application for Configuring Users
of the Direct Integration Subsystem) about the fact of
Compromise or the threat of Compromise), using the
data from the Certificate for authorization.

6.8.2. Mpwn 3TOM, AgMunHucTpaTop
Mopcuctembl  «lpsiMaa  uHTerpauus»  Brnpase
Npou3BecTU  [OMOJIHUTENbHbIE  AEWCTBUS MO

aBTopusauuu lNonb3osatens Mogcuctemsl «lMpsmas
WHTerpauus» (06paTHbI 3BOHOK NO YKa3aHHOMY B
3asBneHun TenedoHy, 3anpoc Ha NpepocTaB/eHne
[AOMNONHUTENbHON

WHdbopmauum: o  damunum

KypaTopa KnueHTa B BaHKe/ynolHOMOYEHHOrO
COTpyAHMKa BaHKa, KonuyecTBe nosnb3oBaTenen u
T.n.). B cnyyae HenpepocTaBneHuss uHdopmauun
AAMMHUCTPATOP CTaBUT B M3BECTHOCTb KypaTopa

Knuenta B BaHKe/yI'IOJ'IHOMOLIeHHOFO CoTpyaHUKa

6.8.2. At the same time, the Administrator of
the Direct Integration Subsystem has the right to
perform additional actions to authorize the User of
the Direct Integration Subsystem (call back to the
phone number specified in the Statement, request for
additional
Customer's curatorin the Bank / authorized employee

information: about the name of the
of the Bank, the number of users and etc.). In case of
failure to provide information, the Administrator
notifies the Client's curator at the Bank / authorized
employee of the Bank and, in agreement with him,
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BaHka 1 no cornacoBaHuIO C HUM peLlaeT BONpocC o
npopo/hkeHun/6nokmpoBaHuy paboTel KnneHTta B
MopcucTteme «lMpsamas nHTerpaumns».

decides on the continuation / blocking of the Client's
work in the Direct Integration Subsystem.

6.8.3. B cpok He 6onee 3 (Tpex) paboumx
aHen nocne coobueHns no TenedoHy o dakTe
KomnpomeTauuu Kwodei, HanpasuTb B BaHK Ha
6naHke  KnneHTa  NUCbMeHHoe  OB6bBACHeHWe
CNy4YMBLUErocCsl, 3aBepeHHoe Hagnexalum obpasom
MOAMUCAMM  YMOMHOMOYEHHBIX UL, U MevyaTblo
KnuenTta (npu Hanuuum). B  nucbMe [OMKHO
coaepxaThcs pacrnopsxeHue BaHky o
NPUOCTAHOBMIEHUW JanbHeWwen obpaboTkm 3/ go
YCTPaHEHUS MPUYMH CyYMBLUEroCs U (Mn) 3aMeHbl

KAoven;

6.8.3. Within a period of not more than 3
(three) business days after the telephone message
about the fact of Key Compromise, send to the Bank
on the Client's letterhead a written explanation of the
incident, duly certified by the signatures of authorized
persons and the Client's seal (if any). The letter must
contain an order to the Bank to suspend further
processing of ED until the causes of the incident are
eliminated and (or) the keys are replaced;

6.8.4. B cnyvyae npuHATUSA peleHns 0 3ameHe
KomnnekTa kntoyen — KnveHT 06513aH creHepupoBaTh
HOBbI KOMMNEKT KAtYel CaMOCTOATEeNbHO U
HanpaBuTb CBOEro npegcrtasutens B baHk gns ero

perucrpaumm.

6.8.4. If a decision is made to replace the Key
Set - the Client is obliged to generate a new Key Set on
his own and send his representative to the Bank for its
registration.

6.9. B cnyvyae KomnpomeTauuu Knrouen
BaHKa, nocnegHuii 0ba3aH:

6.9. In case of Compromise of the Bank’s
keys, the latter is obliged to:

6.9.1.
KOMMNpoMeTaunn
NpoAoIHKEHUN\NPUOCTaHOBNEHUN
Mopcuctembl  «Mpamas

M3BecTutb KnumeHTa o dakTe
baHka,
paboTsl

CMeHe

KomnnekTa KntoYen
MHTEerpauunsa» u

KomnnekTa Kntoyew baHka nocpeAcTBOM
Mopcuctembl «lpsiMas MHTerpauus» € yKasaHuem
[aTbl U TOYHOTO BPEMEHW CMEHbI BbllleyKa3aHHOro

KomnnekTa kntoyeir;

6.9.1. Notify the Client about the fact of
compromise of the Bank's Key Set, continuation /
suspension of the Direct Integration Subsystem and
changing the Bank's Key Set via the Direct Integration
Subsystem, indicating the date and exact time of the
change of the above Key Set;

6.9.2. [lpon3BecT” BHEMMAHOBYKD CMeEHY
KomnnekTa Kntodeit baHka n nepegatb Ceptudumkar
Kkntoya baHka KnueHTy.

6.9.2. Perform an unscheduled change of the
Bank's Key Set and transfer the Bank's Key Certificate
to the Client.

6.10.
coobLeHNs o

Mpu nonyyeHun no TenedoHy

BO3HUKHOBEHNN Yyrpo3bl

KOMI'IpOMeTaLI,I/II/I Knoyen oT ABTOPMU30BaHHOIO

KnneHta BaHK HeMegneHHO npuoCTaHaBAMBaeT
ncnonb3oBaHue Mogcuctemsl «[psmMas MHTerpauns»
JaHHbIM KnneHToM. C 3TOro MOMEHTa onepauuu

npoBoaATCA TOJ/IbKO Ha OCHOBAaHMU OOKYMEHTOB,

6.10. Upon receipt by phone of a message
about a threat of Key Compromise from an authorized
Client, the Bank immediately suspends the use of the
Direct Integration Subsystem by this Client. From this
moment, operations are carried out only on the basis
of documents drawn up in paper form or using other
means of remote service not related to the Direct

odopM/IeHHbIX B bGymMaxHOM Buae wunum  c | Integration Subsystem.
MUCMONb30BAHWEM  WHbIX, HE  CBSI3aHHbIX C
Moacuctemonn «lpsiMas  WMHTerpauus», CpeacTs
AUCTAHLMOHHOIO 06CyXNBaHUS.

6.11. [JanbHenwee MCNoNb30BaHue 6.11. Further use of the Direct Integration
Mopgcuctembl «MpsiMas  uHTerpaums» KnueHtom | Subsystem by the Client is possible only after the
BO3MOXHO TO/IbKO Mocne YycTpaHeHus yrpo3sbl | threat of Compromise of the Client's keys has been

KomnpomeTaumm kntoyein KnmnenTa.

eliminated.
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Nopsagok nposepku 3/ v 3N npu pasHornacuax/ Procedure for

verification of ED and ES in the event of dispute

7.1. Ans pa3peLleHns CnopoB OTHOCUTETbHO
NoA/AMHHOCTY 31 No 3asiBNEHMIO 3aUHTEPECOBAHHOM
CTOpOHbI, MofaratoLlein, YTo ee NMpaBa HapyLIeHbl,
CTopoHaMu B BYXHefeNbHbI CPOK C AaTbl MoAauu
3asBfieHuns cosgaetcsa CornacutenbHas KOMUCCUS, B
NPUCYTCTBUM KOTOPOW MPON3BOAATCS BCe onepaumm
npouenypbl
B coctae CornacuTenbHoM

no MOArOTOBKE U  TMPOBEAEHUIO
paspelueHus cnopa.
KOMUCCUM BK/KOYaKOTCA npeacTtaBuTeny baHka B
KONMYeCTBe IBYX YeNOBEK M npeacTaBuTeny KnueHTa
ABYX
(no

B  KoO/In4yecTBe 4yenoBekK, a B C/iy4ae

HEoBX0ANMOCTH cornawenuto  CTOpOH) -
He3aBMCUMble 3KcnepTol. MpeacTtaBuTensamm baHka u
KnueHTa Moryt 6biTb Ha3HayeHbl KaK COTPYOHUKM
3TUX OpraHM3aunii, Tak v MHble KOMNETEHTHbIE L3,
NMoSIHOMOYUS

KOTOPbIX noaTBepPXaarTCs

COOTBETCTBYHOWMNMN OBEPEHHOCTAMMN.

7.1. With a view to settle disputes regarding
ED authenticity following an application of the Party
concerned, which claims a breach of its rights, the
Parties shall, within two weeks following such
application, set up a Conciliation Commission, in the
presence of which arrangements will be made to
prepare and conduct the procedure of dispute
settlement. The Conciliation Commission is to
comprise two representatives of the Bank and two
representatives of the Client, and if necessary (subject
to the Parties’ consent) independent experts may be
invited to sit on the Commission. Representatives of
the Bank and the Client may be appointed from the
number of the personnel of such entities, as well as
other competent persons whose authority is to be
certified by relevant powers of attorney.

7.2. 34 3, s
OTHOWEHNN KOTOPOro OfHa CTOpOHa I'Ipeﬂ,'bﬂBJ'IFIeT

CI'IOprIM ABNAeTCA

NpPeTeH3MMN No ero NOAANHHOCTM Apyroi CTopoHe.

7.2. An ED is deemed to be disputable with
regard to which one Party challenges its authenticity
to the other Party.

7.3. NMpoueagypa NpoBepKn NOAANHHOCTY I/
npoBoguTCs Ha 060pyAoBaHWM UM B MOMELLEHUM

7.3. The procedure of verification of
authenticity of an electronic document is to be

KOMMNbOTEPE YCTaHOBUTb ONEPAUMOHHYH CUCTEMY

Windows7 n BbllLE n nporpammy
KpunTorpaduyeckon nposepkm 3:
o Ons  Moagcuctembl «UKB» - 3TO

BaHkKa. conducted with use of the Bank’s equipment and
premises.

7.4. B NpUCyTCTBUN YneHoB 7.4. In the presence of the members of the

CornacutenbHo komuccum BaHk o06s3aH  Ha | Conciliation Commission, the Bank is obliged to

cBO6OOHOM  OT nporpammHoro  obecneyeHus | install an operating system Windows 7 and higher as

well as ES verification cryptographic program:

. For /CB Subsystem - this is ES
verification program provided by its manufacturer
CJS INIST specified in paragraph 1.10 of this

NOANMHHOCTb cnopHoro /1, 06s3aHa NpegoCcTaBUTb

CNopHbIN 3/, AeicTBOBaBILUME B MOMEHT CO34aHus

npepocTaBneHHass dupmoii-paspabotumkom 3A0 | Procedure;
«MHNCT» nporpamma nposepku 3l1, ykasaHHas B . For «Direct integration» Subsystem -
n.1.10 HacToswero Mopsaaka; this is program CryptoPro CSP of version 4.0 and
. ans Moacuctembl «Mpsamas | higher.
MHTerpaums» - 3To nporpamma Kpuntollpo CSP
BepCUU 4.X 1 BbiLLIE.
7.4.1. CTopoHa, oTCTauBatoLas 7.4.1. The Party which upholds the

authenticity of a disputed ED is obliged to provide the

arguable document, the key certificates of the Party,
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cnopHoro 3[] Ceptudukatsl kntoyelr CTOPOHBI,
3, bBaHk
npegocTaBuTb camun Knoum NnpoBepKy 31eKTPOHHOM

rnognucaBlen  CrNOpPHbIA 06s3aH
noanuncy, 3anmcaHHble Ha CbeMHOM HOCUTENE B BUAE
daiinos B dopmate, npumeHsemom Cucrtemoli (B
cilydae ecniv KNMeHT He NpefocTaBnsieT CropHbii 3/,

OH npegocTaBnseTcs baHkom).

which signed the disputed document, effective as at
the date of generation thereof, and the Bank is
obliged to submit the ES verification keys properly
recorded on a removable media on files in the format
accepted by the System (in case the Client fails to
submit an arguable electronic document, the Bank is
obliged to furnish such documenty).

7.4.2. CTOpOHbI 06513aHbl NPefoCTaBUTb BCE
UMewLnecs B UX pacnopsbkeHun CepTudurkaTbl
KtoYeln, MHHOPMALMIO O NPOBEAEHHBIX MAHOBLIX U
BHEMNIaHOBbIX CMeHax KomnnekTa kntoyein CTOpPOH U
CMeHbI

OOKYMEHTbI, ypocTtoBepsawwme

KoMnnekTa Kawoven.

dakTbl
CTopoHbl Takxke 06s3aHbl
npegocTaBuTb ciyxebHble 3 CUCTeMbl, B KOTOPbIX
yKa3aHbl hakTbl nonyyeHns 3/ U3 KaHanoB CBS3U U

pe3ynbTaTbl MX 06paboTKM (NpoBEpPKK).

7.4.2. Both Parties are obliged to submit all
available key certificates, information regarding
scheduled and unscheduled replacements of sets of
keys and the documents which certify the fact of
replacement of sets of keys. The Parties are also
obliged to provide internal electronic documents of
the System, which contain reference to receipt of ED
via communication channels and results of their
processing (verification).

7.5. CpepctBom  nogTeBepxaeHus Il
ABNALOTCA:
. Ons Moagcuctembl «MKB» Kntoum

npoBepKn 3ﬂeKTpOHHOVI nognucu, cogepxawmnecs B

CepTudmKkaTax Koyeld, C COOTBETCTBYHOLMMM

Kntoyamm NpoBepKM 31eKTPOHHON Nognucy;

7.5. ES verification keys are:

. the Keys for verifying the electronic
signature contained in the Key Certificated, with the
corresponding Keys for verifying the electronic
signature for «ICB» Subsystem;

o Key  Certificates for  «Direct

. ans Mopcucremsl «Mpamas | Integration» Subsystem.
MHTerpaums» CeptudnKkaTbl KNOYen.
7.6. YneHbl CornacuMTenbHOM KOMUCCUM 7.6. The Conciliation Commission members

[O/MKHbI BbINOIHUTB CleaytoLime AenCTBUS:

are obliged to carry out the following steps:

7.6.1. lIpon3BeCcTn C NOMOLLbIO NMPOrpPaMmbl
KpunTorpayeckon nposepku M u
oM,

nognucaHmm cnopHoro 3/, onepauuto nposepku 3M1;

cpeacTea

noaTBepXXaeHnA MCNOJ1Ib30BAHHOIO npun

7.6.1. To perform verification of ES with use
of the ES verification cryptographic software and ES
verification keys utilized in the course of signing of the
disputed ED;

7.6.2. Co3patb [lpoTOKON YyCTaHOBMEHUA

NogauHHoOCcTM 31 - [OKYMEHT Ha OymMaxHOM

HocuTene, co3faBaembli CUCTeMOM B KayecTBe
pe3synbTaTa npoBepku M cnopHoro [ (ganee -
MpoTokon). MpoTokon OOMKeH coepxaTb
pacneyaTaHHble Ha OymMaxHOM HocuTene Knwoum
NPOBEPKM 3MEKTPOHHOW MOAMUCU, UCTOIb30BAHHbIE
ANS YCTaHOB/IEHMS NOAAMHHOCTM 31, 1 3aKnYeHne
06 uTorax nposepku 3 crnopHoro 3[. lMNpoTokon
[O/KeH ObITb MOANMCAH COHBCTBEHHOPYYHO BCEMMU

yneHamu CornacmTeNibHON KOMUCCUY;

7.6.2. To generate a Protocol of ED
verification on paper media created by the System as
a result of verification of ES of the arguable document
(hereinafter referred to as the Protocol). The Protocol
is to carry electronic signature verification keys
printed out on paper media employed for ES
authentication, as well as to submit findings on
verification of the disputed ED. The Protocol is to be
signed in hand by all members of the Conciliation
Commission;
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7.6.3. CpaBHUTb Knto4yn NpOBEpPKU
371eKTPOHHOM nognucu, copepxalymecs B
CepTudukaTtax KawYen, C COOTBETCTBYHOLUMYU
Knoyamu  npoBepKM  3MEKTPOHHOW  MOAMUCH,

3admMKCcMpoBaHHbIMM B [pOTOKONE YCTaHOBJMIEHUS
nognuHHoctu 3l cnopHoro 3[,
TOXAECTBEHHbl 1M OHM, BHECTU 06 3TOM 3anucb B

n YCTaHOBWUTD,

MpoTokoN (daHHas 3anucb 3aBepsieTcs MOANUCIMU
yneHoB CornacuTeNibHOM KOMUCCUN);

7.6.3. To compare the ES verification keys
contained in the Key Certificates with relevant ES
verification keys specified in the Protocol on
authentication of ES of the arguable ED, as well as
determine theiridentity, make a relevantrecordin the
Protocol (such record is to be certified by the
signatures of the members of the Conciliation
Commission);

7.6.4. YcTaHOBUTb, sABNSAuCbL nu  Knwouun
NPOBEPKM 31EKTPOHHOM NOgNNCY AENCTBYIOLWUMU Ha
MOMeHT BbIpaboTku 3M cnopHoro 3[, U BHeCTM
3anucb o6 3ToM B [lpoTokon (gaHHas 3anuch
3aBepsieTcs nognucsaMu yneHoB CornacutenbHowm
KoMmccum). Kntoy NpoBepKM 31eKTPOHHOW Nognuncu
NpU3HaeTCs OeNCTBYIOWMM Ha MOMEHT co3aaHns 3
cnopHoro 3f] B cnyyae, ecau pata co3gaHus
cnopHoro 3 npuxoguTcs Ha nepuopg [AencTBuS
Kntoya npoBepkyM 3MEKTPOHHOM nognucu. B
NpoOTUBHOM c/yyae Kntoy MpoOBEpPKM 31eKTPOHHOM
NOANMUCK MPU3HAETCS HefeWCTBYIOWNM Ha MOMEHT

co3zpgaHusa M.

7.6.4. To determine whether the electronic
signature verification keys were effective as at the
time of generation of the disputed electronic
document, and make a relevant record in the Protocol
(such record is to be certified by the signatures of the
members of the Conciliation Commission). An ES
verification key is deemed effective as at the date of
generation of ES of the disputed electronic document,
provided that the date of creation of the disputed
document falls within the period of the effect of the ES
verification key, failing which the ES verification key is
to be deemed invalid as at the time of ES generation.

7.7. CornacutenbHass KOMWUCCUMA NpU3HaeT
3 NogNVHHbLIM, €CNn OfHOBPEMEHHO BbIMOJIHEHbI
ycnoBus:

Kntoum npoBepKu 3/IEKTPOHHOM NOANWCYU B
CepTudmkaTtax kntoyei u B NpoTokoe coBrnagatorT,

Bce pe3synbTaTbl nposepku 3[1 B lNpoToKkone
NONOXNTENbHBI,

CornacutenbHass KoMmuccus npu3Hana BCe

Kntoun NPOBEPKM  3MEKTPOHHOM nognucm,
cofepxalumeca B [poTokone, AeUCTBYHOLWMMU Ha

MOMEHT BblpaboTkm 3.

B npotuBHOM cnyyae CornacutesnbHas

KOMUCCUA NpU3HaeT 3ﬂ| Heﬂ,eVICTBI/ITeﬂbeIM.

7.7. The Conciliation Commission will
recognize ED as authentic, provided all of the

following conditions are met simultaneously:

ES verification keys specified in the Key
Certificates and the Protocol are identical,

All findings on ES verification recorded in the
Protocol are positive,

The Conciliation Commission recognized all
ES verification keys listed in the Protocol as valid as at
the time of ES generation.

Elsewise the Conciliation Commission is to
hold the electronic document invalid.

7.7.1. CpeanctBa nopteepxaeHus 3l
COBMajalT C COOTBETCTBYWLWMMU CpeacTBaMu
noatTeepxgeHna  3M,  3adMKCMpOBaHHbIMU B

MpoTokone.

7.7.1. ES verification keys coincide with
corresponding means of ES verification keys, fixed in
the Protocol.

7.7.2. Bce pesynbTaTtbl nposepku 31 B

[MpoToKOE MONOXKUTENbHbI.

7.7.2. All findings on ES verification recorded
in the Protocol are positive.

7.7.3. CornacutenbHasi KOMMUCCUSA NpU3HanNa
BCe cpeficTBa noaTeepxaeHus M, cogepxawmecs B

7.7.3. The Conciliation  Commission
recognized all ES verification keys listed in the

Protocol as valid as at the time of ES generation
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MpoTokone, 4ENCTBYIOWMMN HA MOMEHT BbIPaboTKM
3M.
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