MpunoxeHne N2 2

K O6LMM YC/TIOBUAM UCMONb30BaHUS
3/1EKTPOHHBIX IOKYyMeHTOB/ Annex
No. 2 to

General Terms and Conditions of Use
of Electronic Documents

CMUCOK/ LIST

TeXHUYECKUX U NPOrpaMMHbIX CPeacTB,

Heobxogumbix ansa pa6botbl noacuctembl “Knuent”/ of hardware and software necessary for the
Client subsystem operation

1. Onga MNMepcoHanbHOro kKoMnbloTEPA:

1. With regard to personal computer:

1.1. OauH Unn HeCKONbKO
KOMMNbIOTEPOB C NOAAEPKUBAEMON
npoussoguTenemM onepaunuoHHON CUCTEMOM
Windows 7 u Bbiwe. KomnbloTepbl AOMMKHbI UIMETD:

o y KnneHTOoB, OTHOCALLNXCA K
KopnopaTMBHOMY CErMEHTY, - paboTOCNOCOOHbIN
USB-nopT u gocTtyn B ceTb NIHTEpHET (Mnn
NOAKMIOYEHHbIW BbICOKOCKOPOCTHON MOAEM).
OcTanbHble HAaCTPOMKU MO YMOMYaHMIO.

o y KnneHToB, OTHOCALLMXCS K CETMEHTY
npeanpuHuMarenen, - pabotocnocobHein USB-
nopT Uy AMCKOBOA, U A0CTYN B ceTb IHTepHeT
(MY NOAKIHOYEHHBIN BbICOKOCKOPOCTHOW MOAEM).
OcTanbHble HaCTPOWKU MO YMOMYaHUIo.

Mpn HanMuMM B opraHmn3aunm MeXceTeBoro
3KpaHa JormkHa ObiTb 06ecneyeHa BO3MOXHOCTb
yctaHaBnuBaTtb TCP-coeguHeHus yepes nopt
443.

Mpu nnaHupyemoi paboTte Yepe3 MOAEM,
MUHYS CeTb VIHTEPHET, Ha KOMMbLIOTEPE JOJKHA
6bITb ycTaHoBneHa Cnyxba YganernHoro JocTtyna
¢ nogaepxkon TCP/IP. B atom cnyyae baHk
BbldaeT Homep TenedoHa, login n naponb Ans
AocTyna kK MmogeMHomy nyny baHka.

1.2. One or several computers
supported by the manufacturer of Windows 7 and
higher operating system are to have the following
features:

¢ With regard to corporate sector Clients,
operational USB-port and access to Internet (or a
connected fast modem), with other settings by
default.

¢ With regard to business segment Clients,
operational USB-port or drive and access to
Internet (or a connected fast modem), with other
settings by default.

In case a network firewall is available in
an entity, it is necessary to enable installation of
TCP-connection via 443 port.

If there are plans to work via a modem
bypassing Internet, a TCP/IP-supported Remote
Access Service is to be installed in PC. In such
case, the Bank is to provide a phone number,
login and password for access to the Bank’s
modem pool.

1.2. Ha «komnbloTepe [OOMKHbI ObITb
YCTaHOBMEHBI:
¢ Obo3peBartenb Microsoft Internet

Explorer Bepcun 9.0 (MuHMUManbHas Bepcusi) n
Bbilwe, (11.0 - pekomeHOoOBaHHAs BepcuUs).
Pabota ¢ aHanornmyHoiMM NPOrpPaMMHbIMU
npoayktamn apyrux ¢pupm (Netscape u 1.4.) He

1.2.
installed in PC:

The following features are to be

e Microsoft Internet Explorer of 9.0 version
(minimum version) and higher (version 11.0 is
recommended). It is not allowed to operate
similar software products of other producers
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ponyckaetca. Hactpomkm obo3peBatens — no
ymon4danuio. [lMpu pabote ¢ WEB-cepBepom
Cucrtembl:

o npaea [lonb3osatens CucTtembl AOMKHbI
no3BonsTb oBHoBMEHNe " BbINOMHEHNe
anemeHToB Active X, ycTaHOBKY NnarnHoB (TOMbKO
B pamkax paboTtbl ¢ [eno3avTapHbiM MOAynem
Cuctembl);

o GnokupoBaHue
OOIMKHO ObITb OTKIHOYEHO.

BCMJibiBaOLWnX OKOH

e Cpepcteo Kpuntorpaduyeckon 3awmrbl
Nudpopmaunm (CK3U) Kpuntollpo CSP Bepcuun
4.0 » Bbllle (paspaboTtynk - OO0 "KPUMTO-
MPO™), c y4yeTOM COBMECTUMOCTU €ro c
onepauuioHHOW CUCTEMOI, Heobxoaumoe nJis
3alWnTbl  COeAWHEHMs no npoTokony TLS.
MporpaMmmHOe obecrneyeHe U O0KYMEHTauus
HaxXoOOATCS B OTKPbITOM [OCTyne Ha canTte
http://www.cryptopro.ru, nocne npoxoxaeHus
npoueaypbl perucTpauunm.

o CepTudukatsl YNOJIHOMOYEHHOIO
YooctoBepsawowero ueHtpa 00O "KPUMTO-
MPO" B KOPHEBOM KOHTEMHEPE [OOBEPEHHbIX
ceptndukaroB. CepTudunkaTbl pacnonoXeHbl HA
carvite YOOCTOBEPSAIOLWEro UeHTpa MO CCblIKEe:
http://g.cryptopro.ru/.

(Netscape, etc.). Explorer configuration by
default. When operating the System WEB-server:

o The System User rights must provide for
updating and executing Active X elements,
installing plug-ins (for the System Depository
Module operation only);

o The pop-up blocker is to be disabled.

e Cryptographic Information Protection
Facility (CIPF) of version 4.0 CryptoPro CSP and
higher (manufactured by CRYPTO-ORO LLC),
with account of its compatibility with the
operating system necessary to protect
connection over TLS protocol. Software and
operational documentation are available in the

public domain at the web-site
http://www.cryptopro.ru, following its
registration.

o Certificates of the authorized

Certification Authority of CRYPTO-ORO LLC in
the root container of trusted certificates.
Certificates are placed on the web-site of the
Certification Authority at: http://g.cryptopro.ru/.

1.3. [ononHutensHoe nporpammMmHoe
obecneyeHne, 4OCTYMNHOE ANSA KONMUPOBaHUSA C
WEB-cepBepa Cuctemsl - nporpamma reHepaumm
KomnnekToB kntoven n nposepku 3 B 3
Cryptomanager.exe.

1.3. Additional software accessible for
copying from the System web-server is
represented by the key set generation program
and ES verification in ED Cryptomanager.exe.

1.4. OJoctyn Ha WEB-cepep Cuctemsl
ocyuwiecTenseTcd no agpecy:
https://www.bankline.ru.

1.4. Access to the System web-server is
performed via: https://www.bankline.ru.

2. Ona MobunbHOro NpUnoXeHus:

2. With regard to mobile application:

2.1. Ha MobunsHom yCTpONCTBE LOIMKHbI
ObITb YCTAHOBIEHbI:

¢ OnepauunoHHas cuctemMa Android
Bepcuii 5.0 M Bblle C MCNONB30BAHUEM
VCKJTIOYUTENBHO  OPUUMANBLHONO BCTPOEHHOMO
nporpamMmHoro obecrneyeHus.

¢ OnepaumnoHHasa cuctema iOS 8 un Bbilwe C
NCMOfb30BaHMEM UCKMOYMUTENBHO oduLmnanbHOro
BCTPOEHHOro nNporpamMmmMHoro obecnedeHus.

2.1. The following features are to be installed
in mobile application:

e Android operating system of version 5.0
and higher with explicit use of an officially
embedded software.

e Operating system iOS 8 and higher with
explicit use of an officially embedded software.
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