MpunoxeHne N2 2

K O6LMM YC/TIOBUAM UCMONb30BaHUS
3/1EKTPOHHBIX IOKYyMeHTOB/ Annex
No. 2 to

General Terms and Conditions of Use
of Electronic Documents

CMUCOK/ LIST

TeXHUYECKUX U NPOrpaMMHbIX CPeacTB,

HeobxogumbIx ansa paboTbl nogcuctembl «KnneHt»/ of hardware and software necessary for the
Client subsystem operation

1. [AnallepcoHanbHOro KomnbloTepa:

1. Withregard to personal computer:

1.1.
C NoaaepXXvBaemMol Npon3BoanuTeNem

OOWH UNU HECKONbKO KOMMNbOTEPOB

onepaumoHHoi cuctemort Windows 8.1 v Bblilue.
KoMnbtoTepbl AOMKHbI UMETb:

o y KNIMEHTOB, OTHOCSILLMXCS K
KOpPNOpPaTUBHOMY CErMEHTY, - PaboTOCNOCOOHbIN
USB-nopT 1 gocTyn B ceTb MHTepHeT (unu
NMOAK/THOYEHHbIN BbICOKOCKOPOCTHOM MOAEM).
OcTanbHble HACTPOMKM NO YMOMYAHUIO.

o y KNMEHTOB, OTHOCSILLMXCS K CErMEHTY
npegnpuHuMaTenen, - pabotTocnocobHbii USB-nopT
WV AUCKOBOA U [OCTYN B ceTb IHTepHeT (unu
NMOAK/THOYEHHbIN BbICOKOCKOPOCTHOM MOJEM).
OcTabHble HAaCTPOWKM MO YMOMYAHUIO.

Mpw Hanu4YnmM B opraHn3aunn MexceTeBoro
3KpaHa Jo/MKHa bbITb 0becneyeHa BOSMOXHOCTb
yctaHasnueatb TCP-coefinHeHns Yyepes nopT 443.

Mpu nnaHupyemon paboTe Yepes MogeM,
MUHYS ceTb VIHTEpHET, Ha KOMMNbIOTEPE AOMKHA ObITb
ycTaHoBneHa Cnyxba YganeHnHoro [loctyna ¢
nogaepxkor TCP/IP. B aToM cnyyae baHK BblgaeT
HoMep TenedoHa, login 1 naponb gns gocTyna K
MogemHomy nyny baHka.

1.2.
supported by the manufacturer of Windows 8.1 and

One or several computers

higher operating system are to have the following
features:

o With regard to corporate sector Clients,
operational USB-port and access to Internet (or a
connected fast modem), with other settings by
default.

o With regard to business segment Clients,
operational USB-port or drive and access to Internet
(or a connected fast modem), with other settings by
default.

In case a network firewall is available in an
entity, it is necessary to enable installation of TCP-
connection via 443 port.

If there are plans to work via a modem
bypassing Internet, a TCP/IP-supported Remote
Access Service is to be installed in PC. In such case,
the Bank is to provide a phone number, login and
password for access to the Bank’s modem pool.

1.2. Ha
YCTaHOB/EHbI:

KOMMNbKOTEPE AO/DKHbI 6bITb

e O6o3peBaTenb Microsoft Internet Explorer
Bepcumn 9.0 (MMHUManbHas Bepcusi) u Bbiwe, (11.0 -
PaboTa C

PeEKOMeHAOBaHHadA Bepcvm).

1.2.
installed in PC:

The following features are to be

e Microsoft Internet Explorer of 9.0 version
(minimum version) and higher (version 11.0 is
recommended). It is not allowed to operate similar
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AHaNOrMYHbIMU NPOrPAMMHbBIMU NPOAYKTaMMU APYrux
¢bupwm (Netscape v 1.4.) He gonyckaeTcsi. HacTpoikm
obo3peBaTens - No ymonyaHuto. Mpu pabote c WEB-
cepBepoM Cuctemsl:

o npasa [lonb3oBaTtens CuCTeMbl [OMKHbI
Nno3BoNsATb OOHOBMEHWE U BbINOJHEHNE 3/1EMEHTOB
Active X, yCTaHOBKY N/iarMHOB (TOMbKO B pamKax

paboThbi ¢ [leno3nTapHbiM MogyneM CUcTeMmbl);

o 610KMpPOBaHME BCMJ/IbIBAOLLMX OKOH LO/MKHO
6bITb OTK/HOYEHO.

e CpegctBo KpunTorpaduyeckol
NHudopmauun (CK3M) Kpuntolpo CSP Bepcun 4.0 n
Bbiwe (paspaboTumk - 000 «KPUNTO-MPO»), ¢
y4yeTom

3awmTol

COBMECTUMOCTM €ro C OnepaluoHHOM
CUCTEeMOW, Heobxogumoe ONs 3aWuTbl COeAMHEHUs
no npotokony TLS. MporpammHoe obecneyeHve u
LOKYMEHTaLMs HaxoasaTcsl B OTKPbITOM AOCTyMe Ha
canTe http://www.cryptopro.ru, nocne npoxoxaeHus

npouefypbl perncTpaumm.

o CepTudukarsl YNOHOMOYEHHOI O
YpoctoBepsitowero ueHtpa 000 «KPUMTO-MPO» B
KOPHEBOM

KOHTeI\/’IHepe OOBEPEHHDbIX

ceptudmkatoB. CepTudurKaTbl pPacrofioXeHbl Ha
cainTe YpocToBepsioLwwero

http://q.cryptopro.ru/.

LUeHTPa NnoO CCblIKe:

software products of other producers (Netscape,
etc.). Explorer configuration by default. When
operating the System WEB-server:

o The System User rights must provide for
updating and executing Active X elements, installing
plug-ins (for the System Depository Module operation
only);

o The pop-up blocker is to be disabled.

e Cryptographic  Information  Protection
Facility (CIPF) of version 4.0 CryptoPro CSPand higher
(manufactured by CRYPTO-ORO LLC), with account of
its compatibility with the operating system necessary
to protect connection over TLS protocol. Software
and operational documentation are available in the
public the
http://www.cryptopro.ru, following its registration.

domain at web-site

o Certificates of the authorized Certification
Authority of CRYPTO-ORO LLCin the root container of
trusted certificates. Certificates are placed on the
the Authority  at:
http://q.cryptopro.ru/.

web-site  of Certification

1.3.
obecneyeHne, fOCTYNHOE st KonuposBaHus ¢ WEB-

[JoononHuTenbHoe NporpaMMHoe

cepBepa CUCTEMbI - NporpaMma reHepaymm

1.3. Additional software accessible for copying
from the System web-server is represented by the key
set generation program and ES verification in ED

KomnnekToB ktoyen n nposepku M B 3/, Cryptomanager.exe.
Cryptomanager.exe.
1.4. floctyn Ha WEB-cepBep Cuctemsl 1.4. Access to the System web-server is

ocyllecTBnseTCs no
https://www.bankline.ru.

appecy:

performed via: https://www.bankline.ru.

2. [Ana Mo6unbHOTo NPUIOXeHMS:

2. With regard to mobile application:

2.1. Ha Mo6unbHOM YCTpPOMCTBE AOKHbI
6bITb YCTAHOB/IEHbI:

e OnepaumoHHas cuctema Android Bepcuin 5.0

M Bbllle C UCNOJIb30BaHMEM  UCKTKYUTE/IbHO

odurumanbHOro BCTPOEHHOIO nporpamMMHOro

obecrieyeHus.

e OnepauunoHHas cuctema iOS 8 u Bbllwe ¢
NCNOJIb30BAaHNEM UCKITHYNTENBbHO OC|DI/ILI,VIaJ'IbHOF0
BCTPOEHHOrO NPOrpaMMHOro obecneyeHus.

2.1. The following features are to be installed in
mobile application:

e Android operating system of version 5.0 and
higher with explicit use of an officially embedded
software.

e Operating system i0S 8 and higher with
explicit use of an officially embedded software.
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