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K O6LWMM YCIOBUSM UCMONb30BAHNS
3N1eKTPOHHbIX JOKYMeHTOB/ Annex
No.2to

General Terms and Conditions of Use
of Electronic Documents

CMUCOK/ LIST

TeXHU4YeCKUX U NporpaMMHbIX CpeacTs,

Heobxogumbix ansa pabotbl nogcuctemol “KnuenT”/ of hardware and software necessary for the
Client subsystem operation

1. [ns NepcoHanbHOro KOMMbloTEpa: 1. Withregard to personal computer:

1.1. OAMH M HECKOMbKO KOMMbIOTEPOB C 1.1. One or several computers supported by the
NoaaepXX1MBaeMon NPON3BOAUTENEM manufacturer of Windows 7 and higher
onepaunoHHon cuctemoii Windows 7 v BbiLue. operating system are to have the following
KoMnbloTepbl 4OMKHbI UMETb: features:

oy KNMEeHTOB, OTHOCSLLUXCS K e With regard to corporate sector Clients,

KOpnopaTUBHOMY CErMEeHTY, - operational USB-port and access to Internet
paboTocnocobHbii USB-NopT 1 A0CTYN B CETb (or a connected fast modem), with other
NHTepHEeT (MK NOAKIIIOYEHHbIN settings by default.

BbICOKOCKOPOCTHOW MoaeM). OcTasbHble

o e With regard to business segment Clients,
HaCTPOMKW MO YMONHAHMUIO.

operational USB-port or drive and access to
oy KNMEHTOB, OTHOCSLLNXCS K CETMEHTY Internet (or a connected fast modem), with
npeanpuHMUMaTesiei, - paboToCNOCO6HbIN other settings by default.
USB-nopT Uan gUCKoOBOA 1 AOCTYN B CETb
NHTepHEeT (MK NOAKIIIOYEHHbIN
BbICOKOCKOPOCTHOM MogeM). OcTasnbHble
HaCTPOWKK MO YMOMYaAHUIO.

In case a network firewall is available in an
entity, it is necessary to enable installation of
TCP-connection via 443 port.

If there are plans to work via a modem
bypassing Internet, a TCP/IP-supported Remote
Access Service is to be installed in PC. In such
case, the Bank is to provide a phone number,
login and password for access to the Bank’s
Mpu nnaHnpyemoii paboTe Yepes MOAEM, MUHYS modem pool.

ceTb MIHTepHeT, Ha KOMMbOTEPE AOMKHA ObITb
ycTaHoBneHa Cnyx6a YganeHHoro [Joctyna ¢
nopgepxkoi TCP/IP. B 3Tom cnyyae baHK BbigaeT
Homep TenedoHa, login n naponb gns gocTyna K
MogeMHoMmy nyny baHka.

Mpun HanM4YMM B OpraHM3aLunn MexceTeBoro
3KpaHa Jo/KHa bbITb obecneyeHa
BO3MOXHOCTb ycTaHaBnmBaTb TCP-
coefIMHeHns Yepe3 nopT 443.

1.2. Ha KoMnbloTepe JOoMKHbI 6bITb YCTAaHOBNEHbI: 1.2. The following features are to be installed in

e (O6o3peBaTent Microsoft Internet Explorer PC:
Bepcun 9.0 (MMHMManbHasi Bepcus) 1 Bbllle, o Microsoft Internet Explorer of 9.0 version
(11.0 - pekomeHaoBaHHas Bepcus). PaboTa ¢ (minimum version) and higher (version 11.0 is
AHaNoOrnMYHbIMU NPOrpPaMMHbIMU NPOJYKTaMu recommended). It is not allowed to operate
ppyrux  ¢upm  (Netscape wu T.5.) He similar software products of other producers
ponyckaeTcs. HacTpoliku o6o3peBatens — no (Netscape, etc.). Explorer configuration by
ymonyaHuto. Mpu pabote ¢ WEB-cepsepom default. When operating the System WEB-
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cuctemsl:

o npasa [Monb3oBatens CUCTEMbl JONMKHbI
Mo3BOJISATb OOHOB/MIEHME U BbINO/HEHNE
anemeHTOB  Active X,  yCTaHOBKY
NAarMHOB (TOMbKO B paMKax paboTbl ¢
[Jeno3uTtapHbiM Mogynem Cuctemsl);

o BNoOKMpoBaHME  BCM/bIBAKOWMX  OKOH
[,OKHO 6bITb OTK/HOYEHO.

e CpeactBo KpunTtorpadwuyeckor  3awyuThl
WHdopmaumn  (CK3W)  Kpuntollpo CSP
Bepcun 4.0 v Bblwe (pa3paboTtumk - 000
"KPUMNTO-MPQ"), ¢ y4eTOM COBMECTUMOCTM
ero d onepaLyoHHON CUCTEMOMN,
HeobxoguMoe NS 3alWTbl COEAVHEHUS MO
npoTtokony TLS. MporpamMmMHoe obecnevyeHune
M AOKYMEHTAUMS HaXOAATC B OTKPbITOM
pocTyne Ha cante http://www.cryptopro.ru,

nocne MPOXOXAEHUS npoueaypbl
perncTpaumu.
e CepTudukarsl YMNOSIHOMOYEHHOr 0

YpocToBepsitowero ueHtpa 000 "KPUNTO-
MPO" B KOPHEBOM KOHTENHEpPE AOBEPEHHbIX
cepTndUKaToB. CepTudukatsbl
pacrnofioXeHbl Ha caiTe YpocToBepsioWero
LleHTpa no cchlnke: http://g.cryptopro.ru/

server:

o The System User rights must provide for
updating and executing Active X
elements, installing plug-ins (for the
System Depository Module operation
only);

o The pop-up blocker is to be disabled.

e Cryptographic Information Protection Facility
(CIPF) of version 4.0 CryptoPro CSP and
higher (manufactured by CRYPTO-ORO LLC),
with account of its compatibility with the
operating system necessary to protect
connection over TLS protocol. Software and
operational documentation are available in
the public domain at the web-site
http://www.cryptopro.ru, following its
registration.

e Certificates of the authorized Certification
Authority of CRYPTO-ORO LLC in the root
container of trusted certificates. Certificates
are placed on the web-site of the Certification
Authority at: http://g.cryptopro.ru/

1.3. JonofHUTeNbHOE NporpamMMHoe
obecneyeHune, [OCTYMHOE A/151 KONUPOBAHMUS
¢ WEB-cepBepa CncTtembl - nporpamMmma
reHepaumn KoMnaeKToB K/toYeil U NPOBEPKU
M B3/ Cryptomanager.exe.

1.3.Additional software accessible for copying
from the System web-server is represented by the
key set generation program and ES verification in
ED Cryptomanager.exe.

Cuctembl
agpecy:

1.4. JocTyn Ha WEB-cepBep
ocyulecTBnseTcs no
https://www.bankline.ru.

1.4. Access to the System web-server is performed
via: https://www.bankline.ru.

2.  Ans MobunbHOro NPUNOXKEHUS:

2. With regard to mobile application:

2.1. Ha Mo6bunbHOM YCTPOWCTBE [dO/MKHbI 6bITb
YCTaHOB/EHbI:

e OnepaumoHHas cuctema Android Bepcuii 5.0
M Bbllle C UCNONb30BAaHNEM UCKAKYUTENBHO
oduLManbHOro BCTPOEHHOIO NPOrpaMMHOro
obecneyeHus.

e OnepaumoHHas cuctema iOS 8 u Bblwe C
NCNoMb30BaHNEM NCKOYNTENBHO
oduumanbHoro BCTPOEHHOrO
nporpammHoro obecneyeHus.

2.1. The following features are to be installed in
mobile application:

e Android operating system of version 5.0 and
higher with explicit use of an officially
embedded software.

e Operating system i0OS 8 and higher with
explicit use of an officially embedded
software.
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